New  LANscape  While  Cisco  leads  most  LAN  switch  cate¬ 
gories,  it's  seeing  stiff  competition  from  low-end  competitors.  PAGE  15. 
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in  supply  chain  costs,  UCCnet  is  gaining  big^iame  backers.  PAGE  19. 
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GA  event  to 
highlight 
on-demand 
computing 

■  BY  DENISE  DUBIE 


At  its  annual  customer  con¬ 
ference  next  week  in  Las  Vegas, 
Computer  Associates  will  flesh 
out  its  strategy  for  managing  on- 
demand  computing  environ¬ 
ments  —  a  software-centric  effort 
the  company  says  is  more  flexi¬ 
ble  than  the  hardware-driven 
plans  of  rivals  HP  and  IBM. 

Industry  watchers  say  CA  will 
address  key  requirements  such 
as  virtualization,  provisioning 
and  configuration  management. 
On-demand,  or  utility  computing 
refers  to  the  idea  of  pooling  sys¬ 
tem  resources  and  dynamically 
allocating  them  to  meet  shifting 
demands  instead  of  the  tradition¬ 
al  practice  of  assigning  resources 
to  applications.  The  latter  has  re 
suited  in  computing  environ¬ 
ments  that  often  are  75%  under¬ 
utilized, when  the  ideal  would  be 
systems  that  are  engaged  actively 
80%  of  the  time. 

CA  won’t  reveal  what  it  plans 
to  announce  at  CA  World  2003, 
where  it  anticipates  10,000  atten¬ 
dees.  But  last  week  it  did  an¬ 
nounce  a  few  additions  and  up¬ 
grades  to  its  Unicenter  manage¬ 
ment  line  that  it  positioned  as 
See  CA,  page  8 
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Big  players 
push  IPv6, 
but  masses 
still  resist 

■  BY  PHIL  HOCHMUTH  AND 
TIM  GREENE 


When  the  dominant  maker  and 
a  powerful  buyer  of  network  gear 
—  Cisco  and  the  Pentagon  — 
insist  the  time  has  come  for  IPv6, 
some  might  see  it  as  marching 
orders  for  the  industry. 

However, 


■  ISP  Verio 
makes  its  entry 
into  IPv6  arena. 
Page  21. 


IPv6  —  ratified 
as  a  draft  stan¬ 
dard  in  1998 
—  still  repre¬ 
sents  the  classic  “ain’t  broke, 
don’t  fix”  scenario  for  most  US. 
companies.  Why  throw  a  wrench 
into  networks  that  took  years  to 
build  and  fine-tune? 

Proponents  say  that  risk  is  jus¬ 
tified  by  advanced  IPv6  services 
such  as  improved  security  and 
mobility  support,  benefits  that 
laggards  stand  to  miss  the 
longer  they  delay.  And,  of 
course,  there’s  the  shrinking 
pool  of  IP  addresses,  a  problem 
IPv6  promises  to  fix. 

Interest  in  IPv6  was  sparked  at 
a  recent  conference  in  San 
Diego,  where  the  U.S.  Depart¬ 
ment  of  Defense  announced  it  is 
making  IPv6  a  procurement 
See  IPv6,  page  10 


ID  mgmt.  poised  for  next  stage 


■  BY  JOHN  FONTANA 

Existing  identity  management 
practices  and  standards  in  combi¬ 
nation  with  Web  services  security 
protocols  will  provide  needed 
protection  to  support  distributed 


computing  between  corporations 
and  their  partners. 

That  concept,  and  the  ultimate 
benefits  for  corporate  users,  will 
be  main  themes  at  the  annual 
Burton  Group  Catalyst  Confer¬ 
ence,  which  officials  say  could 


host  1,200  attendees  this  week  in 
San  Francisco. 

The  conference  also  is  expected 
to  showcase  vendor  announce¬ 
ments  of  a  number  of  identity 
management  products,  and  the 

See  Catalyst  page  12 
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Court  sides  with  ex-Intel  worker 

■  California’s  highest  court  last  week  decided  that  a  former  Intel 
employee  did  not  trespass  on  Intel’s  IT  systems  by  sending  mass 
e-mail  messages  critical  of  the  company  to  its  employees.After  leav¬ 
ing  Intel,  Kourosh  Kenneth  Hamidi  helped  form  FACE  (Former  and 
Current  Employees)  Intel, a  group  that  bitterly  objects  to  and  hopes 
to  reform  Intel’s  personnel  practices.  On  behalf  of  FACE  Intel, 
Hamidi  sent  to  Intel  employees  six  mass  e-mail  messages  contain¬ 
ing  negative  claims  about  the  company  reaching  as  many  as  35,000 
people.  Intel  sued  to  prevent  Hamidi  from  continuing  his  e-mail 
campaign  and  in  November  1998  won  an  injunction  against  him. 
The  case  eventually  reached  the  California  Supreme  Court,  which 
overturned  a  lower  court’s  ruling.  Because  Hamidi  did  not  hack 
into  Intel’s  systems  to  send  his  messages,  and  because  he  removed 
any  recipients  who  asked  not  to  be  contacted  again,  the  court 
decided  that  he  “did  nothing  but  use  the  e-mail  system  for  its 
intended  purpose  —  to  communicate  with  employees.” Intel  is  con¬ 
sidering  an  appeal. 

Nextel  snaps  up  MCl’s  fixed  wireless 

■  Nextel  is  buying  MCFs  fixed  wireless  service  assets  for  $144  million.  MCI,  formerly 
WorldCom,  filed  a  motion  with  the  U.S.  Bankruptcy  court  in  the  Southern  District  of  New 
York  last  week  that  states  wireless  service  provider  Nextel  was  the  top  bidder  in  an  auc¬ 
tion  to  sell  off  MCI’s  wireless  assets.  Industry  watchers  weren’t  surprised  that  the  carrier 
was  selling  its  fixed  wireless  network  and  spectrum.  MCI,  which  has  been  in  bankruptcy 
proceedings  for  nearly  a  year,  previously  stated  its  plans  to  ditch  some  of  its  wireless  assets 
before  emerging  from  bankruptcy  sometime  in  September.The  carrier  did  not  come  close 
to  the  $400  million  it  spent  on  picking  up  wireless  Multichannel  Multipoint  Distribution 
Service  carrier  CA1  Wireless  in  1999.Yet  MCI  was  able  to  more  than  double  the  best  offer 
from  BellSouth. 

WLAN  hot  spots  seen  doubling  by  '05 

■  The  number  of  wireless  LAN  hot  spots  worldwide  will  more  than  double  by  2005,  but 
the  services  are  unlikely  to  reach  “critical  mass”  until  three  to  five  years  from  now,  accord¬ 
ing  to  Ken  Dulaney, an  analyst  at  Gartner.  Potential  fans  of  hot  spots,  where  Internet  access 
is  available  to  users  of  notebook  PCs  and  other  devices  equipped  with  IEEE  802.1 1  tech¬ 
nology,  are  frustrated  by  the  limited  number  of  hot  spots  available  and  the  lack  of  consis¬ 
tency  among  billing  systems,  Dulaney  says.The  report  forecasts  there  will  be  about  71 ,000 
hot  spots  worldwide  this  year,  up  from  about  14,800  in  2002  and  1,200  in  2001. The  num- 
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The  Good  hi  Bad  TheUgly 


Start  your  engines.  Wireless  service 

provider  Nextel  has  been  announced  as  the  new 
title  sponsor  of  the  NASCAR  championship  cup. 
Reportedly,  the  company  has  paid  in  the 
neighborhood  of  $750  million  for  the  honors, 
a  sign  perhaps  that  at  least  some  in  telecom 
aren’t  hurting  too  badly.  > 


Piling  on  Peregrine.  Peregrine 
Systems,  the  Chapter  11-protected  asset 
and  service  management  company,  las 
week  was  charged  with  “massive  fraud" 
in  a  lawsuit  filed  by  the  Securities 
and  Exchange  Commission.  A  year- 
plus  government  investigation  found 
that  Peregrine  cooked  its  books  from 
April  1999  to  December  2001.  The 
company,  which  was  on  the  road  telling 
its  comeback  story  to  the  press  just  two 
weeks  ago,  is  shooting  to  emerge  from 
bankruptcy  protection  this  summer. 


®  Inferior  Interior,  a  federal  judge  has  forced  the  Department  of  the 
Interior  —  for  the  second  time  —  to  shut  down  some  of  its  Web  sites  out  of  fear 
they  could  be  hacked  into  and  that  the  American  Indian  funds  that  the  department 
manages  could  be  put  at  risk.  The  department  has  appealed  the  ruling. 


ber  of  hot  spots  will  grow  to  about  152,000  in  2005,  according  to  Gartner. There  will  be  9.3 
million  visitors  to  hot  spots  in  2003,  up  from  2.5  million  in  2002,  Gartner  says. 

Fraud  victims  could  receive  more  from  MCI 

■  Victims  of  MCIs  fraud  could  receive  50%  more  compensation  if  the  courts  approve  a 
modification  of  settlement  terms  that  the  Securities  and  Exchange  Commission  proposed 
last  week.  The  SEC  modified  its  proposal  for  a  settlement  of  its  claim  for  a  civil  penalty 
against  the  companystill  legally  known  as  WorldCom, asking  that  the  company  contribute 
stock  worth  $250  million,  in  addition  to  the  $500  million  in  cash  already  required,  to  com¬ 
pensate  victims  of  its  fraud.  MCI  was  guardedly  positive  about  the  modified  proposal.“We 
appreciate  the  efforts  of  everyone  involved  in  reaching  this  decision,  which  remains  sub¬ 
ject  to  court  approval,”  CFO  Bob  Blakely  said  in  a  statement. “We  believe  that  it  is  another 
significant  step  toward  MCI’s  emergence  from  Chapter  11.”  • 

Court  blesses  takeover  of  Global  Crossing 

■  The  court  overseeing  the  reorganization  of  bankrupt  telecom  carrier  Global  Crossing 
Holdings  has  approved  the  takeover  of  the  company  by  Singapore  Technologies 
Telemedia.  The  U.S.  Bankruptcy  Court  for  the  Southern  District  of  New  York  approved  a 
change  in  the  deal  whereby  ST  Telemedia  will  pay  $250  million  for  a  61.5%  stake  in  Global 
Crossing,  rather  than  sharing  the  acquisition  with  Hong  Kong’s  Hutchison  Tele 
communications. The  court  has  made  the  reorganization  agreement  exclusive  until  Oct. 
28;  no  other  potential  investor  can  enter  into  negotiations  to  buy  a  stake  in  Global  Crossing 
until  that  date  unless  STTelemedia  backs  out  of  the  deal. Global  Crossing  operates  a  fiber¬ 
optic  network  that  connects  27  countries  and  about  200  cities,  but  collapsed  under  the 
weight  of  its  debt  and  filed  for  Chapter  1 1  bankruptcy  protection  in  the  U.S.  in  January 
2002. The  deal  still  has  to  pass  U.S.  regulatory  hurdles. 

Medical  records  to  be  standardized 

■  The  U.S.  Department  of  Health  and  Human  Services  last  week  upped  the  ante  on  a 
nationalized  electronic  medical-record  system  for  healthcare  providers.  HHS  announced 
that  it  will  seek  a  medical  vocabulary  system  that  standardizes  the  terms  used  in  medical 
records  information  and  that  it  will  provide  a  standardized  medical  record  that  physicians 
and  IT  administrators  can  use  to  build  electronic  medical  record  services.  HHS  will  work 
with  the  College  of  American  Pathologists  to  codify  more  than  340,000  medical  concepts. 
They  have  commissioned  the  Institute  of  Medicine,  a  nonprofit  arm  of  the  National 
Academy  of  Sciences,  to  build  the  standard  medical  record. 
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Govt,  regs  taxing  on  storage  resources 


Compliance-heavy  industries 

Four  vertical  markets  are  affected  most  by  government 
regulations  on  storage  retention,  archiving  and  retrieval. 


Vertical 

market 

Storage 

regulations 

What  is  required 

Financial  services 

Securities  and  Exchange 
Commission  17a-3&4 

Retention,  retrieval  and  archiving 
of  electronic  records,  including  e-mail. 

Healthcare 

HIPAA,  JCAH0,  IS0 17799 

Mandates  disaster-recovery  and 
data  back-up  plans,  and  enforces 
authentication  and  encryption  of 
patient  health  information. 

Life  sciences/ 
pharmaceutical 

Food  &  Drug  Adminis¬ 
tration  21 CFR  Part  11 

Dictates  how  records  are  retained, 
shared  and  exchanged. 

Government  agencies 

Department  of  Defense 
5015.2 

Companies  use  DoD-compliant 
software  and  hardware. 

■  BY  DENI  CONNOR 

Complying  with  government 
regulations  is  taking  an  increas¬ 
ing  toll  on  IT  storage  budgets  and 
resources,  analysts  say 

Businesses  are  spending  a 
majority  of  the  money  earmarked 
for  storage  on  software  and  hard¬ 
ware  that  lets  them  comply  with 
the  thousands  of  rules  and  regu¬ 
lations  enacted  by  federal  and 
state  legislative  bodies. 

“It’s  the  only  thing  that’s  driving 
customers  to  buy  anything  this 
year,  because  it’s  mandated  that 
they  spend  moneys  says  Jamie 
Gruener,  senior  analyst  for  The 
Yankee  Group. 

Spending  on  hardware,  soft¬ 
ware  and  services  related  to  stor¬ 
age  compliance  will  exceed  $6 
billion  over  the  next  four  years, 
according  to  a  recent  Enterprise 
Storage  Group  report. 


Mark  Moroses, senior  director  of 
technical  services  and  security 
officer  at  Maimonides  Medical 
Center  in  New  York,  says  the  cost 
of  storing  compliant  data  —  in 
his  case,  diagnostic  images  and 
medical  records  —  is  increasing 
dramatically 

“We  anticipate  increasing  our 
expenditures  [for  archiving  and 
retaining  data],”  Moroses  says. 
“Each  usage  needs  to  also  be 
evaluated  on  its  own  merits,  but 
regulatory  need  is  an  important 
factor.”  Moroses  has  7  terabytes  of 
data  he  needs  to  keep.  He  says  it 
will  increase  to  26  terabytes  over 
the  next  four  years. 

Rich  Banta,  senior  enterprise 
systems  engineer  for  St.  Vincent 
Hospital  and  Health  Services  in 
Indianapolis,  expects  his  compli¬ 
ant  storage  needs  will  quadruple 
as  a  result  of  the  Health  In¬ 
surance  Portability  and  Account¬ 


ability  Act  (HIPAA)  rules  and 
other  regulations. 

“Not  only  are  we  regulated  by 
HIPAA,  but  by  the  Joint  Com¬ 
mission  on  the  Accreditation  of 


Healthcare  Organizations  and 
ISO  17799,”  Banta  says.  ISO  17799 
is  a  standard  that  gives  organiza¬ 
tions  best-practice  guidelines  for 
information  security. 


Whereas  many  organizations 
responded  to  the  Sept.  1 1  terror¬ 
ist  attacks  by  voluntarily  allocat¬ 
ing  more  money  to  disaster 
recovery,  Gruener  says,  cus¬ 
tomers  now  are  compelled  to 
develop  methods  and  plans  for 
archiving  records  the  govern¬ 
ment  considers  critical.  There  is 
the  very  realistic  chance  that 
their  businesses  will  lose  money 
because  of  data  loss  or  incur 
fines  or  penalties  imposed  by 
the  government,  he  says. 

“There  is  more  of  a  mandate  to 
be  ready  for  compliance  than 
there  was  for  disaster  recovery^ 
Gruener  says.There  were  no  reg¬ 
ulations  for  disaster  recovery 
until  some  of  the  compliance  reg¬ 
ulations  like  HIPAA  mandated 
them.” 

Recently  six  firms  were  fined 
$8.35  million  by  the  Securities 

See  Compliance,  page  11 


CA 

continued  from  page  1 

part  of  its  on-demand  scheme,  first  unveiled  in  April  at 
NetWorld+lnterop.  These  offerings,  which  include  a  tool 
for  overseeing  wireless  LANs  and  an  upgraded  main¬ 
frame  manager,  fit  the  on-demand  computing  profile  in 
that  they  will  help  customers  get  a  better  view  of  their  IT 
resources  so  as  to  better  make  use  of  them,  CA  officials 
say.  For  instance,  Unicenter  NSM  Wireless  Network 
Management  Option  3.0  provides  an  integrated 
console  for  tracking  wireless  and  wired  networks. 

“[We]  are  trying  little  by  little  to  make  CA  and 
Unicenter  the  management  specialist  in  enterprise 
networks,”  says  Gale  Persil,  director  of  Unicenter  net¬ 
work  management  at  CA.“The  more  intelligence  we 
add  to  our  software,  the  more  adaptive  equipment 
makers  make  their  gear,  the  more  we  can  address  this 
bit  by  bit.  And  I  say  bit  by  bit 

because  you  get  throttled  back  by _ 

customers  that  are  a  little  bit  afraid 
of  the  software  taking  over  their 
machines.” 

CA  officials  emphasize  that  the 
company’s  on-demand  computing 
strategy  is  not  tied  to  any  particular 
brand  of  hardware  and  will  not 
require  customers  to  overhaul  their 
systems  or  networks.  v - , — 

“CA  is  taking  into  account  the 
diversity  across  enterprise  infrastructures,”  says  Jean- 
Pierre  Garbani,  a  director  with  Forrester  Research. 

The  company  is  not  telling  customers  to  standardize  on 
any  one  type  of  equipment,  but  it  will  manage  heteroge¬ 
neous  resources  with  software.” 

Analysts  say  CA  is  competing  against  companies  such  as 
BMC  Software  to  get  the  early  lead  in  managing  on- 
demand  computing  environments,  which  most  companies 
are  still  in  the  very  early  stages  of  building. 

CAs  product  plans  prove  the  company  is  committed  to  a 
software-only  approach  to  on-demand  computing,  says 
lasmine  Noel,  principal  at  research  firm  JNoel  Associates. 
She  says  G\,  and  competitor  BMC,  this  year  announced 


advancements  in  their  management  software  that  could 
enable  on-demand  computing. 

“The  race  is  on  to  try  to  tie  software-distribution  tools 
with  performance-management  tools  so  that  customers 
can  more  directly  manage  IT  as  business  demands  it  on 
the  flyf  Noel  says. 

BMC  earlier  this  year  announced  its  plans  to  manage 
business  services  after  it  acquired  IT  Masters,  which  devel¬ 
oped  technology  that  BMC  now  uses  to  help  customers 
create  models  of  business  services.  CA  has  yet  to  develop 


Wireless  window 

Unicenter  NSM  Wireless  Network  Management  Option 
3.0 gives  users  of  CA’s  flagship  management  program  a 
view  into  wireless  LANs. 


The  software  can 
locate  wireless 
access  points, 
identify  rogue 
users  and  report 
on  wireless  LAN 
performance  on 
802.11  networks. 


Network  managers  can  drill  down  into  a  specific  device 
to  determine  the  root  cause  of  a  wireless  network  problem. 


or  acquire  the  modeling  technology  to  rival  BMC’s,  Noel 
says,  but  the  company  is  providing  more  automation  in 
Unicenter  and  using  its  business-process  views  to  help 
customers  start  aligning  IT  closer  with  services. 

Makers  of  hardware  and  software  such  as  IBM  and  HR 
meanwhile,  focus  on  the  idea  of  virtualizing  all  the 
resources  across  a  network  and  making  several  machines 
act  as  one  super-machine.  Despite  coming  at  on-demand 
computing  from  a  different  perspective,  CA  still  will  find 
itself  battling  these  companies  and  that  will  prove  chal¬ 
lenging,  analysts  say 


“It’s  one  thing  to  compete  with  Open  View  or  Tivoli.  It’s  a 
completely  different  thing  to  compete  with  HP  and  IBM," 
she  adds. 

While  CA  is  making  incremental  advances  by  adding 
automation  and  service  views  across  its  management  soft¬ 
ware  products,  the  company  isn’t  quite  up  to  speed  on  all 
the  technology  it  will  need  to  provide  customers  with  on- 
demand  computing  management  capabilities.  One  area  it 
will  need  to  address  is  virtualization,  analysts  say 
Industry  experts  say  virtualization  technologies  in  both 
server  pools  and  storage  networks  are  pivotal  to 
-x  deploying  an  on-demand  computing  network. 
Software  from  companies  such  as  Connectix,  SW-Soft 
and  VMware  lets  Intel  servers  emulate  the  software¬ 
partitioning  and  virtual-machine  capabilities  of  big¬ 
ger  Unix  servers  from  HR  IBM  and  Sun,  and  main¬ 
frames  from  IBM. 

It’s  companies  such  as  these 
that  have  gotten  customers' 
attention  early  on  regarding 
on-demand  computing. 

“We  are  not  looking  at  CA 
right  now  for  any  of  these  func¬ 
tions, ’’says  Chris  Holbert,  direc¬ 
tor  of  IT  at  North  American 
Scientific  in  Chatsworth,  Calif., 
and  a  user  of  Unicenter  for  monitoring  network 
devices  and  remote  offices.“We  are  looking  at  virtu¬ 
alization  and  on-demand  computing, but  [from]  dif¬ 
ferent  vendors  . . .  mainly  VMware.” 

IBM  says  it  will  come  out  with  WebSphere  soft¬ 
ware  that  will  let  companies  manage  business 
applications  running  on  different  servers  as  a  single  envi¬ 
ronment.  And  HP  unveiled  in  May  details  of  its  HP  Virtual 
Server  Environment, software  that  the  company  says  allo¬ 
cates  virtual  resources  in  response  to  application 
demand  and  was  built  on  the  latest  version  of  HP-UX 
Workload  Manager. 

“CA  is  a  bit  behind  HP  and  IBM  in  terms  of  virtualization, 
and  they  are  only  scratching  the  surface  of  virtualization," 
says  Corey  Ferengul,  a  ^  M  mo„  mfwniUw  #flliM. 
vice  president  with  (CGyL  OocFinder:  6641 
Meta  Group.  ■  v_J  wv.nrfuiM.CMi 


Areas  of  poor  performance 
can  be  identified,  and  the 
relationships  between  wire¬ 
less  devices  and  access 
points  can  be  shown. 


Tech  Friendly  because... 


f^f! 


Desktop  Color  & 
B&W  Printers 


•Common  User  Interface 


•Universal  Print  Driver 


Sr-  i 


I 

I 


•Integrated  Wireless  Solutions 


Workgroup  Printers 


•Cartridge-Free  Drum  Design 


High-Speed 
DepartmenUd  Printing 


•Very  Low  Cost  of  Ownership 


Technology  so  advanced, 
it’ll  make  you  smile. 

Tech  people  face  a  world  of  many 
demands  and  little  time.  Our  all-digital 
line  of  printers,  copiers  and  MFP’s  are 
highly  reliable  and  ready  for  network 
use,  either  wired  or  through  our 
embedded  wireless  technology. 

Kyocera  Mita  uses  advanced  technology 
to  make  life  simple  and  productive. 

Everything  we  do  is  aimed  at  making 
things  less  complex.  Examples?  A  single 
driver  operates  all  our  devices.  NetViewer™ 
software  administers  our  systems  across 
your  network  in  real  time.  The  list  is 
long.  And  it’s  how  we’ve  made  so  many 
friends  in  the  MIS/IT  department. 

Tech  friends  meet  at: 
www.kyoceramita.com/us 

The  New  Value  Frontier 

tgKuncERa 

mita 


KYOCERA  MITA  AMERICA,  INC. 

©2003  KYOCERA  MITA  AMERICA,  INC.  "PEOPLE  FRIENDLY"  AND  ALL  ELEMENTS  OF  THE  KYOCERA  MITA  LOGO  ARE  THE  TRADEMARKS  OF  KYOCERA  MITA 


10 

NotworkWorld 

7/7/03 

News 

www.nwfusion.com 

IPv6 

continued  from  page  1 


requirement.  Cisco  also  recently 
extended  its  support  of  IPv6 
from  router  and  switch  gear  to 
firewall  products. 

Department  of  Defense  CIO 
John  Osterholz  said  his  organiza¬ 
tion  will  start  requiring  support 
for  the  protocol  starting  in  Octo¬ 
ber.  And  by  2005,  all  Department 
of  Defense  networks  will  be  fully 
interoperable  with  IPv6  networks. 

That  requirement  is  a  boost  for 
the  technology,  given  that  the 
Defense  Department’s  IT  budget 
is  $30  billion, says  Alex  Lightman, 
chairman  of  the  North  American 
Global  IPv6  Summit,  where  Oster¬ 
holz  spoke.  “There  is  no  budget 
like  it.  It  is  the  800-pound  gorilla 
saying, ‘Go  to  IPv6,’”  he  says. 

One  military  IT  professional 
who  will  be  on  the  business  end 
of  the  Defense  Department’s 
mandate  is  Commander  Jeff 
White,  information  warfare  officer 
for  the  Navy  Warfare  Develop¬ 
ment  Command. 

“IPv6  effectively  opens  the 
floodgates”  with  respect  to  new 
security  and  features,  says  White, 
who  is  responsible  for  deploying 
new  network  and  security  tech¬ 
nologies  on  Navy  ships.  While 
not  commenting  directly  on  the 
Department  of  Defense  man¬ 
date,  he  adds  that  his  group  has 
gotten  a  jump  on  the  IPv6  issue. 
“We’re  already  assuming  that 
IPv6  will  be  out  there  and 
employed,”  he  says. 

Unlike  at  the  Defense  Depart¬ 
ment,  ramping  up  IPv6  networks 
is  less  of  a  priority  for  businesses 
and  organizations  not  involved  in 
defense,  experts  and  users  say 

“Nothing  is  going  on  from  the 
enterprise  perspective”  regard¬ 
ing  IPv6,  says  Lawrence  Orans, 
principal  analyst  at  Gartner.“The 
[Department  of  Defense]  is  one 


\  •  / 


■  THIS  WEEK'S  QUESTION: 

What  company  did  Dave 
Duffield  and  Ken  Morris 
form  in  1987? 


Answer  this  and  nine  additionai  questions 
online  and  you  cotid  win  $500!  Visit 

Nntvnrii  VftrM  Ftism  and  enter  2349 
in  the  Search  pox.. 

mw.nwfusion.coni 


IPv6  evolution 


Where  the  next-generation  IP  came  from: 


1992 

IETF  issues 
call  for  next- 
generation  IP 
proposals  to 
address  the 
issue  of 
worldwide  IP 
address 
exhaustion. 

I 


1995 - 

•  IETF  RFC  1752  is  created, 
which  included  Simple  Inter¬ 
net  Protocol  Plus  Specifi¬ 
cation  (SIPPS),  which 
doubled  the  IP  address 
length  from  64  bits  to  128  bits. 

•  RFC  1883  is  introduced, 
formally  outlining  the  IPv6 
specification,  based  on 
SIPPS,  in  proposed 
standard  status. 


1996 

The  6bone,  a 
testbed  of 
IPv6,  was 
started  over 
the  Internet. 

L 


1998  - 

RFC  2460  is 
introduced;  IPv6 
moves  to  draft 
standard  status. 


2000 

Stanford  University  reconfigures  56,000 
computers  and  devices  on  its  network  to  use 
IPv4  Internet  address  space  more  efficiently. 


1999 

2001 

•  Registries  started 

Cisco  introduces  IPv6  generic 

to  assign  production 

availability  in  IOS  12.2(2)T  release. 

IPv6  prefixes  to  ISPs. 

2003 

•  The  IPv6  Forum 

The  U.S.  Department 

was  founded. 

of  Defense  moves  to 

1 

standardize  on  IPv6. 

\ 
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enterprise  that’s  obviously 
unique,  but  for  regular  compa¬ 
nies  and  businesses,  this  is  not 
on  their  radar  screens.” 

Orans  adds  that  U.S.  companies 
“are  not  feeling  much  pain  with 
IP  Version  4,” so  there  is  little  moti¬ 
vation  to  migrate. 

That  seems  to  be  the  prevailing 
view  in  the  trenches. 

“We  are  one  of  the  lucky  hold¬ 
ers  of  a  Class  B  IP  network,”  says 
Bruce  Meyer,  senior  network 
engineer  at  ProMedica  Health¬ 
care  in  Toledo,  Ohio.  A  Class  B 
license  lets  his  organization  have 
65,024  unique  IP  addresses.  It 
also  means  ProMedica  won’t  be 
looking  into  IPv6  for  a  whiie. 

IPv6  also  is  a  back-burner  issue 
for  Sheng  Guo,  CTO  for  the  New 
York  State  Court  System. 

“It’s  something  we’re  going  to 
look  into,  but  not  in  the  immedi¬ 
ate  future,”  he  says. 

Greater  difficulties,  he  says,  in¬ 
clude  managing  and  trouble¬ 
shooting  new  applications,  such 
as  IP  voice  and  video,  over  a  re¬ 
cently  installed  statewide  optical 
Ethernet  infrastructure.  Running 
out  of  IP  addresses  is  not  his 
biggest  concern. 

The  perceived  cost  is  one  deter¬ 
rent  to  IPv6,  experts  say. 

“There  is  an  inherent  cost  to 
rolling  out  IPv6,"  says  Martin 
McNealis,  Cisco’s  senior  director 
of  product  management  for  10S. 
He  says  this  cost  involves  upgrad¬ 
ing  IP  stacks  on  network  gear,  in 
applications,  and  end  nodes  such 
as  PCs  and  servers. 

“We’re  trying  to  mitigate  that  on 
the  network  side  with  [IPv6]  inte¬ 
gration  efforts,”  into  Cisco  product 
lines,  he  adds. This  includes  com¬ 
plete  support  of  IPv6  across  all 
Cisco  routers,  and  the  recent 
announcement  of  IPv6  support  in 
firewalls.  Other  vendors  with  rout¬ 
ing  gear  that  supports  IPv6 
include  Foundry  Networks,  Fu¬ 
jitsu,  Hitachi,  Juniper  and  NEC. 


Another  factor  against  IPv6  is 
simply  that  there  is  little  need, 
because  U.S.  businesses  and  gov¬ 
ernmental  organizations  have 
addresses  to  burn. 

“The  corporations  and  carriers 
in  the  U.S.  have  sufficient  address¬ 
ing  for  the  next  few  years,”  Mc¬ 
Nealis  adds,  “and  don’t  feel  the 
same  addressing  crunch  as  Asia 
and  Europe  do.” 

For  example,  Level  3  Communi¬ 
cations  has  three  Class  A  do¬ 
mains,  which  is  about  48  million 
unique  IP  addresses. 

“That’s  almost  more  than  all  of 
Asia  has,” says  Sylvia  Hagen,  presi¬ 
dent  of  the  network  consultancy 
Sunny  Connections  and  author  of 
the  book  IPv6  Essentials. 

“If  you  go  to  Asia,  you  will  see 
many  commercial  and  produc¬ 
tion  IPv6  networks  because  they 
have  no  other  choice,”  she  says. 

Another  reason  for  the  lack  of 
interest  in  IPv6  among  U.S.  com¬ 
panies  is  that  there  are  many 
workarounds  to  extend  the  life 
of  IPv4  address  use.  Many  of  the 
network  shims  have  become 
common  IT  practices. 

“The  industry  has  gotten  very 
good  at  dealing  with  IP  address¬ 
es,”  says  Douglas  Comer,  a  profes¬ 
sor  of  computer  science  at 
Purdue  University  and  author  of 
the  book  Internetworking  with 
TCP/IP 

Comer  says  technologies  such 
as  network  address  translation 
(NAT)  and  Classless  Interdomain 
Routing  (CIDR)  have  made  it 
much  easier  to  live  with  IPv4. 
NAT  used  on  firewalls  and 
routers  lets  up  to  257  nodes  in  a 
corporation  sit  behind  a  single  IP 
address.  CIDR  lets  the  grouping 
of  separate  IP  networks  appear 
as  part  of  a  single  subnet.  This 
lets  service  providers  conserve 
addresses  by  divvying  up  pieces 
of  a  full  range  of  IP  addresses  to 
multiple  customers. 

But  while  NAT  staves  off  the 


need  for  more  addresses,  this  is 
done  at  the  sake  of  the  improved 
security  IPv6  could  provide,  some 
say 

“IPv4  cannot  take  us  into  the 
next  century’  says  Jim  Bound, 
chair  of  the  North  American  IPv6 
Task  Force  and  a  staff  fellow  at  HP 
He  adds  that  NAT  as  the  answer  to 
address  shortage  “is  kind  of  an 
illusion.  We’re  keeping  [IPv4] 
alive  with  chewing  gum." 

Besides  security  snafus,  NAT 
can  hinder  network  manage¬ 
ment,  one  user  says. 

“A  lot  of  networks  are  turning  to 
NAT  to  solve  their  IP  [address] 
problems,  but  it’s  not  without”  its 
own  issues,  ProMedica’s  Meyer 
says.  One  issue  is  network  man¬ 
agement  and  troubleshooting. 
“Just  try  and  Traceroute  through  a 
couple  of  routers  doing  NAT,”  he 
says. 

Included  in  the  IPv6  standard  is 
support  for  native  IP  Security 
(IPSec),  which  is  retrofitted  into 
IPv4  as  an  add-on. 

“IPv4  breaks  down  when  you 
have  NAT,  but  with  [IPv6]  you  can 
do  end-to-end  security  with  no 
single  point  of  failure,”  he  says. 

This  could  shake  things  up  for 
IPSec  VPN  and  Secure  Sockets 
Layer  (SSL)  remote-access  com¬ 
panies,  and  Layer  4  to  Layer  7 
switches  makers,  some  vendor 
executives  say 

If  IPv6  becomes  ubiquitous, 
there  will  be  no  need  for  IPSec 
clients,  says  Simon  Johnson,  vice 
president  of  technology  for  SSL 
remote-access  vendor  Aspelle.  As 
a  result,  VPN  gateways  no  longer 
will  be  needed  between  corpo¬ 
rate  networks  and  the  Internet, 
because  IPv6  machines  will  be 
able  to  tunnel  directly  to  each 
other. 

Meanwhile,  IPv6  also  could 
force  Layer  4  to  Layer  7  Web 
switches  and  load-balancing  gear 
to  evolve.  Because  the  payloads 
of  packets  sent  between  any  two 


IPv6  devices  can  be  encrypted, 
these  devices  might  not  be  able 
to  identify  what  protocol  or  appli¬ 
cation  they  are  carrying  to  set  pri¬ 
orities,  according  to  John  Roese, 
CTO  at  Enterasys  Networks. 

Part  of  the  necessity  for  IPv6  is 
the  imminent  onslaught  of  hand¬ 
held  wireless  gadgets  that  will  tap 
into  the  Internet  —  and  thus, 
require  IP  addresses. 

To  support  mobile  devices,  the 
Internet  Engineering  Task  Force 
is  nearing  the  completion  of  the 
Mobile  IPv6  standard,  which  will 
let  devices  such  as  cell  phones, 
and  Wi-Fi-  and  3G-enabled 
devices  roam  among  various 
wireless  networks  while  main¬ 
taining  application  or  voice  per¬ 
sistence.  The  magnitude  of 
addresses  that  IPv6  provides 
could  let  all  types  of  devices 
have  their  own  unique  IP 
addresses,  from  mobile  routers 
embedded  in  cars  to  credit 
cards. 

“The  main  Veason  companies 
will  want  to  use  IPv6  is  not  to 
solve  problems  that  were  in  IPv4, 
but  to  take  advantage  of  new  fea¬ 
tures,  such  as  mobility  and  secu¬ 
rity’  Sunny  Connections’  Hagen 
says. 

According  Instat/MDR,  ship¬ 
ments  of  Internet-enabled  wire¬ 
less  devices  —  such  as  cell 
phones,  PDAs  and  combination 
products  —  will  go  from  430 
million  in  2002  to  760  million 
by  2006.  And  each  of  those  gad¬ 
gets  potentially  will  need  IP 
addresses. 

“Quite  frankly,  there  are  not 
enough  addresses  to  support  a 
billion  handsets,”  says  Bound,  the 
North  American  IPv6  Task  Force 
chair.“Service  providers  will  need 
to  adopt  IPv6  to  be  prepared  for 
such  a  large  market.”  ■ 
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and  Exchange  Commission  (SEC),  Massa¬ 
chusetts  securities  regulators,  the  National 
Association  of  Securities  Dealers  and  the 
New  York  Stock  Exchange  for  failing  to 
retain  e-mail  records  or  their  inability  to 
retrieve  records. 

The  Health  and  Human  Services  Office, 
similarly,  threatens  organizations  with 
fines  of  as  much  as  $250,000  and  10  years 
in  jail  for  intentionally  disclosing  confi¬ 
dential  patient  health  information. 

“The  risk  of  non-compliance  is  real,”  says 
Fteter  Gerr,  analyst  with  Enterprise  Storage 
Group.“It’s  not  an  insurance  policy  like  dis¬ 
aster  recovery  It  requires  IT  organizations 
to  review  what  they  are  doing  today  and 
then  really  understand  where  they  have  to 
spend  to  close  gaps  or  where  they  can 
delay  spending.” 

Keeping  compliant  records  is  big  busi¬ 
ness.  Enterprise  Software  Group  says  the 
capacity  of  storage  required  for  keeping 
compliant  records  will  increase  dramati¬ 
cally  over  the  next  three  years.The  research 
firm  estimates  that  376  petabytes  of  com¬ 
pliant  records  this  year  will  increase  to 
more  than  1 ,644  petabytes  in  2006,  a  com¬ 
pound  annual  growth  of  64%. 

Enterprise  Software  Group  says  compli¬ 
ant  data  has  three  characteristics  that  con¬ 
tribute  to  the  swelling  numbers:  Data  must 
be  retained  for  longer  periods  of  time;  it 
must  be  readily  accessible;  and  it  must  be 
capable  of  being  accessed  by  a  number  of 
sources. 

Jack  Scott,  managing  partner  of  Evaluator 
Group,  says  that  while  recently  there  has 
been  a  lot  of  attention  paid  to  compliant 
data,  the  data  itself  isn’t  new.  The  expendi¬ 
tures  are  just  being  shifted  to  new  areas. 

“Most  of  these  megabytes  and  petabytes 
of  storage  have  been  here  for  years,”  Scott 
says.  “All  the  stuff  you  are  hearing  about 
today  is  an  evolution  from  records  man¬ 
agement  disciplines  and  laws  that  have 
existed  for  years.” 

Compliant  records  traditionally  have 
been  stored  on  tape,  optical  disk,  paper  or 
microfiche/microfilm,  where  they  were 
often  difficult  if  not  impossible  to  retrieve 
quickly  The  records  were  the  domain  of 
records  administrators,  who  were  responsi¬ 
ble  for  interpreting  the  regulations  as  they 
pertained  to  storage  and  who  built  audit 
logs  of  data  accesses  and  modifications.  IT 
managers  only  became  involved  when 
those  records  were  imaged  and  the  result¬ 
ing  data  transferred  to  tape  for  archiving. 

However,  with  the  advent  of  Advanced 
Technology  Attachment  disk  and  software 
approaches  to  ensuring  the  quick  access, 
auditability  and  authenticity  of  data,  IT 
managers  are  turning  to  disk-  and  software- 
based  approaches  for  data  retention,  Scott 
says. 

“It’s  an  opportunity  that  is  in  front  of  us,” 
he  says.  "Mostly  this  is  recognition  that 
there  are  rules  out  there  that  mandate 
retention  periods  that  the  IT  community, 
by  and  large,  has  been  stiff-arming  previ¬ 
ously  Now  all  of  a  sudden  the  IT  commu¬ 


nity  is  becoming  aware  of  the  legal  rulings 
under  which  data  must  be  stored.” 

Enterprise  Storage  Group  says  compliant 
data  storage  will  shift  from  tape  to  disk  fair¬ 
ly  quickly  Disk-based  storage  represents  the 
fastest-growing  media  segment,  growing 
from  1 7  petabytes  in  2003  to  more  than  an 


estimated  350  petabytes  in  2006.  By  con¬ 
trast,  tape-based  storage  will  decrease  from 
75%  use  in  2003  to  64%  in  2006  as  disks 
take  over  as  the  primary  archival  medium. 

It  was  only  two  months  ago  that  the  SEC 
realized  its  guidelines  for  data  storage 
might  be  too  restrictive.  In  an  interpretive 


release  issued  in  May  of  Rule  7a-3&4,  the 
SEC  removed  any  verbiage  about  the  type 
of  medium  used.The  new  release  says  only 
that  broker-dealers  can  use  a  hardware/ 
software  combination  that  prevents  the 
overwriting,  erasing  or  altering  of  a  record 
during  its  required  retention  period.  ■ 
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JetBlue  connects  people  to  their  destinations 
MRV  keeps  JetBlue  connected  to  its  networks 


With  the  newest  Airbus  fleet  in  the  industry  and  a  number  of  first  and  onlys,  including  leather 
seats  and  DIRECTV™  programming,  it's  no  wonder  JetBlue  Airways  has  taken  off  so  quickly 
ahead  of  the  major  airlines.  .♦  When  they  needed  to  connect  their  LAN  to  a  new  building 
without  any  access  to  fiber,  JetBlue  made  another  leap  and  deployed  Free  Space  Optics 
connectivity  from  MRV.  ♦  World-class  companies  like  JetBlue  keep  their  networks  flying  by 
choosing  MRV  for  unlimited  connectivity  options.  Since  1 988,  we  have  provided  Connectivity 
solutions  for  networks  that  scale  in  size,  speed,  distance  and  complexity.  In  fact,  some  of  the 
world's  largest  networks  rely  on  our  switches,  routers,  optical  transport  systems  and  remote 
presence  equipment.  Our  connectivity  solutions  are  preferred  by  Fortune  500  companies. 


Turn  to  us  for  your  Connectivity  Unlimited ™  needs 


(ommunicotions,  Inc. 
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Organization  for  the  Advance¬ 
ment  of  Structured  information 
Standards  (OASIS)  will  hold  an 
interoperability  test  focused  on 
Service  Provisioning  Markup 
Language  (SPML)  and  announce 
ratification  of  the  specification. 

The  Catalyst  conference,  now 
on  its  10th  edition,  has  been  at 
the  forefront  in  espousing  the 
benefits  of  directories  and  most 
recently  the  concept  of  a  virtual 
enterprise  network,  in  which  net¬ 
work  boundaries  between  com¬ 
panies  are  blurred. 

This  year  the  focus  is  on  identity 
management  as  a  key  to  securing 
and  managing  the  virtual  enter¬ 
prise  network.  Identity  manage¬ 
ment  is  defined  as  a  set  of  busi- 

What's  on  tap 


ness  processes  and  an  infrastruc¬ 
ture  for  the  creation,  mainte¬ 
nance  and  use  of  digital  identifies 
under  strict  policies  and  legal 
constraints. 

A  milestone  in  the  evolution  of 
the  virtual  enterprise  network 
concept  is  coming  up  on  corpo¬ 
rate  IT  executives  who  believe 
that  digital  identities  and  identity- 
based  security  and  policies  are 
fundamental  for  the  next  era  of 
distributed  computing  based  on 
Web  services. 

“It’s  fair  to  say  we  have  exploited 
the  existing  generation  of  Web- 
enabled  identity  infrastructure 
about  as  well  as  is  possible,”  says 
Jamie  Lewis,  president  of  Burton 
Group.That  infrastructure  consists 
of  directories,  Web  access  man¬ 
agement  products  for  single  sign- 
on,  provisioning,  and  delegated 


and  self-service  administration. 

“Low-  to  medium-value  applica¬ 
tions  are  fairly  pervasive. You  can 
log  into  Web  sites,  you  can  get 
self-service  interfaces,  but  if  we 
really  want  to  take  it  to  the  next 
level  with  higher-value  transac¬ 
tions,  more  automation  of 
processes  is  needed,"  Lewis  says. 

Those  automated  processes 
will  rely  more  on  federated  iden¬ 
tity,  a  concept  that  lets  identity 
credentials  be  shared  across  cor¬ 
porate  boundaries. 

The  important  evolution,  how¬ 
ever,  is  to  go  beyond  identities  just 
for  end  users  and  use  identity  for 
applications  and  services  so 
applications  can  talk  securely  to 
other  applications,  so  Web  ser¬ 
vices  can  talk  to  Web  services 
and  Web  services  can  talk  to 
applications. 


“We  can’t  do  that  without 
stronger  security,  and  one  of  the 
first  predicates  for  stronger  secu¬ 
rity  is  well-formed  and  well- 
understood  forms  of  identity” 
Lewis  says. 

Those  identities  will  be  tied  to 
users,  applications  or  comput- 
ers.“Identities  can  be  linked  with 
policies  that  govern  activity  and 
draw  boundaries  around 
acceptable  and  allowable  use,” 
he  says. 

Customer-d  riven 

The  need  for  this  broader 
scope  of  identity  management  is 
being  driven  by  corporate  exec¬ 
utives  who  see  the  value  in  digi¬ 
tal  identity  as  they  tune  IT  sys¬ 
tems  to  comply  with  recent  legis¬ 
lation  such  as  the  Sarbanes- 
Oxley  Act,  the  Graham-Leach- 
Bliley  Act  and  the  Health  In¬ 
surance  and  Portability  and 
Accountability  Act. 

“We  are  getting  into  identity 
management  to  manage  objects 
and  environments;  it  goes  be¬ 
yond  people  and  extends  to 


machines,  applications  and  the 
network,”  says  Fred  Wettling, 
chairman  of  the  board  for  the 
Network  Applications  Consort¬ 
ium  (NAC)  and  infrastructure 
architect  for  Bechtel. 

NAC  is  an  end-user  organiza¬ 
tion  focused  on  IT  infrastructure 
and  the  interoperability  and 
manageability  of  business  appli¬ 
cations  linked  across  disparate 
platforms. 

Wettling  says  identity  has  its 
benefits  for  user  access  but  also 
allows  for  operations  such  as 
uniquely  identifying  computers 
and  their  components  to  check 
for  license  compliance.  He  cites 
other  benefits  such  as  securely 
tying  together  applications  and 
reusable  components  to  support 
quality-of-service  policies,  and 
provisioning  such  as  establishing 


the  endpoints  on  a  VPN. 

The  fringes  of  identity  conver¬ 
gence  can  be  seen  today  be¬ 
tween  identity  management  stan¬ 
dards  and  Web  services  protocols 
of  the  future.  But  they  also  point 
to  possible  fragmentation. 

The  Liberty  Alliance,  which  is 
developing  a  federated  user-iden¬ 
tity  framework,  now  has  as  its 
foundation  the  Security  Assertion 
Markup  Language  (SAML),  an 
XML-based  protocol  for  ex¬ 
changing  security  information. 

The  next  step  in  the  process, 
Lewis  says,  is  to  converge  current 
efforts  with  the  Web  services 
security  protocol  WS-Security. 
The  Liberty/SAML  combination 
already  has  embraced  WS- 
Security,  which  is  being  devel¬ 
oped  at  OASIS. 

SPML  will  become  another  im¬ 
portant  ingredient  in  an  identity 
management  framework. 

Another  direction 

But  the  creators  of  WS-Security, 
IBM  and  Microsoft,  are  taking 
the  base  WS-Security  specifica¬ 


tion  and  building  their  own  fed¬ 
erated  identity  management 
framework  with  derivative  proto¬ 
cols,  such  as  WS-Policy,  WS- 
Federation  and  WS-Trust,  that 
overlap  the  scope  of  the  Liberty 
Alliance  effort.  The  two  also  have 
not  supported  SPML. 

“We’ll  ask  Liberty,  IBM  and 
Microsoft  how  they  see  their  par¬ 
allel  development  efforts  con¬ 
verging,  if  and  when  the  Liberty 
Alliance,  SAML  and  WS-Security 
come  together  into  a  frame¬ 
work,”  Lewis  says. 

It’s  the  same  question  on  the 
minds  of  users. 

“It’s  important  for  all  this  to 
come  together,  and  the  NAC 
wants  the  standards  bodies  to 
work  together  to  resolve  their  dif¬ 
ferences, ’’Wettling  says. 

Wettling  and  others  agree  that 
there  is  a  lot  of  work  to  do  before 
an  identity  management  frame¬ 
work  that  extends  across  corpo¬ 
rate  boundaries  is  reality. 

“Customers  still  have  a  lot  to  do 
to  get  their  act  together  before 
any  of  this  is  valid,”  says  Gary 
Loveland,  a  principal  in  the  secu¬ 
rity  and  privacy  practice  at  Price- 
waterhouseCoopers. 

Loveland  says  corporations  can 
use  their  portals  to  transition  into 
Web  services,  but  there  are  still 
areas  outside  the  portal  that  have 
to  be  brought  into  the  identity- 
based  security  model.  “There  is 
not  a  fix  overnight,  but  there  is  an 
evolution,”  he  says. 

And  that  evolution  includes  a 
heavy  dose  of  Web  services. 

The  topic  will  dominate  an  en¬ 
tire  day  at  Catalyst,  with  Anne 
Thomas  Manes,  the  head  of 
Burton  Group’s  new  Application 
Platform  Strategies  group,  outlin¬ 
ing  how  Web  services  will  weave 
into  IT  including  development 
tools,  platforms, applications  and 
overall  infrastructure. 

“The  infrastructure  is  the  most 
interesting,”  Manes  says.  “Today, 
you  can  build  simple  Web  ser¬ 
vices  to  connect  systems,  but 
eventually  you  need  scalability, 
reliability  and  security’ 

She  says  SPML  and  specifica¬ 
tions  under  development  for  reli¬ 
able  messaging,  management 
and  business  process  workflow 
are  critical. 

“These  are  big  impediments 
to  taking  Web  services  to  the 
next  level, as  are  solving  vendor 
squabbles,"  Manes  says.  “We’ll 
break  those  down  and  take  a 
look  at  the  road  map  and  the 
potholes."  ■ 
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A  number  of  vendors  are  planning  announcements  at  Burton  Group’s  annual 
Catalyst  Conference. 


1  Vendor/group 

Announcement 

Description 

Neoteris 

Neoteris  Meeting  Series 

Web  access  control  software  now  available  on  Linux. 

Netegrity 

SiteMinder 

Suite  of  products  to  secure  online  meetings,  collaboration 
across  corporate  boundaries. 

Novell 

Nsure  Audit,  iChain  SAML 
extension 

Audit  data  stores  for  events  that  might  violate  security 
policies;  iChain  extension  supports  SAML  1.0. 

OASIS 

Ratify  Service  Provisioning 
Markup  Language  specifi¬ 
cation 

Provide  a  standard  for  integrating  provisioning  software 
into  identity  management  frameworks;  interoperability 
demonstration  planned  at  show. 

Waveset 

Lighthouse  Directory 
Master 

Secure  management  of  identity  data  across  multiple 
directories. 
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FREE  White  Paper! 

"Cooling  Imperatives  for  Data 
Centers  and  Network  Rooms" 

Just  mail  or  fax  this  completed 
coupon  or  contact  APC  for  your 
FREE  white  paper  -  ’Cooling 
Imperatives  for  Data  Centers 
and  Network  Rooms’  Also 
receive  our  FREE  lnfraStruXure~ 
brochure.  Better  yet,  order  both 
today  at  the  APC  Web  site! 

Key  Code 

http://promo.  ape.  com  m213y 

(888)  289-APCC  x2891  •  FAX:  (401)  788-2797 
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Coaling  Imperatives  for  Data  Centers 
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As  racks  become  increasingly  popu¬ 
lated  with  thinner,  deeper  servers, 
high  power  densities  in  your  server 
room  or  data  center  can  create 
havoc,  from  early  equipment  failures 
to  expensive,  forget-about-your-job- 
security  downtime. 

Introducing  InfraStruXure™  architec¬ 
ture,  the  industry's  only  patent-pend¬ 
ing,  network-critical  physical  infra¬ 
structure.  InfraStruXure"  lets  you 
target  power  and  cooling  precisely 
where  your  mission-critical  applica¬ 
tions  live — the  rack  enclosure. 

And  because  InfraStruXure  architec¬ 
ture  uses  a  modular,  manageable,  pre¬ 
engineered  approach,  you  can  select 
standardized  components  to  create 
your  own  customized  solutions. 

Which  means  you  can  target  avail¬ 
ability,  pay  as  you  grow,  adapt  to 
change,  and  maximize  efficiency 
while  minimizing  installation,  operat¬ 
ing,  service,  and  maintenance  costs. 


In  times  like  these,  it  pays  to  think 
smart.  For  more  information  on 
InfraStruXure's  open,  adaptable, 
and  integrated  architecture  for  on- 
demand  network-critical  physical 
infrastructure,  visit  us  online  today 
at  www.apc.com. 


iCommunications 

SOLUTIONS 
.  Product  01  The  Yt»  . 


Winner  of  the  Windows  and  Net  Magazine  "2002  Reader's 
Choice  Award  for  Best  High  Availability  Solution",  the  GCN 
‘Best  New  Technology  Award"  at  FOSE,  March  2002 
I Awarded  to  PowerStruXure ~,  which  is  now  included  under 
the  InfraStruXure"  brand.)  Winner  of  the  Communicabons 
Solutions  Magazine's  "2002  Product  of  the  Year"  award. 


[hot  air]^— 


Infrastructure 


Open,  adaptable  and  integrated 
architecture  for  on-demand 
network-critical  physical  infrastructure 


[power  routing] 


[cold  air] 


High  power  densities  can  create  hot 
spots,  which  cause  equipment  failures 
and  expensive  downtime. 


InfraStruXure's  advanced  cooling 
components  help  remove  heat  from 
your  servers  and  target  air  circulation 
where  it  is  most  needed. 

Air  components  designed  for 
InfraStruXure m  are  manageable  via 
network  technology,  and  feature  a 
modern,  reliable  design  with  fewer 
moving  parts. 


InfraStruXure'"  lets  you  build  out  capacity 
only  as  it's  required.  Save  up  to  50% 
CapEx  and  20%  OpEx*,  and  reclaim  an 
average  of  20%  usable  space. 
InfraStruXure  AIR  delivers  cooling 
directly  where  it  is  needed,  eliminating 
dangerous  hot  spots. 


InfraStruXure 

*rA?C. 

Every  product  carrying  this  mark  has 
been  tested  and  certified  for  use  with 
InfraStruXure”  architecture.  Before 
you  buy,  check  for  the  X  to  guarantee 
product  compatibility. 


Legendary  Reliability* 


/ - \ 

"Our  Video  on  Demand  (VOD) 
servers  are  air  cooled  from  front 
to  back.  The  APC  racks  that 
house  the  InfraStruXure  are  also 
designed  to  cool  from  front  to 
back.  So  the  same  racks  can 
effectively  house  our  power 
system  and  our  servers." 

Vince  Pombo 

Vice  President  of  Engineering 

Rich  Flanders 

Director  of  Engineering 

Time  Warner  Cable 

"If  I  had  purchased  the  incum¬ 
bent  vendor's  3-phase  upgrade 
model,  I  would  have  paid  75% 
more  in  service  costs  over  the 
next  four  years  and  I  would 
have  had  to  utilize  50%  more  of 
my  precious  floor  space." 

Captain  Timothy  Riley 

Support  Services  Division 

City  of  Newport  Beach  Police  Department 

v _ _ _ 


Equipment  Racks 


Batteries 


UPSs 


Traditional  data  centers  are  built  out 
for  future  capacity  and  require  a 
large  amount  of  floor  space  that 
could  be  otherwise  utilized.  High 
power  density  racks  create  danger¬ 
ous  hot  spots. 


POWER  RACK  AIR 


BEFORE 


AFTER 


*  Representative  savings  based  on  projected  power  infrastructure  build-out  costs  and  estimated  service  cost  per  unit.  Actual  savings  may  vary. 

Are  you  prepared?  Get  a  FREE  APC  white  paper  to  learn  how  to 
address  today's  top  cooling  needs  in  network  rooms  and  server 

Visit  http^/promtupcxom  Key  Code  m213y  •  Call  888-289-APCC  x2891  •  Fax  401-788-2797 
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Simulation 


Verizon  Wireless  f  C  3220  Card 


Makes  laptop 
connections  wireless 


access  corporate 


from  Verizon  Wireless  Office  keeps  your  empl 
productive  when  they’re  on  the  road.  Because  with  our  wireless  PC  card  in 
laptop,  your  data  travels  on  America’s  most  reliable  wireless  network.  This  means 
they  can  enjoy  easy,  convenient  access  to  the  Internet,  corporate  intranet,  e-mails,  | 
databases,  files  and  applications.  So  they  can  take  care  of  business  anytime- 
Without  having  to  seek  out  a  landline  wire,  jack  or  ISP  again. 


■p.*' 

■  u 

vr«  *  *  ’  I-fcl  T  ' 

v  *§  ••f  .  Contact  our  business  representatives  at  1.866.899.2862 
pf  :  #  or  log  on  to  venzonwireless.com 


-''or  log  on  to  verizonwireless.com 

■Wlf- 

See  «^.Vw§enw«eless.com/bestnet»wrt  for  network  claim  support  Network  not  available  in  all  areas  ©2003  Venron  Wireless 
.7-  ■ . 


veri  On  wireless 

l/Ve  never  stop  working  for  you. 


|  www.nwfusion.com 


■  SMC  Networks  this  month  is  ex¬ 
pected  to  release  new  five-  and  eight- 

port  TigerStack  Gigabit  Ethernet 

switches  and  Gigabit  network  inter¬ 
face  cards  aimed  at  small  "power 
user"  workgroups.  The  unmanaged 
boxes  will  support  basic  Layer  2 
switching  and  triple  speed  —  10/100/ 
1000M  bit/sec  —  links  over  Category 
5,  5e  and  6  wiring.  SMC  says  these 
switches  and  NIC  products  will  be 
priced  at  about  $25  per  port. 

■  Microsoft  announced  last  week 
that  its  software  driver  for  the  iSCSI 
protocol  is  available.  The  iSCSI  initia¬ 
tor  service  works  with  Windows  2000, 
XP  and  Server  2003  servers.  The 
iSCSI  protocol  transports  block-level 
storage  data  over  IP  networks.  Gart¬ 
ner  says  that  by  2006,  more  than  1.5 
million  servers  will  use  iSCSI  to  con¬ 
nect  to  storage-area  networks. 
Microsoft's  iSCSI  initiator  supports 
IP  Security,  the  Internet  Storage 
Name  Service  and  the  Windows 
Management  Instrumentation.  It  is 
available  for  download  at  no  charge 
from  www.microsoft.com/downloads. 

■  Veritas  Software  said  last  week  it 
has  closed  its  $609  million  acquisition 

of  Precise  Software  Solutions. 

Veritas  intends  to  use  Precise's  appli¬ 
cation  performance-management 
software  to  expand  its  storage- 
focused  software  portfolio.  Precise’s 
i3  application  performance  manage¬ 
ment  product  and  StorageCentral 
resource-management  software  have 
been  renamed  Veritas  i3  and  Veri¬ 
tas  StorageCentral.  Pricing  for 
the  software  will  remain  essentially 
unchanged  for  now,  Veritas  execu¬ 
tives  says.  Throughout  the  next  year, 
Veritas  will  work  to  integrate  its 
products  with  Precise’s;  further  de¬ 
tails  about  that  integration  will  be 
available  later  this  year.  Veritas  also 
recently  acquired  server  provisioning 
technology  developer  Jareva  Tech¬ 
nologies.  One  integration  priority 
will  be  automating  the  connections 
between  software  from  Precise  and 
Jareva  with  Veritas'  Cluster  Server 
software. 
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■  LAN/WAN  SWITCHES  AND  ROUTERS 

■  ACCESS  DEVICES  ■  SERVERS  ■  VPNS 

■  OPERATING  SYSTEMS  ■  NETWORKED  STORAGE 

■  VOIP  ■  WIRELESS  NETWORKS 


The  state  of  the  LAN  landscape 

Cisco  tops  most  categories,  but  sees  increasing  competition  at  high,  low  end. 


■  BY  PHIL  HOCHMUTH 

Market  leadership  in  most  LAN  switch  cat¬ 
egories  can  be  summed  up  in  one  word  — 
Cisco.  But  a  closer  look  at  the  numbers  re¬ 
veals  some  new  developments  taking  place 
at  opposite  ends  of  the  switch  spectrum. 

While  Cisco  leads  most  switch  cate¬ 
gories,  the  company  is  seeing  fierce  com¬ 
petition  from  a  host  of  new  lower-end  com¬ 
petitors.  New  vendors  also  are  emerging  in 
some  advanced  switching  categories,  such 
as  Layer  4  to  Layer  7  and  10G  Ethernet. 

Basic  Ethernet  equipment  has  become  a 
commodity  for  the  most  part,  as  the  market 
for  Layer  2  gear  has  shrunk  by  more  than 


$2  billion  over  the  last  three  years,  going 
from  $10.7  billion  in  2000  to  about  $7.4  bil¬ 
lion  in  2002,  according  to  IDC.This  trend  is 
expected  to  continue  through  2007.  The 
average  per-port  price  of  $57  in  2003  is  pre¬ 
dicted  to  be  about  $20  in  2007. 

For  more  intelligent  Ethernet  gear,  the 
revenue  picture  is  a  little  brighter,  as  the 
Layer  3  equipment  market  is  expected  to 
grow,  on  average,  13%  between  now  and 
2007,  while  Layer  4  to  Layer  7  equipment 
sales  will  continue  strong,  with  28% 
growth  over  the  same  time  period.  High¬ 
speed  Ethernet,  and  Gigabit  and  10 
Gigabit  also  are  expected  to  grow  at  a 
rapid  clip  —  10%  and  43%,  respectively. 


over  the  next  five  years,  IDC  says. 

The  leader  in  worldwide  LAN  switch  mar¬ 
ket  revenue  last  year  was  Cisco  —  no  sur¬ 
prise.  But  analysts  say  a  look  at  the  Ethernet 
port  shipment  numbers  paints  a  different 
picture  of  the  market. 

“People  always  talk  about  Cisco  being 
the  dominant  player”  pointing  to  the  firm’s 
70%  market  share  in  LAN  switch  revenue, 
says  Rachna  Ahlawat,  principal  analyst 
with  Gartner.  “But  they’ve  always  been 
around  40%  to  50%  in  terms  of  port  ship¬ 
ments.  The  rest  of  the  market  is  being  cap¬ 
tured  by  commodity  players,  and  their 
share  is  increasing.” 

See  Ethernet,  page  16 


Who’s  who  in  Ethernet 

While  Cisco  has  a  dominant  hold  on  standard  enterprise  LAN  gear,  such  as  Layer  3  and  Gigabit  switches  . . . 


Worldwide  Layer  3  LAN  port  shipments 


Port 


shipments  (K)  67% 


Cisco 

14,371 

Extreme 

2,107 

Enterasys 

1,059 

Foundry 

964 

Others 

963 

Nortel 

744 

HP 

439 

Alcatel 

406 

3Com 

298 

Avaya 

149 

Riverstone 

95 

Total 

21,595 

Cisco  Others 


Avaya  1  % 
3Com  1  % 

HP  2% 

Alcatel  2% 
Nortel  3% 
Enterasys  5% 
Foundry  4% 

Extreme  1 0% 


Worldwide  Gigabit  LAN  port  shipments 
Port 

shipments  (K) 


Cisco 

4,404 

Others 

774 

3Com 

512 

D-Link 

443 

Nortel 

355 

Extreme 

270 

HP 

194 

Foundry 

186 

Enterasys 

124 

Alcatel 

93 

Avaya 

80 

Total 

7,435 

Cisco 

59% 


Others  10% 
0-Link  6% 
Avaya  1  % 

HP  3% 

Alcatel  1  % 
Enterasys  2% 
Foundry  3% 
3Com  7% 
Extreme  4% 
Nortel  5% 


. . .  competition  is  more  open  at  the  low  end  and  in  specialized  markets,  such  as  Web  switches  and  load  balancers. 


Worldwide  Layer  2  LAN  port  shipments 


Worldwide  Layer  4  to  Layer  7  LAN  port  shipments 


Port 

shipments  (K) 


Cisco 

42,702 

Others 

19,676 

3Com 

16,898 

D-Link 

14,366 

Netgear 

12,442 

Allied  Telesyn 

10,016 

HP 

7,072 

Nortel 

4,514 

Fujitsu 

1,802 

Avaya 

1,318 

Alcatel 

1,128 

Total 

131,934 

Others  1 5% 
Fujitsu  1  % 

Avaya  1  % 

Allied  Telesyn 

8% 

Alcatel  1  % 
Netgear  9% 

HP  5% 

0-Link  1 1  % 


—  Cisco  32% 


Nortel  3% 


All  percentages  are  rounded. 


Port 

shipments  (K) 


Cisco 

225 

Foundry 

88 

Nortel 

56 

Others 

45 

Radware 

44 

F5 

41 

Total 

499 

Cisco 

45%-t 


Others  9% 


Foundry  1 8% 


F5  8% 
Radware  9% 
Nortel  1 1  % 


SOURCE  GARTNER  2002  FIGURES 
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Infrastructure 


Microsoft's  Munich 


Some  three  score  years  ago,  a  meeting 
in  Munich  played  a  pivotal  role  in 
determining  the  course  of  a  world 
war.  As  that  Bavarian  city  gets  set  to  roll  out 
Linux  to  the  desktops  of  its  14,000  knowl¬ 
edge  workers,  it  might  evolve  into  the  most 
important  battle  yet  in  the  escalating  war 
between  Windows  2000/XP  and  Linux. 

It  is  increasingly  common  to  see  “Linux  in 
the  enterprise”  articles.  When  I  saw  the 
story  in  a  recent  edition  of  The  Wall  Street 
Journal,  though,  the  word  “desktop” 
jumped  out  at  me.  Linux  at  the  desktop  is 
almost  unheard  of.  Clearly,  the  technology 
planners  believe  that  costs  will  be  lower 
and  productivity  higher. 

The  story’s  mention  of  Munich’s  bureau¬ 


crats  sent  my  mind  back  to  the  mid-1980s 
when  I  was  technology  manager  for  BMW 
of  North  America  doing  an  overseas  stint. 
Certainly,  productivity  wasn’t  high  back 
then.  To  be  “legal,”  I  needed  both  a  work 
permit  and  a  visa.  All  I  can  remember  is 
that  I  had  to  have  a  visa  before  I  could  get 
a  work  permit  and  a  work  permit  before  I 
could  get  a  visa. 

While  Munich  is  neither  the  world’s 
largest  city  nor  the  most  complex  comput¬ 
ing  environment,  it  is  a  “marquee”  account. 
Should  the  conversion  be  successful,  a  lot 
of  large  companies  would  see  Linux  in  a 
whole  new  light.  Conversely  should  the  pro¬ 
ject  be  scrapped  —  Linux  fails  to  deliver  — 
and  Microsoft  comes  in  to  save  the  day 
“Remember  Munich”  will  become  the  slo¬ 
gan  on  every  Microsoft  salesperson’s  lips. 

I  bet  that  the  project  will  be  successful  — 
ironically  in  no  small  part  because  of  work 
that  Microsoft  has  done  to  Webify  its  appli¬ 
cations.  It  has  integrated  Web  technology  so 
effectively  into  its  key  products  that,  even 


without  Microsoft  technology  at  the  desk¬ 
top,  Linux  end  users  still  can  conduct  usual, 
Microsoft-centric  “corporate”  computing. 

Microsoft  Exchange  provides  a  perfect 
example.  While  1  don’t  know  whether  this  is 
an  issue  in  Munich,  Exchange  is  the  e-mail 
of  choice  for  vast  numbers  of  businesses 
and  government  agencies  worldwide.  For 
them,  a  solution  without  Exchange  and  its 
Outlook  client  is  no  solution  at  all. 

It  is  no  surprise  that  Microsoft’s  “flagship” 
Outlook  client  always  has  been  built  on  the 
native  Windows  operating  system.  Some 
years  ago,  Microsoft  first  bent  to  the  will  of 
the  ’Net  by  creating  a  terrible  active  server 
page  implementation  of  the  Outlook  client 
that  it  called  Outlook  Web  Access.This  was 
built  largely  in  recognition  of  the  fact  that 
synchronizing  Outlook  across  low-speed 
links  was  impractical  if  not  impossible. 

Today,  with  Exchange  2000  and  2003,  the 
Web-based  Outlook  client  has  been  re¬ 
architected  and  vastly  improved.  And, 
while  not  100%  identical  to  the  native  Out¬ 
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look,  it  is  quite  good  and  far  better  than 
“good  enough.” 

Beginning  with  Exchange  2000,  the  Ex¬ 
change  database  has  been  re-architected 
as  the  “Web  store.”This  lets  e-mail  objects  be 
directly  addressed  via  URL  from  any  autho¬ 
rized  application  and  throws  the  Exchange 
database  wide  open  for  homegrown  or 
third-party  applications  to  utilize  it. 

Companies  uncomfortable  with  the  Web 
approach  to  key  applications  can  use  the 
thin  client  provided  by  Microsoft’s  Terminal 
Services,  Citrix  Systems’  MetaFrame  XP  or 
Tarantella/New  Moon. 

Using  these  products,  end  users  with 
Linux  machines  can  run  Win  2000/XP 
desktop  applications  without  the  need  to 
run  a  Microsoft  operating  system  on  their 
desktop  devices. 

Tolly  is  president  of  The  Tolly  Group,  a  stra¬ 
tegic  consulting  and  independent  testing 
company  in  Manasquan,  N.J.  He  can  be 
reached  at  ktolly@tolly.com. 


VMware  increases  control  of 
virtual  server  resources 


■  BY  JENNIFER  MEARS 

VMware,  which  specializes  in  software  that 
carves  multiple  virtual  servers  out  of  single  physi¬ 
cal  boxes,  has  introduced  a  product  that  promises 
centralized  control  of  those  systems.  It  also  is 
readying  software  that  will  let  users  move  virtual 
machines  among  physical  servers  in  response  to 
resource  demands. 

VMware  Control  Center,  which  is  in  beta-testing 
now  and  is  scheduled  to  be  available  later  this  year, 
is  software  that  provides  a  centralized  point  for 
managing  multiple  virtual  servers  on  heteroge¬ 
neous  systems.  It  includes  technology  called 
VMotion  that  the  company  says  lets  users  move 
live,  operating  applications  from  one  physical 
machine  to  another  without  disruption. 

In  the  past,  VMware  customers  had  to  turn  off 
servers  to  move  the  virtual  machines,  which  are 
basically  software  files  that  contain  operating  sys¬ 
tems  and  applications. 

That’s  one  of  the  features  that  particularly  appeals 
to  one  VMware  customer  who  has  used  the  com¬ 
pany’s  virtualization  software  for  about  six  months. 
The  customer,  a  CTO  at  a  large  financial  institution 
who  asked  not  to  be  named,  says  he  has  avoided 
about  $500,000  in  hardware  costs,  while  improving 
utilization  rates  on  the  servers  he’s  running. 

With  Control  Center  and  VMotion,  which  he  will 
beta-test  beginning  in  July,  he  expects  even  greater 
savings  and  performance  enhancements. 

“With  VMotion  technology  1  can  do  things  in  a 
way  that  1  can  have  zero  downtime  for  my  users,”  he 

ayc  The  other  thing  is  today  1  have  to  manage 
i  eh  box  individually.  [Control  Center]  is  going  to 
- V  me  a  multi-box  view  so  1  can  have  one  console 
.2  of  my  [virtual  servers]  in  a  single  view.  It’s  a 
1  q  productivity  booster." 

■  <e  expects  to  be  able  to  raise  his  server  utiliza- 
raies  to  as  much  as  80%  by  using  Control 


Center  and  VMotion  to  ensure  that  software  needs 
are  matched  with  hardware  resources. 

“I  can  carve  out  exactly  what  [resources]  I  need,” 
he  says.  “Where  virtualization  plays  a  key  role  is 
when  you  need  an  individual  machine,  but  you 
can’t  make  the  machine  small  enough.  And  there 
are  lots  of  things  that  fit  that  mold.” 

Control  Center  lets  users  monitor  virtual  ma¬ 
chine  performance  and  availability  and  move  vir¬ 
tual  machines  across  servers  to  ensure  they’re 
being  used  as  efficiently  as  possible.  In  addition, 
the  package  lets  users  set  management  rights  that 
can  be  restricted  based  on  a  user’s  position  within 
an  organization. 

Analysts  say  VMware  is  taking  the  next  logical 
step  with  its  technology  that  is  designed  to  help 
companies  consolidate  their  server  infrastructures. 

“Virtual  machines  are  nice,  but  now  I’ve  got  them 
all  over  the  place  and  it’s  a  manageability  head¬ 
ache.  Control  Center  makes  it  much  more  realistic 
to  run  a  bunch  of  virtual  servers” says  Frank  Gillett, 
an  analyst  with  Forrester  Research. 

VMotion  is  also  significant,  he  says,  because 
although  it  might  take  a  while  for  customers  to  get 
comfortable  with  the  idea  of  moving  virtual  ma¬ 
chines,  it  will  let  them  put  more  critical  applica¬ 
tions  on  VMware  servers. 

“Because  you  know  that  if  the  hardware  gets  into 
trouble  or  if  you  need  to  scale  up  the  capabilities 
[of]  that  particular  virtual  machine,  you  can  move 
it  to  bigger  hardware  in  a  hurry/’ he  says. 

VMware  competes  with  companies  such  as  Con- 
nectix,  which  Microsoft  acquired  earlier  this  year. 
With  Control  Center,  it  will  begin  to  compete  in 
the  management  arena  with  companies  such  as 
Leostream,  which  makes  software  to  centrally 
manage  virtual  machines  from  VMware  and 
Microsoft. 

Pricing  for  VMotion  and  Control  Center  have  not 
yet  been  released.  ■ 


Ethernet 

continued  from  page  15 

What  analysts  consider  the  low- 
end,  or  commodity  segment,  of 
the  Ethernet  LAN  market  is  where 
some  of  the  fiercest  battles  are 
going  on. In  terms  of  Layer  2  fixed- 
configured  products,  Cisco 
accounted  for  about  one-third  of 
the  131  million  ports  shipped  in 
2002, according  to  Gartner.  Hot  on 
Cisco’s  heels  was  3Com,  with  13%, 
followed  by  small  office/home 
office  switch  makers  D-Link  Sys¬ 
tems  and  Netgear,  with  11%  and 
9%,  respectively 

“Because  the  equipment  is  be 
coming  so  standardized  on  the 
low  end,  it’s  a  new  kind  of  com¬ 
petitor  that’s  gaining  market 
share,”  Ahlawat  says.  This  trend  is 
driven  by  small  and  midsize  busi¬ 
nesses  that  are  looking  for  lower 
prices  and  willing  to  build  net¬ 
works  out  of  heterogeneous  gear. 

In  the  high-end  enterprise  back¬ 
bone  market,  which  analysts  de¬ 
fine  as  Layer  3  modular  LAN  gear, 
Cisco’s  hold  on  the  arena  in  terms 
of  revenue  and  shipments  is 
stronger.  The  company  had  74% 
of  the  $4.5  billion  market  in  2002, 
according  to  Synergy  Research 
Group,  and  64%  of  the  11  million 
ports  shipped. 

Cisco  has  long  been  considered 
among  the  leaders  in  switching, 
but  it  has  pulled  away  from  its 
competitors  over  the  last  two 
years,  growing  its  share  by  more 
than  20%  in  modular  Layer  3  ship¬ 
ments  and  sales  since  2000.  Two 
years  ago,  Enterasys  Networks 
had  22%  of  the  LAN  Layer  3  core 
market,  while  Nortel  had  12%  and 


Extreme  Networks  had  10%.  Now 
those  companies  are  all  in  the 
single  digits. 

Ahlawat  says  Cisco’s  success  in 
the  Layer  3  enterprise  core  is  due 
to  its  entrenched  presence  in 
large  corporations,  which  are 
more  likely  to  buy  from  Cisco 
because  they  are  looking  for  an 
end-to-end  network  infrastruc¬ 
ture,  rather  than  point  products 
for  the  LAN  core. 

While  Cisco  dominates  most  of 
the  Layer  2  to  Layer  3  market, 
more  parity  can  be  found  in  mar¬ 
kets  for  advanced  switching  gear. 
According  to  Synergy  Cisco  was 
the  overall  leader  in  Layer  4  to 
Layer  7  switch  revenue  in  2002. 
But  in  fixed-configured  Layer  4  to 
Layer  7  gear  —  known  as  Web 
switches  or  load-balancing  boxes 
—  Cisco  was  behind  Nortel, 
which  had  40%  of  the  $202  mil¬ 
lion  market.  Cisco’s  share  was 
28%,  followed  by  F5  Networks, 
Radware  and  Foundry  Networks, 
with  10%  each. 

Another  market  that  gives  an 
even  more  varied  leadership  pic¬ 
ture  is  the  emerging  10G  Ether¬ 
net  arena,  where  Synergy  had 
Foundry  as  the  leader  with  50% 
of  the  $57  million  in  10  Gigabit 
sales  last  year.  Cisco  was  second 
with  41%,  while  Extreme,  Nortel 
and  Avaya  followed  with  about 
5%  each. 

Analysts  say  markets  for  these 
highly  specialized  products  are 
still  wide  open  because  users  of 
Web  switching  or  10  Gigabit  are 
more  likely  to  buy  gear  such  as 
point  products,  instead  of  as  part 
of  a  larger  overall  infrastructure 
rollout  ■ 


Server  blades  engineered  to  work 
across  complex  computing  environments. 


HP  ProLiant  server  blades,  powered  by  Intel®  Xeon™  processors,  are  designed  to  support  a  variety  of  robust  enterprise 
solutions,  including  SANs.  It  is  not  difficult  to  appreciate  the  architectural  excellence  of  the  new  HP  ProLiant  BL40p  and  BL20p  G2  server  blades 
They're  the  most  powerful,  flexible,  industry-standard  blades  for  business  today.  In  addition  to  meeting  your  company's  expanding  needs  for  server  capacity, 
they're  designed  with  SAN  connectivity  to  support  sophisticated  storage  environments  — easily,  reliably  and  affordably.  Combined  with  HP  ProLiant  Essentials 
software,  they  can  dramatically  reduce  deployment  time  and  help  maximize  productivity.  Which  means,  of  course,  your  business  saves  money.  Demand  more 
from  your  IT  systems.  Integrate  HP  ProLiant  server  blades  into  your  environment.  And  carry  your  business  to  a  stronger,  more  cost-effective  place. 


I  HP  ProLiant  BL20p  G2 

I  Up  to  two  Intel®  Xecn'“  processors  DP  3.06  GHz 

I  Available  with  three  1 0/1 00/1 000  NICs  and 
I  one  management  NIC  plus  dual  2Gb  fibre 
I  channel  mezzanine  card 

I  Up  to  8GB  DDR  memory 

|  Optional  Rapid  Deployment  Pack 
I  software  allows  for  quick  multi-server  deployment 


Complements  ProLiant 
server  blades 


HP  MODULAR  SAN 
ARRAY  1000 

ProLiant  servers  and  the  MSA  1000 
have  been  engineered  to  work 
better  together.  To  safely  migrate 
data  in  a  SAN  environment,  simply 
remove  ProLiant  drives  and  insert 
them  into  the  MSA  1000. 


invent 


Demand  more  with  HP  ProLiant  server  blades.  Download  IDCs  white  paper,  "Enabling  Business  Agility  Through 
Server  Blade  Technology"  at  www.hp.com/go/proliant60  or  dial  1-877-865-1161  and  mention  code  AAHR. 


Intel.  Intel  Inside,  the  Wei  Inside  Logo  and  Intel  Xeon  are  trademarks  or  registered  trademarks  of  Intel  Corporation  or  its  subsidiaries  in  the  United  States  and  other  countries.  ©2003  Hewlett-Packard  Development  Company,  L.P. 
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There's  no  room  for  chance  in  the  IT  world.  That's  why 
you  can  rest  easy  when  you  see  the  ca  smart  logo, 
ca  smart  certifies  IT  solutions  that  integrate  with 
CA  solutions  to  help  drive  value  for  your  business.  In  this 
ever-changing  field,  it's  comforting  to  have  one  sure  thing. 
For  more  information,  visit  ca.com/casmart. 
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■  MIDDLEWARE  ■  DIRECTORIES 

■  NETWORK  AND  SYSTEMS  MANAGEMENT 

■  WEB  SERVICES 


Retailers  spur  supply  chain  registry 


Retail  boost 

UCCnet  is  trying  to  create  a  global  registry  of  product  data  so 
retailers  and  suppliers  will  have  a  synchronized  set  of  information 
that  will  help  smooth  problems  in  the  supply  chain  that  cost  the 
industry  $40  billion  in  total  sales  per  year. 


m ; 


Retailer  2 


Supplier  2 


O  Supplier  1  feeds  XML-based  0  Supplier  2  uses  hosted  service  to 
product  data  to  registry.  feed  XML-based  product  data  to 
registry. 


Retailer  3 


Retailer  1 


stored  in  the  registry  is  synchronized 
to  retailers  in  real  time. 


LANDesk  punches  up 
patch  management  suite 


■  BY  JOHN  FONTANA 


Mega-retailers  Wal-Mart  and  The  Home 
Depot  have  ignited  an  industry-wide  effort 
to  create  a  master  catalog  of  retail  prod- 


■  Sybase,  a  subsidiary  of 
iAnywhere  Solutions,  has  updated 
software  designed  to  push  e-mail 
out  to  wireless  devices  from  enter¬ 
prise  servers,  adding  support  for 
mail  attachments.  The  Pylon  family 
of  software  also  can  synchronize 
mail  stored  on  a  handheld  device 
with  that  on  a  desktop  PC  or  server. 
The  Pylon  Anywhere  server  compo¬ 
nent  works  with  Microsoft's 
Exchange  5.5  and  2000,  IBM’s  Lotus 
Notes  4.6  and  5.x,  while  versions  for 
Exchange  2003  and  Lotus  Notes  6 
should  appear  by  early  in  the  fourth 
quarter.  The  new  version  adds  sup¬ 
port  for  e-mail  attachments  — 
although  the  level  of  support 
depends  on  the  wireless  device 
used.  Pricing  for  the  products 
ranges  from  $75  for  a  copy  of  Pylon 
Conduit  up  to  $299  for  the  server 
software. 

■  Start-up  Reflectent  last  week 
released  Version  2.1  of  its  flagship 
desktop  performance  management 
software,  EdgeSight.  The  software 
monitors  desktops,  laptops  and  other 
end-user  devices  for  performance  and 
availability.  The  company  says  it 
tracks  application  performance  to 
determine,  for  example,  the  cause  of  a 
crash  when  a  PC  fails.  EdgeSight  2.1 
adds  features  that  can  monitor  appli¬ 
cation  usage  on  desktops  as  well. 

The  software  runs  on  Windows 
servers  and  includes  agents  to  run  on 
managed  Windows  clients.  The  soft¬ 
ware  also  requires  SOL  database  and 
Microsoft  Internet  Information  Server. 
Network  managers  administer  the 
software  via  a  Web-based  interface. 
The  software  costs  between  $50,000 
and  $75, (XX)  for  an  average  implemen¬ 
tation. 


uct  data  targeted  at  slashing  billions  of 
dollars  in  supply  chain  costs  and  trigger¬ 
ing  a  new  generation  of  sophisticated 
e-commerce  tools. 

The  two  giants  are  members  and  advo¬ 
cates  of  UCCnet,  a  global  registry  of  prod¬ 
uct  data,  such  as  item  number,  that  lets 
retailers  and  their  supplier  partners  build 
a  master  catalog  of  products  they  buy  and 
sell.  In  essence,  it  is  like  a  telephone  direc¬ 
tory  for  every  product  available  and  guar¬ 
antees,  for  instance,  that  when  a  store 
orders  a  case  of  paper  towels  that  is  what 
it  gets.  UCCnet  also  is  dynamic  and  if  sup¬ 
pliers  change  any  of  the  151  possible  attri¬ 
butes  describing  a  product  in  UCCnet’s 
GLOBALregistry  retailers  are  notified  in 
near  real  time,  eliminating  many  supply 
chain  hiccups. 

Companies  today  suffer  through  ex¬ 
pensive  errors  in  invoicing,  purchase 
orders,  product  delivery  and  scanning 
accuracy  because  product  data  is  obso¬ 
lete  or  inaccurate. 

UCCnet  aims  to  change  that  by  teaming 
two  standards,  the  Global  Trade  Item 
Number,  a  globally  unique  product  num¬ 
ber,  and  the  Global  Location  Number, 
which  identifies  shipping  and  receiving 
points. 

The  combination  will  not  only  stream¬ 
line  product  data  synchronization  but 
also  create  a  foundation  for  more  signifi¬ 
cant  e-commerce  tools  such  as  scan- 
based  trading,  where  suppliers  don’t  get 
paid  until  a  product  is  scanned  and  pur¬ 
chased  by  a  customer,  and  collaborative 
planning,  forecasting  and  replenishment. 

“Today  we  have  many  people  matching 
paper,  matching  invoices,  matching  pur¬ 
chase  orders, and  all  that  goes  away  or  the 
majority  goes  away”  says  Mark  Healy, 
senior  director  of  merchandising  opera¬ 
tions  for  The  Home  Depot.  The  company 
signed  up  late  last  month  after  nearly  a 
yearlong  evaluation  process  to  ensure 
UCCnet  could  scale  and  was  secure. 
“UCCnet  is  the  root  of  everything  we  need 
to  do  to  make  our  stores  run  more  effi¬ 
ciently  Healy  says. 

That  efficiency  means  more  accuracy 
between  a  retailers  order  and  what  the 
supplier  delivers;  reduction  in  stock  short¬ 
falls  in  retail  outlets;  and  greater  efficien¬ 
cies  throughout  the  supply  chain  from  dis¬ 
tribution,  warehousing,  store  operation, 
merchandising,  shelf  and  space  manage¬ 
ment,  and  accounting. 

Healy  says  The  Home  Depot  lost 
See  UCCnet  page  20 


■  BY  DENISE  DUBIE 

Customers  looking  to  automate  the 
repetitive  and  tedious  processes  of  updat¬ 
ing  security  patches,  rolling  out  new  appli¬ 
cations  and  simply  managing  desktops 
might  want  to  consider  LANDesk’s  offer¬ 
ing  due  out  later  this  year. 

LANDesk  last  week  announced  patch 
management  software  designed  to  work 
with  the  company’s  LANDesk  Manage¬ 
ment  Suite,  now  in  Version  7.  LANDesk’s 
Management  Suite,  which  includes  asset, 
inventory  and  configuration  management 
applications,  runs  on  Windows  servers 
and  clients.  Network  managers  administer 
the  patch  features  either  through  a  Web 
browser  or  a  Windows  interface. 

The  patch  management  software  can 
help  customers  automate  vulnerability 
assessments,  patch  downloads  and  soft¬ 
ware  distributions.  With  more  than  4,000 
known  vulnerabilities  and  more  cropping 
up  daily,  managing  patches  has  become  a 


burden  on  many  IT  staffs. 

Denny  Cannon,  PC  integration  specialist 
at  Farm  Credit  Services  of  America  in 
Omaha,  Neb.,  says  he  will  deploy  the 
patch  management  add-on, scheduled  for 
general  availability  in  October,  to  help 
alleviate  the  manual  work  involved  in 
managing  patches  on  his  network.  He  says 
with  a  team  of  five  staffers  currently  work¬ 
ing  with  a  manual  risk  assessment,  he 
hopes  the  software  will  more  quickly 
assess  where  he  needs  to  apply  patches 
and  more  effectively  secure  his  network. 

“It  will  help  with  keeping  our  systems 
up-to-date  more  efficiently,  by  automati¬ 
cally  downloading  the  patches  we  need 
for  the  systems  we  specifyf  Cannon  says. 

With  this  product,  the  company  says 
administrators  will  be  able  to  configure 
LANDesk  Management  Suite  to  track 
patches  for  specific  applications.  The 
LANDesk  Software  security  management 
product  automatically  will  monitor 
See  Patch,  page  20 
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Many  years  after  it  became  clear  to 
most  of  the  U.S.  population  that  it 
needed  to  be  done,  a  federal  “do 
not  call”  list  is  almost  here. 

Those  whose  business  model  is  predi¬ 
cated  on  interrupting  your  dinner  are  cry¬ 
ing  foul  and  have  gone  to  court  to  try  to 
stop  the  list  from  becoming  operational. 
But  finally  the  data-gathering  phase  has 
started, and, if  the  courts  do  not  intervene, 
the  number  of  unwanted  calls  will  plum¬ 
met  Oct.  1. 

The  idea  is  simple:  Let  the  people  who 
have  to  answer  a  phone  be  able  to  say  that 
they  do  not  want  to  get  calls  on  that 


The  usefulness  of  ‘do  not'  signs 


phone  from  telemarketers.  But  simple  is 
not  how  things  turned  out. 

At  least  it  is  simple  to  register  the 
phone  numbers.  Just  go  to  www.donot- 
call.gov  and  follow  the  instructions. 
Seven  million  numbers  were  registered 
the  first  day  the  service  was  enabled  in 
spite  of  severe  server  overloading. 

My  registrations  went  through  in  a  few 
minutes  early  in  the  day  but  some  peo¬ 
ple  reported  not  being  able  to  get 
through  or  long  delays  before  they  got 
the  confirmation  e-mail  messages.  The 
FCC  estimates  that  up  to  60  million 
phone  numbers  will  be  registered  over 
the  next  year. 

So  what  is  wrong  with  this  picture? 
Basically, “do  not  call”  does  not  mean  “do 
not  call.”  It  actually  means:  “most  people, 
do  not  call.”  Politicians,  opinion  surveys 
and  charities  still  will  be  able  to  call,  as 
will  companies  that  think  they  have  a 


business  relationship  with  you.  I  predict 
the  last  exception  will  be  rather  overex¬ 
ploited. 

Note  to  politicians:  When  I  say  “do  not 
call,”  I  mean  it.  Any  call  to  me  will  ensure  I 
will  not  vote  for  you.  Note  to  charities:  A 
call  will  ensure  I  do  not  contribute.  Note 
to  businesses  that  think  they  have  a  busi¬ 
ness  relationship  with  me:  A  call  will 
ensure  that  you  will  not. 

There  is  another  side  to  the  story. The  Di¬ 
rect  Marketing  Association  (DMA)  says 
that  the  feds  maintaining  a  do  not  call  list 
is  bad  for  me  and  might  be  unconstitu¬ 
tional.  Because  the  DMA  also  maintains 
such  a  list  (or  at  least  claims  to;  I  could  not 
find  it  on  the  Web  page  www.the-dma 
.org),  complaining  about  the  federal  one 
seems  a  bit  of  a  stretch. 

Reports  in  the  press  say  that  the  telemar¬ 
keting  industry  fears  that  the  inability  to 
get  you  out  of  the  shower  or  up  from  din- 
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ner  will  devastate  its  business  and  will 
cause  lots  of  people  to  lose  their  jobs.  I 
have  sympathy  for  the  people  who  will  be 
looking  for  new  jobs,  but  the  complaint 
rings  a  bit  hollow.lt  is  like  someone  hiring 
a  bunch  of  people  to  urinate  on  the  front 
doors  of  strangers  and  then  threatening 
layoffs  when  the  homeowners  get  permis¬ 
sion  to  put  up  “do  not  urinate”  signs.They 
also  would  complain  that  my  being  able 
to  put  up  a  “do  not  urinate” sign  is  a  viola¬ 
tion  of  their  rights  —  I  don’t  think  so. 

It  is  well  past  time  for  this  service  to  be 
running,  but  better  late  than  never. 

Disclaimer:  “Late”  might  have  a  different 
concept  in  a  367-year-old  institution,  but 
the  above  is  my  opinion,  not  Harvard’s. 

Bradner  is  a  consultant  with  Harvard 
University  s  University  Information 
Systems.  He  can  be  reached  at 
sob@sobco.com. 


UCCnet 

continued  from  page  19 

approximately  3.5%  of  its  $58.2  billion  in 
2002  sales  because  of  supply  chain  inef¬ 
ficiencies.  Those  numbers  are  in  line 
with  the  entire  retail  industry,  which 
loses  $40  billion,  or  3.5  %,  of  total  sales 
each  year  to  supply  chain  information 
problems, according  to  research  firm  A.T. 
Kearney. The  research  firm  adds  that  30% 
of  items  in  retail  catalogs  have  data 
errors,  each  costing  between  $60  and 
$80  to  fix  and  consuming  25  minutes  of 
manual  correction. 

The  rewards  of  UCCnet’s  registry  are 
becoming  too  big  to  ignore,  and  member¬ 
ship  has  risen  144%  among  suppliers  and 
100%  among  retailers  in  the  past  12 


Patch 

continued  from  page  19 

industry-standard  vulnerability  databases 
such  as  1CAT,  Microsoft,  Red  Hat,  Sun  and 
SUS.  When  a  new  patch  is  detected,  it  will 
be  retrieved  automatically  and  packaged 
for  automated,  targeted  distribution 
across  the  network. 

LANDesk  Management  Suite  consists  of 
server  software  and  distributed  agents. 
The  agents  on  managed  devices  collect 
data  that  will  inform  the  patch-manage¬ 
ment  application  if  they  need  to  be 
patched  or  updated.  The  software  also 
includes  a  rollback  feature,  which  lets  net¬ 
work  managers  de-install  a  patch  if  an 
error  occurs  and  restore  the  machine  to 
its  last  good  state.  The  software  also  tests 
the  patch  before  rolling  it  out  across  a 
company  and  then  performs  a  follow-up 
audit  to  ensure  the  patch  has  been 
deployed  properly  the  company  says. 

It  will  lessen  the  amount  of  time  it  takes 
now  to  evaluate  and  implement  patches," 
Cannon  adds. 

As  an  addon,  the  software  works  only 


months  to  a  total  of  670  members,  accord¬ 
ing  to  Rhonda  Horn,  vice  president  of 
business  development  for  UCCnet.  Enroll¬ 
ment  is  growing  at  60  members  per 
month. 

The  Home  Depot  is  requiring  its  10,000 
suppliers  to  join  by  year-end  and  imple¬ 
ment  the  service  by  June  2004  or  lose 
their  relationship  with  1,500  stores. 

“Home  Depot  joining  is  close  to  the  tip¬ 
ping  point  [for  critical  mass]  for  UCCnet,” 
says  Andrew  White,  an  analyst  with 
Gartner. 

Ace  Hardware  is  requiring  its  suppliers 
to  comply  by  October  and  Lowe’s  target  is 
the  end  of  the  year.  Wal-Mart  triggered  the 
avalanche  in  January  with  a  memo  to  sup¬ 
pliers  stating  the  company  would  only 
accept  item  data  electronically  after 


Money  pit 

Business  and  government 
entities  worldwide  spend 
in  excess  of 

$2  billion 

annually  to  investigate, 
assess  and  deploy 
security  patches  and 
updates  to  desktops, 
servers,  applications 
and  network  devices. 


with  LANDesk’s  Management  Suite,  which 
competes  with  Altiris,  Marimba,  Microsoft 
and  Novadigm. 

Pricing  for  the  LANDesk  security  man¬ 
agement  software  will  be  determined 
when  the  product  becomes  generally 
available.  LANDesk  Management  Suite  7 
costs  $79.95  per  managed  node.  ■ 


January  2004. 

“Once  Wal-Mart  joined  up,  we  knew  we 
were  where  we  had  to  be,”  says  Jim  Goor- 
house,  director  of  IT  for  Novartis  Con¬ 
sumer  Health,  which  is  using  its  Gerber 
baby  food  division  as  a  test  pilot  for 
UCCnet. 

Others  tunneling  suppliers  to  UCCnet 
include  Ahold  USA,  Food  Lion,  Shaw’s 
Supermarkets,  Supervalu,  Albertsons,  The 
Great  A&P  Company  and  Wegmans  Food 
Markets. 

The  challenges 

But  the  effort  faces  challenges.  UCCnet  is 
a  public  registry  for  synchronizing  data 
that  doesn’t  address  all  areas  of  complex, 
often  private,  transactions.  Electronic  data 
interchange  also  provided  data  synchro¬ 
nization,  but  it  began  to  get  expensive  and 
complex  when  other  data  was  traded 
electronically. 

White  says  retailers  and  suppliers  still 
must  figure  out  how  to  exchange  other 
information,  including  price  and  promo¬ 
tions.  Interest  in  XML  as  a  data-formatting 
technology  likely  will  provide  a  boost. 

In  addition,  UCCnet  and  registries  in 
Canada,  France,  the  U.K.  and  other  coun¬ 
tries  have  been  talking  for  more  than  a 
year  to  no  avail  about  integrating  efforts. 
And  there  are  questions  as  to  whether  the 
UCCnet  model  can  be  replicated  across 
industries.  Today  UCCnet  serves  grocery, 
apparel  and  hardline  (or  home  improve¬ 
ment)  items.  The  automotive,  chemical 
and  high-tech  industries  are  absent. 

“Who  knows  what  this  looks  like  in  five 
years,  but  it  is  safe  to  say  that  product  data 
synchronization  is  here  to  stay’White  says. 

That  is  indeed  true,  industry  observers 
agree.  So  retailers  and  suppliers  face  the 
task  of  cleaning  up  their  product  data 
internally  and  ensuring  those  systems 
can  support  electronic  supply  chain 
processes. 

“Data  cleanup  requires  considerable 
manual  effort  and  resource  from  the  busi¬ 


ness,”  says  Nick  White,  vice  president  of 
information  architecture  at  UCCnet  mem¬ 
ber  Unilever,  which  has  50  instances  of 
SAP  with  incompatible  product  data.  “It’s 
not  a  task  that  can  simply  be  given  to  IT.  It 
requires  definition  of  business  rules, 
attribute  normalization,  recoding  and  [ex¬ 
traction/transformation/loading]  and  rec¬ 
onciling  tools.” 

To  aid  in  that  task,  Unilever  is  using  soft¬ 
ware  from  Trigo  Technologies  called 
Product  Center,  which  provides  an 
authoritative  source  for  product  data  that 
Unilever  uses  to  update  its  enterprise  sys¬ 
tem  and  feed  the  UCCnet  registry. The  sys¬ 
tem  eventually  will  be  used  to  support 
future  adoption  of  radio  frequency  iden¬ 
tification. 

Companies  such  as  Novartis  are  using 
data-pooling  services  such  as  ViaLink  to 
clean  up  and  publish  data  to  UCCnet. 

ViaLink  charges  between  $1,500  and 
$100,000  to  implement  its  service,  includ¬ 
ing  product  data  cleanup,  and  a  $100  to 
$2,000  monthly  service  fee. 

“ViaLink  is  certified  with  UCCnet  and 
they  manage  the  relationship,”  Novartis’ 
Goorhouse  says.“It  was  easier  to  go  through 
them  than  to  get  certified  ourselves.” 

ViaLink  also  helps  to  manage  relation¬ 
ships  with  suppliers  such  as  price  and  pro¬ 
motions. 

“The  big  bang,  the  big  benefit,  will  come 
when  UCCnet  figures  out  how  to  do  that," 
Goorhouse  says.“Salespeople  can  get  cre¬ 
ative  with  the  deals  they  put  together  and 
that  makes  it  hard  to  communicate  those 
deals  electronically 

Bridging  that  gap  is  part  of  UCCnet’s 
plan,  but  for  now  the  industry  is  excited  by 
the  process  of  putting  product  data  into  a 
single  authoritative  source. 

“If  you  can’t  describe  what  a  product  is, 
you  can’t  order  it  and  you  can’t  buy  it,“ 
says  Betsy  Hill,  director  of  marketing  for 
ViaLink. “If  you  don’t  synchronize  product 
data  you  can't  do  anything  else  because 
you  can’t  trust  the  data.”  ■ 
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■  Tellabs  recently  announced  com¬ 
pletion  of  its  $135  million  acquisi¬ 
tion  of  multiservice  edge  switch 

maker  Vivace  Networks.  Concur¬ 
rent  with  the  deal’s  closing,  Tellabs 
confirmed  that  NTT  and  MCI,  for¬ 
merly  WorldCom,  are  using  Vivace's 
switches. 

The  acquisition  lets  Tellabs  ex¬ 
pand  into  the  global  service  pro¬ 
vider  edge  router  and  switch  mar¬ 
ket,  estimated  at  $3  billion  in  2003 
and  growing  to  $5  billion  by  2005, 
according  to  Infonetics  Research. 
Products  obtained  from  the  acquisi¬ 
tion  will  form  the  Tellabs  8800  series 
switches:  the  320G  bit/sec  Tellabs 
8860,  for  large  central  offices;  and 
the  16G  bit/sec  Tellabs  8820,  for 
smaller  central  offices  and  POPs, 
customer  premises  and  multitenant 
buildings. 

■  Qwest  has  upgraded  its  dial-up 
Internet  access  service  for  business 
and  wholesale  customers  to  support 
faster  connectivity  and  greater  geo¬ 
graphic  reach.  Qwest  now  supports 
the  International  Telecommunication 
Union’s  v.92  specification,  which  sup¬ 
ports  upstream  transmission  speeds 
up  to  48K  bit/sec,  faster  dial-up  call 
completion  between  the  user  and 
carrier's  network,  and  Internet  call 
waiting. 

The  previous  ITU  specification, 
v.90,  only  supports  upstream  trans¬ 
mission  speeds  up  to  33.6K  bit/sec. 
Both  standards  support  down¬ 
stream  transmission  speeds  at  56K 
bit/sec.  Users  can  expect  to  reduce 
the  amount  of  time  it  takes  be¬ 
tween  when  they  click  the  connect 
button  and  when  they  surf  the  Web 
by  25%.  And  all  users  will  be  able  to 
put  their  Internet  connection  on 
hold  while  they  answer  a  voice  call 
over  the  same  line  they  use  to  con¬ 
nect  to  the  Web. 

Customers  will  have  to  use  a  v.92- 
compatible  modem  to  take  advan¬ 
tage  of  the  new  features.  Qwest  also 
is  offering  customers  international 
dial-up  support  in  40  countries 
throughout  Europe,  South  America 
and  North  America. 
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Verio  takes  the  plunge  on  IPv6 


■  BY  DENISE  PAPPALARDO 

ISP  Verio, a  subsidiary  of  NTT,  is  rolling  out 
IPv6  support  to  U.S.  customers  in  a  move 
the  company  says  will  offer  more  flexibility 
for  current  and  future  network  needs. 

The  native-mode  IPv6  service  will  let 
users  that  have  upgraded  to  IPv6  internal¬ 
ly  take  those  capabilities  to  their  WANs. 
IPv6  tunneling  lets  users  maintain  stan¬ 
dard  IPv4  WAN  connectivity  but  test  IPv6 
addressing  and  support  on  small  network 
segments,  says  Stan  Barber,  vice  president 
of  engineering  operations  for  Verio’s 
broadband  business  unit. 

“It’s  not  the  zippiest  service  because  it’s 
riding  inside  IPv4,  but  it  will  have  a  good 
price-point  that  will  let  users  put  their  toe 
in  the  water”  Barber  says. 

IPv6  is  the  newest  IETF  IP  specification. 
Although  ratified  in  2000,  it  has  not  been 
widely  deployed  by  users  or  carriers  in 
the  U.S. 

Benefits  touted  with  IPv6  include  the  abil¬ 
ity  to  support  many  more  IP  addresses  and 
auto-configure  addressing  on  a  network. 

IPv6  has  a  128-bit  address  space  com¬ 
pared  with  IPv4’s  32-bit  space,  which  expo¬ 
nentially  increases  the  number  of  ad¬ 


dresses  an  IPv6  network  can  support.  IPv6 
also  eliminates  the  need  to  configure  IP 
addresses  on  a  network  manually  This  ver¬ 
sion  of  the  protocol  lets  a  host  machine 
automatically  configure  IP  addresses  for  all 
IPv6  devices  on  a  network. 

IPv6  has  been  part  of  the  RFP  process  for 
carriers  in  Asia  for  a  couple  of  years,  says 
David  Willis,  an  analyst  at  Meta  Group. 
While  Internet  2  and  a  number  of  U.S.  car¬ 
riers  are  testing  IPv6,  neither  AT&T  nor  MCI, 
the  two  largest  service  providers  domesti¬ 
cally  has  announced  support. 

“If  the  largest  U.S.  carriers  haven’t  found  a 
need  for  IPv6  it  makes  you  wonder  why 
Verio  needs  it, "Willis  says.  While  Verio,  on  its 
own,  might  also  not  need  IPv6,  it  seems  that 
the  ISP  is  bringing  its  network  up  to  speed 
with  its  parent’s  network. 

“NTT  is  the  largest  carrier  in  the  world,” 
which  might  be  why  it  has  upgraded 
many  of  its  Asian  networks  and  also  why  it 
is  upgrading  its  ancillary  networks,  Willis 
says. “If  it  streamlines  operations  and  cus¬ 
tomer  support  then  it’s  a  positive  move. 
But  it’s  not  a  feature  that  users  in  the  U.S. 
are  asking  fori’ 

“IPv6  is  in  the  early  adopter  phase,” 
Verio’s  Barber  acknowledges.  “There  has 


been  higher  resistance  to  IPv6  adoption 
in  the  U.S.,but  it’s  important  to  offer  users 
the  service  to  try  out.” 

Native  IPv6  service  is  available  in  San 
Francisco,  Los  Angeles  and  Washington, 
D.C.,  and  IPv6  tunneling  over  standard 
IPv4  dedicated  access  service  is  available 
throughout  the  country 

NTT  offers  IPv6  services  in  Australia, 
France,  Germany,  Great  Britain,  Hong 
Kong,  Japan,  Korea,  Malaysia,  the  Nether¬ 
lands,  Spain  and  Taiwan.  The  company 
says  it  has  500  IPv6  customers,  but  none  in 
the  U.S.  that  it  would  mention. 

Verio  would  not  elaborate  on  pricing,  but 
says  the  tunneling  service  is  “inexpensive, 
but  not  free.” 

The  ISP  says  it  will  support  native  IPv6 
throughout  the  U.S.  by  year-end  and  will 
determine  its  rollout  plan  based  on  cus¬ 
tomer  interest.  ■ 

More  online! 

Listen  to  audio  primer  and 
learn  how  IPv6  works  as 
well  as  its  benefits  over 
the  current  IPv4  standard. 
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Juniper  enhances  edge  offerings 

‘Service-Built’  extensions  intended  to  drive  carrier  revenue. 


On  edge 


■  BY  JIM  DUFFY 

Juniper  Networks  last  week  unveiled  new 
and  enhanced  products  designed  to  let 
service  providers  derive  more  revenue 
from  the  edge  of  their  networks. 

Under  the  umbrella  “Service-Built  Edge,” 

Juniper  rolled  out  an  E-series  edge  router, 
an  Ethernet  services  interface  for  its 
M-series  routers,  enhancements  to  its  prod¬ 
ucts’  broadband  aggregation  capabilities, 
and  virtual  private  LAN  service  (VPLS)  and 
packet  flow  accounting  software.  The  new 
and  enhanced  products  are  intended  to 
make  services  at  the  edge  more  profitable 
by  enabling  tiered  service  offerings  that 
will  entice  users  to  upgrade  and  to  deliver 
a  greater  ROI,  Juniper  says. 

“Every  carrier  is  faced  with  driving  top-line  revenue,”  says  Mark 
Bieberich,an  analyst  at  The  Yankee  Group. “The  edge  is  where  ser¬ 
vices  are  defined  and  accountable.  They  need  to  implement  the 
most  reliable  and  scalable  edge  infrastructure  possible.” 

Juniper  says  20  of  the  top  25  service  providers  worldwide  are  “ser¬ 
vice  building”  their  edge  networks. 

Juniper  is  the  second-leading  edge  router  company,  behind 


Juniper’s  new  ERX  310  router 
plays  a  key  role  in  “service 
building”  the  edge. 

•  Designed  for  low-density  sites. 

•  Uses  Juniper’s  0  Performance  QoS 
processor. 

•  Supports  4,000  <T 

fractionalT-1/E-1s  ,*~ 


in  three  slots. 

Serves  16,000 
subscribers. 


Cisco.  In  broadband  aggregation,  Juniper 
is  No.  l.with  52%  of  the  $69  million  world¬ 
wide  market  for  the  first  quarter  of  this 
year,  Gartner  says. 

Last  week’s  announcements  are  intended 
to  solidify  and  increase  that  lead.  One 
weapon  in  that  effort  is  the  new  edge 
router,  which  is  called  the  ERX  310. 

The  ERX  310  is 

g  — «  _  optimized  for  low- 

*-•  •  _  jT  Jf  density  service 

%  areas.  It  features 

y.jUl- — ]  three  line-card 

•  •  slots  and  can  use 

existing  E-series 
router  line  cards  for  invest¬ 
ment  protection,  Juniper  says. 

The  ERX  310  supports  4,000  fractional  T-l/E-1  circuits  and  up  to 
16,000  subscribers. 

The  Ethernet  services  interface,  meanwhile, comes  in  single-  and 
dual-port  Gigabit  Ethernet  varieties.  It  uses  Junipers  previously 
announced  Q  F'erformance  processor  for  enhanced  quality  of  ser¬ 
vice,  and  supports  per  virtual  LAN  quality  of  service  and  packet 
accounting. 

See  Juniper,  page  22 
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Periodically  1  get  the  question  “What 
service  provider  should  I  go  with?” 
Or,  as  a  reader  recently  put  it, “I  hope 
you  write  a  column  about  how  to  evaluate 
telcos  using  the  resources  out  there  on 
the  ’Net,  but  I'll  have  signed  a  multi-year 
contract  by  then.” 

Let’s  make  it  now  then.  While  the  infor¬ 
mation  is  typically  not  posted  conveniently 
on  the  ’Net,  a  structured  selection  process 
can  generate  a  ton  of  useful  information 
that  will  help  you  make  informed  deci¬ 
sions,  at  no  extra  charge.  Here  are  some  tips 
for  obtaining  the  right  information  about 
your  service  providers: 

•  Create  an  RFP  that  includes  your 
voice,  data,  wireless,  Internet,  remote- 
access  and  hosting  needs.  You  might  not 
elect  to  outsource  all  of  the  above  or  to 
procure  all  those  services  from  the  same 
provider,  but  including  them  in  the  RFP 
helps  find  out  what  services  are  available 
from  the  providers.  Ask  them  to  explain 
their  offerings  to  you  —  and  don’t  hesitate 
to  play  one  off  against  the  other. 

•  Ask  for  reference  customers.  (Also  ask 
for  names  and  numbers  of  customers 
who  elected  not  to  go  with  the  service 
provider  you’re  seeking,  though  those 
might  be  harder  to  get.)  Call  the  refer- 
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How  to  get  real  answers  from  service  providers 


ences  and  interview  them  about  their 
experiences  with  carriers  other  than  the 
folks  who  provided  them  as  a  reference. 
In  other  words,  ask  AT&T  customers  who 
switched  from  Sprint  to  provide  details 
on  what  went  wrong  with  their  Sprint 
relationship. 

•  Plan  a  dog-and-pony  show  for  each 
serious  contender.  Invite  them  to  your 
offices  to  answer  questions  from  you  and 
your  team.  Specify  that  the  sales  execu¬ 
tives  must  be  accompanied  by  represen¬ 
tatives  from  engineering  and  customer 
service  so  you  get  the  real  answers. 

•  War-game  in  advance.  Before  the  dog- 
and-pony  shows  begin,  invest  the  time  to 
hold  a  brainstorming  session  with  your 


team  to  find  out  what  scenarios  are  likely 
to  pose  challenges  to  you  (for  example,  a 
catastrophic  outage  of  three  T-ls  leading 
into  your  company’s  headquarters). When 
the  providers  arrive,  ask:“How  would  your 
company  handle  that  scenario?” Then  lis¬ 
ten  to  the  answers,  but  ask  the  telco  to  pro¬ 
vide  names  and  contact  information  for 
customers  for  whom  they’ve  handled  sim¬ 
ilar  problems.  If  they  can’t,  your  antennae 
should  go  up. 

•  Verify  financial  stability  Borrow  some 
people  from  your  company’s  CFO’s  office 
and  ask  them  to  prepare  an  up-to-date 
financial  analysis  of  the  telcos  you’re  con¬ 
sidering.  Look  at  debt,  profitability  cash 
flow,  recent  mergers  and  acquisitions,  and 


market  performance.  Make  sure  the  finan¬ 
cial  types  brief  you  and  your  team  in 
advance  of  the  provider  dog-and-pony 
shows.  Ask  the  financial  folks  to  be  pre¬ 
sent  at  the  shows,  and  encourage  them  to 
ask  questions. 

The  upshot  is  that  getting  up-to-date  infor¬ 
mation  from  customers,  competitors  and 
other  departments  within  your  company  is 
the  best  way  to  find  out  the  “dirty  little 
secrets”  a  service  provider  doesn’t  want 
you  to  know. 

Till  Johnson  is  president  and  chief 
research  officer  at  Nemertes  Research,  an 
independent  technology  research  firm.  She 
can  be  reached  at  johna@nemertes.com. 


Juniper 

continued  from  page  21 

The  broadband  aggregation  enhance¬ 
ments  include  secure  remote  access  via  IP 
Security;  support  for  IPv6;  and  the  ability 
to  accommodate  up  to  48,000  subscribers 
per  router  without  having  to  disable  any 
services. 

The  VPLS  software  is  based  on  Multi-pro¬ 
tocol  Label  Switching’s  Kompella  draft  for 
Layer  2  integration  with  an  IP/MPLS  core. 
It  is  designed  to  provide  multipoint-to-mul- 
tipoint  Ethernet  services  between  metro¬ 
politan  areas. 

The  VPLS  software  supports  autodiscov¬ 
ery  of  nodes  and  routes,  and  inter- 
autonomous  system  capabilities  so  large 


carriers  can  interwork  their  networks  and 
with  those  of  their  partners. 

The  packet-flow  accounting  capability  is 
called  J-flow  and  helps  align  billing  with 
actual  network  resource  consumption 
through  sampling  and  stateful  monitoring 
of  up  to  one  million  flows. 

J-flow  also  can  be  used  for  network 
planning  purposes,  and  operates  inde¬ 
pendent  of  the  data  path.  It  augments  the 
existing  per  byte/service/subscriber/inter- 
face  accounting  of  Juniper’s  edge  routers. 

Juniper  also  says  its  SDX-300  Service 
Deployment  System  now  includes  an 
Application  Admission  Control  module 
that  lets  service  providers  provide, and  bill 
for,  “assured”  user  experiences.  The  mod¬ 
ule’s  awareness  of  access  network  conges¬ 


tion  points  facilitates  this  assurance. 

Bieberich  says  Juniper’s  challenges  in 
this  market  are  the  same  for  all  players: 
gain  more  market  share,  stave  off  incur¬ 
sions  from  competitors,  and  continually 
improve  the  scalability  and  reliability  of  its 
products. 

“Carriers  are  telling  them  that,”  he  says. 
“You’ll  see  quite  a  bit  of  [research  and 
development]  and  improvement  from  all 
vendors  over  the  next  couple  of  years.” 

Most  of  the  enhancements  are  included 
in  new  JUNOS  software  version  upgrades, 
so  there’s  no  charge  for  those  for  existing 
users. 

The  ERX  310  costs  $25,000.  Pricing  for 
the  Ethernet  services  interface  card  starts 
at  $30,000.  ■ 


You  Need  Belden's  New  DataTwist  600e  — 

The  Only  Network  Cable  That  Guarantees  Performance  Beyond  Category  6  Standards. 

Suddenly,  as  quickly  as  Category  6  cable  performance  standards  have  been  adopted,  elden 
has  made  them  obsolete.  DataTwist  600e  UTP  networking  cable  was  developed  not  only  to  meet 
Category  6  standards,  but  also  to  provide  significant  amounts  of  headroom  above  and  beyond 
them  —  guaranteed.  It’s  the  industry’s  only  UTP  cable  with  guaranteed  performance  to  600  MHz. 

The  secret?  Belden’s  unique,  patented  Bonded-Pair  technology  that  ensures  uniform  conductor- 
to-conductor  spacing  to  eliminate  performance-robbing  gaps  between  pairs. ..coupled  with 
the  patented  e-Spline  design  that  provides  consistent  pair-to-pair  spacing 
by  placing  pairs  in  individual  chambers. 

The 

•  8  dB  of  Power  Sum  NEXT  headroom  over  Category  6  —  guaranteed. 

•  Nearly  5  dB  of  return  loss  improvement  over  Category  6 

at  100  MHz  —  guaranteed.  supplier  oi  fep  reiion 

insulation  material  used 

•  An  attenuation  margin  over  Category  6  standards  —  guaranteed.  m  me  plenum  product 

•  Positive  Power  Sum  ACR  to  460  MHz  —  guaranteed. 

All  of  which  means  better  and  faster  performance  for  you. 

For  more  information  call  1-800-BELDEN-4  to  get  your 
FREE  copy  of  the  DataTwist  600e  New  Product  Bulletin. 

www.belden.com/DT600eNW.pdl  ^  \ 
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Performance  Delivers  The  Future 


Tired  of  Sluggish 
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Foundry  is  the  1 0-Gigabit  Ethernet  leader.  We  were  first  in  the  market  in  October  2001 
and  we  continue  to  dominate  lOCibE  market  share. Why?  Because  we  offer  a  complete  high 
performance  solution  from  wiring  closet,  server  farm,  to  backbone.  Our  solutions  are  easy  to  deploy' 
and  future  proof: our  modular  switches  are  lOGbE  ready  without  a  forklift  upgrade.  1  hey  re  com¬ 
prehensive:  supporting  standard-based  replaceable  1 1 )( ibE  optics  with  distance  up  to  40  km. They  add 
value  beyond  bandwidth:  our  JetScope  si  low  technology  allows  you  to  monitor  network  traffic, 
on  everv  port,  without  performance  degradations.  And  they  are  proven  in  real-world  networks: 
Universitv  of  Southern  California,  Walter  Reed  U.S.Armv  Medical  Center,  London  and  Amsterdam 
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Internet  Exchanges, as  well  as  NT  1  'Verio. Want  to  experience  1 0-Gigabit  Ethernet?  Follow  the  leader. 
(  intact  f  oundry  today  at  1 .888.TURBOLAN  or  www.foundrynetworks.com/10GbE 


Real  security  means 
having  all  the  right  tools. 

Right  when  you  need  them. 


XSR  Security  Routers 

All-in-one  VPN,  firewall,  IDS  and  WAN  router  for  your  remote  offices. 


Survival  for  today’s  global  enterprises 
means  having  the  tools  to  control  network 
connectivity  to  your  remote  offices,  quickly 
and  securely,  especially  with  so  many  new 
threats  out  there.  That’s  Enterasys’  XSR 
Security  Router. 

Designed  for  the  enterprise  branch  and 
regional  office,  XSR  Security  Routers 
integrate  WAN  routing  and  comprehensive 
security  functions,  including  VPN,  stateful 
inspection  firewalling  and  intrusion 
detection — all  in  a  single,  high-performance, 
easy-to-manage  device. 

With  comprehensive  security,  familiar 
management  features  and  breakthrough 
price-performance,  the  XSR  sets  a  new 


standard  for  quality  and  value.  You  will 
lower  the  cost  of  ownership  and  simplify 
network  operations. 

Look  for  the  XSR  Security  Router  to  be  a 
key  solution  when  building  a  Business-Driven 
Network ™  across  your  entire  enterprise. 

For  more  information — including  a  FREE 
Tolly  Report  on  the  XSR — visit  us  on  the 
web  at  enterasys.com/xsr 
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Biz  technology  system  still  rough 


■  BY  JAMES  GASKIN,  NETWORK  WORLD 
GLOBAL  TEST  ALLIANCE 

EmergeCore  Networks’  IT-100  promises 
small-business  owners  a  complete  busi¬ 
ness-technology  system  —  Web  hosting, 
e-mail  services,  file  sharing,  firewall  and 
built-in  wireless  access  point  and  router  — 
so  easy  to  set  up  and  manage  that  they 
won’t  need  IT  help.  And  the  price  is  right:  At 
$1,395,  the  hardware  and  software  system 
costs  less  than  comparable  software 
servers  from  Microsoft  and  Novell. 

But  its  good  features  —  fast  performance; 
quiet,  fanless  operation;  and  Web-building 
tools  —  barely  balance  out  the  under¬ 
developed  and  shallow  management  fea¬ 
tures,  poor  documentation  and  help 
screens,  and  convoluted  administration. 

EmergeCore  says  you  don’t  need  Micro¬ 
soft  Exchange  Server,  which  saves  $1,500. 


Files,  fast 

The  IT-100  beats  competitors  in  file  performance. 

For  this  test  we  transferred  a  340M-byte  WAV  file  via 

FTP  to  each  of  the  three  servers. 

Unit 

Transfer  time 

EmergeCore  IT-100 

41  seconds 

Snap  Server  11 00 

55  seconds 

NetWare  6  on  a  Compaq  ML330,1-GHz 
Pentium  III,  9.1(rbyte  SCSI  disk 

97  seconds 

NetworkWorld 

Review 

But  the  capabilities  of  POP3  and  Internet 
Message  Access  Protocol  mail  server  don’t 
integrate  with  Outlook’s  calendars,  task  lists 
and  address  books.  In  a  world  of  file  and 
print  sharing,  the  IT-100  doesn’t  include 
software  to  support  its  printer  port.  Emerge 
Core  estimates  $1,700  in  systems-manage 
ment  cost  savings,  but  it’s  hard  to  imagine 
the  little  management  available  would  be 
worth  that  much.  Backups  through  the  in¬ 
cluded  USB  ports  don’t  copy  data  or  Web 
pages,  only  the  system  configuration  files. 
An  EmergeCore  support  tech  admitted  that 
it’s  not  really  a  backup. 

The  14-page  Express  Setup  Guide  echoes 
the  installation  screens,  adds  nothing  else, 
and  ends  before  explaining  how  to  add 
users  and  mailboxes.  An  on-screen  ques¬ 
tion-mark  icon  promises  online  help,  but 
provides  scant  explanation  below  each 
option.  There  are  no  details  about  your 
choices  or  guidelines  for  making  them. 

The  IT-100  builds  domains  for  both  the  In¬ 
ternet  services  (Web  and  e-mail)  and  local 
file-sharing  access  via  Windows  network 
protocols.  Defining  users  requires  four 


Takes 


■  Microsoft  last  week  announced  the 
latest  beta  release  of  its  Small  Busi¬ 
ness  Server  2003.  To  make  client/ 
server  networks  less  intimidating  to 
non-technical  users,  Microsoft  made 
the  user  interface  friendly  and  Win¬ 
dows  XP-like;  set  up  and  configura¬ 
tion  rely  on  wizards  and  default  con¬ 
figuration  settings.  Management  is 
eased,  and  the  value  of  features  such 
as  system  reporting  and  monitoring  is 
more  apparent,  the  company  says. 
New  is  a  data  back-up  and  restore 
feature  and  the  inclusion  of  Micro¬ 
soft's  SharePoint  Services  for  intranet 
creation.  Remote  access  features  in¬ 
clude  the  ability  for  users  to  access 
corporate  desktops  or  Outlook  only. 
Users  with  handheld  devices  running 


Pocket  PC  Phone  Edition  2003  and 
Smart  Phone  2003  can  access  e-mail, 
calendar  and  tasks.  It  is  expected  to 
ship  this  fall  in  two  versions;  the 
higher-end  version  will  cost  $1,499;  pric¬ 
ing  for  the  lower-end  version  has  not 
been  announced. 

■  HP  recently  announced  it  will  bundle  a 
trial  version  of  interMute’s  Spam- 
Subtract  Pro  product  on  new  HP 
Pavilion  and  Compaq  Presario  PCs. 
SpamSubtract  Pro  acts  like  a  spam  fire¬ 
wall,  using  a  specialized  algorithm  and 
database  of  spam  e-mail  identifiers. 
Incoming  e-mail  messages  are  sorted 
into  folders  for  confirmed  spam,  sus¬ 
pected  spam  and  friendly  messages. 

The  product  also  can  mask  offensive 
words  in  spam  e-mail  messages  and 
prevent  previewing  of  image  attach¬ 
ments.  After  a  30-day  test  period,  the 
software  costs  $30. 


screens  to  do  what  could  be  done  on  one 
or  two.  You  create  users  through  the 
Domain  menu  heading  rather  than  the 
Users  heading.  But  the  Users  heading  con¬ 
trols  only  administrators.  You  can  connect 
the  IT-100  directly  to  your  WAN  (via  cable 
or  DSL  modem)  or  to  an  existing  router. 
When  we  connected  the  box  to  our  cable 
modem,  the  IT-100  grabbed  the  network  in¬ 
formation  correctly  and  automatically  initi¬ 
ated  network  address  translation  (NAT)  to 
support  internal  network  addresses.  This 
was  the  first  installation  step  that  delivered 


IT-100  features 

Processor:  Transmeta  Crusoe  TM5600, 533-MHz 
System  memory:  128M  bytes  SDRAM 
Storage:  2.5-inch  IDE  HDDD,  20G  bytes 
Networking:  Four-port  switch  with  10/100  M  bit/sec 
Ethernet;  one  WAN  uplink  10/100  Ethernet;  802.11b 
wireless  access  point 

Operating  system:  CoreVista  (heavily  modified 
Slackware  Linux  distribution) 


on  EmergeCore’s  promised  ease  of  use. 

The  server  administration  screen  shows 
an  excellent  summary  of  WAN,  LAN  and 
wireless  traffic  reports,  and  data  such  as 
CPU  load  and  disk  space.  From  the  sum¬ 
mary  page  you  can  reach  some,  but  not  all, 
system  configuration  screens;  the  rest  are 
reached  via  a  menu.  The  IT-100  also  auto¬ 
matically  created  individual  user  home 
directories,  a  nice  touch. The  “public”  file 
area,  accessible  to  anyone,  is  a  common 
feature.  Uncommon  was  the  inability  to  set 
file  access  rights,  either  by  user  or  directory 

The  IT-100  includes  NAT,  a  firewall,  proxy 
services,  and  VPN  client  and  server  sup¬ 
port.  Firewall  settings  consist  of  off,  low, 
medium  and  high.  That’s  it  for  options,  ex¬ 
cept  for  a  denial  list  to  block  entire  IP  ad¬ 
dress  ranges.  The  box  also  includes  VPN 
client  and  server  support  geared  to  remote 
offices.  A  small  business  might  find  this  ade¬ 
quate,  but  larger  firms  deploying  the  box  in 
remote  offices  will  want  more  control. 

The  IT-100  can  be  configured  as  a  proxy 
server.  Although  there’s  no  mention  of 
caching  support  in  the  manual,  the  box 
caches  Web  pages.The  Dynamic  Flost  Con¬ 
figuration  Protocol  server  intelligently  sep¬ 
arated  wired  and  wireless  address  pools, 
and  upgrades  are  a  one-click  affair.  The 
SpamCop  filtering  service  can  be  enabled 
or  disabled  for  the  entire  e-mail  system,  but 
not  for  individual  users. 

One  can  argue  the  wisdom  of  putting  a 
public  Web  site  on  an  internal  file  server. 


But  at  least  EmergeCore  gives  users  a  good 
head  start  on  building  brochure-ware  sites. 
There  are  60  site  templates,  including  stock 
photos  and  marketing  verbiage  for  28  ver¬ 
tical  industries. 

The  components  snap  together  easily.  A 
few  include  Flash  coding  that  scrolls 
company  name  and  information  across 
the  screen.  Customized  data,  such  as  the 
company  name,  address  and  years  estab¬ 
lished,  weave  in  and  out  of  the  pre-written 
page  content. 

However,  the  directory  of  site  files  is  hid¬ 
den,  forcing  us  to  use  the  provided  HTML 
page  editor.  Adding  pages  and  images  was 
poorly  explained.  Help  pages  exist,  except 
for  the  ones  with  placeholders  that  said 
“help  goes  here.’’The  HTML  editor  doesn’t 
work  with  a  Netscape  7  browser,  although 
all  the  other  management  tools  did. 

EmergeCore  IT-lOO’s  performance  is 
strong,  and  the  administrative  browser- 
based  tools  are  attractive  and  well  done.  But 
it  doesn’t  drill  down  enough.  An  Advanced 
button  on  every  administrative  page  that 
provided  more  management-control  levels 
would  make  all  the  difference. 


Gaskin  is  a  Dallas-area  consultant  and 
author  who  has  been  helping  small  and 
midsize  businesses  use  technology  since 
1986.  He  can  be  reached  at  readers@ 
gaskin.com. 


Net  Results 


EmergeCore  IT-100 


OVERALL  RATING 

3.05 


Company:  EmergeCore  Networks,  (208) 
947-8555  Cost:  $1,395.  Pros:  Fast  file 
performance,  quiet  good  bundle  of  DHCP, 
NAT  and  firewall.  Cons:  Superficial 
management,  no  troubleshooting  tools  or 
printer  support,  few  security-configuration 
options. 


Manageability  25% 

3 

Features  25% 

4 

Setup/instaliation  20% 

3 

Documentation  20% 

2 

Reporting  tools  10% 

3 

TOTAL  SCORE  3.05 

■  Scoring  key:  5:  Exceptional;  4:  Very  good; 
3:  Average;  2:  Below  average;  1:  Consistently 

subpar 
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Your  priorities 
are  clear  now. 

Switching  to  a  converged  environment  is  a 
complicated  process.  And  you  don’t  have  time 
to  master  every  platform.  Not  with  everything 
else  on  your  plate. 


Fortunately,  NextiraOne  can  help.  With  our 
proven  expertise  in  converged 

environments,  your  migration 
becomes  much  clearer. 

And  your  job  does  too. 

At  NextiraOne,  our 
experienced  professionals 
bring  clarity  to  your  complex 
communications  networks.  Whether 
designing,  implementing,  supporting 
or  managing.  Whether  it’s  a  voice,  data  or  converged 
infrastructure.  Whether  you’re  in  the  United  States 
or  around  the  world.  No  matter  what,  we  provide 
the  expertise,  resources,  leadership  and  vendor- 
independence  that  ensure  world-class  networks. 

In  fact,  NextiraOne  is  already  working  —  adding 
clarity  —  at  almost  500,000  sites  worldwide. 

Simply  put,  whatever  we  do  and  wherever  we  go, 
clarity  follows.  So,  instead  of  spending  all  your 
time  learning  the  intricacies  of  convergence,  you 
can  trust  NextiraOne  —  and  get  back  to  the  rest 
of  your  responsibilities.  Like  getting  full  value 
out  of  your  IT  resources. 

www.NextiraOne.com 
(888)  398-0547 
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update 

■  AN  INSIDE  LOOK  AT  THE 
TECHNOLOGIES  AND  STANDARDS 
SHAPING  YOUR  NETWORK 


TCP  Offload  Engine  speeds  processing 


■  BY  JOE  GERVAIS 

TCP/IP  has  long  been  the  common  lan¬ 
guage  for  network  traffic,  and  recent  initia¬ 
tives  such  as  Internet  SCSI  and  Remote  Di¬ 
rect  Memory  Access  are  making  it  the  pro¬ 
tocol  of  choice  for  storage  and  clustering. 

However,  processing  TCP/IP  traffic  re¬ 
quires  significant  server  resources.  Special¬ 
ized  software  and  integrated  hardware 
known  as  TCP  Offload  Engine  (TOE)  tech¬ 
nology  eliminates  server-processing  con¬ 
straints. 

TOE  technology  consists  of  software 
extensions  to  existing  TCP/IP  stacks  that 
enable  the  use  of  hardware  data  planes 
implemented  on  specialized  TOE  network 
interface  cards  (TNIC). 

This  hardware/software  combination  lets 
operating  systems  offload  all  TCP/IP  traffic 
to  the  specialized  hardware  on  the  TNIC, 
leaving  TCP/IP  control  decisions  on  the 
server.  Most  operating  system  vendors  pre¬ 
fer  this  approach,  which  is  based  on  a  data¬ 
path  offload  architecture. 

NiCs  today  process  TCP/IP  operations  in 
software,  which  creates  substantial  system 
overhead.  The  three  areas  that  cause  the 
most  system  overhead  are  data  copies,  pro¬ 
tocol  processing  and  interrupt  processing. 

The  explosion  of  the  number  of  packet 
transactions  generated  per  application  net¬ 
work  I/O  causes  high  interrupt  load  on 
servers.  Hardware  interrupt  lines  are  acti¬ 
vated  to  provide  event  notification. 

For  example,  a  typical  64K  bit/sec  appli¬ 
cation  write  to  a  network  results  in  60  or 
more  interrupt-generating  events  between 
the  system  and  a  generic  NIC  to  segment 
the  data  into  Ethernet  packets  and 
process  the  incoming  acknowledge¬ 
ments.  This  creates  significant  protocol¬ 


HOW  IT  WORKS 


TCP  Offload  Engine 


A  TOE  NIC  (TNIC)  provides  efficient  data  delivery  by 
eliminating  data  copies  and  protocol-processing  and 
interrupt-processing  overhead. 


Traditionally,  a  NIC 
would  buffer  packets 
in  host  memory  then 
the  host  TCP  stack 
would  reassemble  the 
datastream  and  copy 
to  an  application. 

m 


O  Server  A  sends  data  to  Server  B. 

©  Host  TCP  stack  passes  data  pointer  to  TNIC. 

©  TNIC  performs  all  TCP  protocol  processing  and  sends  packets  over  the  network. 
©  TNIC  receives  packets,  reassembles  datastream  and  places  it  in  application  memory. 


processing  overhead  and  high  interrupt 
rates.  While  some  operating  system  fea¬ 
tures  such  as  interrupt  aggregation  can 
reduce  interrupts,  the  corresponding 
event  processing  for  each  server-to-NIC 
transaction  is  not  eliminated. 

A  TNIC  dramatically  reduces  the  network 
transaction  load  on  the  system  by  chang¬ 
ing  the  system  transaction  model  from  one 
event  per  Ethernet  packet  to  one  event  per 
application  network  I/O.  The  64K  bit/sec 
application  write  becomes  one  data-path 
offload  event, moving  all  packet  processing 
to  the  TNIC  and  eliminating  interrupt  load 
from  the  host.  A  TNIC  provides  maximum 


benefit  when  each  application  network  I/O 
translates  to  multiple  packets  on  the  wire, 
which  is  a  common  traffic  pattern. 

Standard  NICs  incorporate  hardware 
checksum  support  and  software  en¬ 
hancements  to  eliminate  transmit-data 
copies,  but  can’t  eliminate  receive-data 
copies  that  consume  significant  pro¬ 
cessor  cycles.  A  NIC  must  buffer  received 
packets  on  the  system  so  the  packets  can 
be  processed  and  corresponding  data 
coupled  with  a  TCP  connection.  Next,  the 
receiving  system  must  associate  the  unso¬ 
licited  TCP  data  with  the  appropriate 
application  and  copy  the  data  from  sys¬ 


tem  buffers  to  the  destination  memory 
location. 

Because  a  TNIC  performs  protocol  pro¬ 
cessing  locally  before  placing  data  on  a 
system,  it  can  use  zero-copy  algorithms  to 
place  data  directly  in  application  buffers, 
avoiding  intermediate  host-side 
buffering  and  the  associated 
expensive  receive-data  copies. 

TNICs  dramatically  reduce 
system  overhead  associated 
with  moving  data.  Recent 
benchmarks  have  shown  that 
replacing  a  NIC  with  a  TNIC 
delivers  the  equivalent  of  dou¬ 
ble  the  number  of  processors  in 
file  servers  and  systems  with 
heavy  content-delivery  de¬ 
mands.  For  footprint  and  power¬ 
conscious  systems,  TNICs  use  a 
fraction  of  the  power  of  a  corre¬ 
sponding  NIC  and  microproces¬ 
sor  for  the  task  of  filling  Gigabit 
Ethernet  pipes. 

TOE  analysis  tools  are  available  to  help 
administrators  evaluate  systems  benefits  in 
transitioning  from  the  NIC  I/O  model  to  the 
TNIC  I/O  model. 

IT  managers  are  deploying  TNICs  to  pro¬ 
vide  servers  with  the  necessary  hardware 
processing  to  handle  increasing  data  deliv¬ 
ery  demands.  As  TNIC  functionality  is  inte¬ 
grated  into  blade  servers,  embedded  sys¬ 
tems  and  eventually  desktop  machines, 
OEMs  and  end  users  will  benefit  from  the 
efficiency  of  TNICs  in  offloading  all  TCP- 
based  networking  and  storage  protocols 
“all  TCP-based  traffic.” 

Gervais  is  the  director  of  product  market¬ 
ing  at  Alacritech.  He  can  be  reached  at 
joeg@alacritech.  com. 


Dr.  Internet  By  Steve  Blass 

Our  Web  sites  run  on  Apache/mod_ssl  servers 
hosted  by  our  ISP.  We  want  to  authenticate 
Web  site  visitors  by  using  personal  digital  cer¬ 
tificates  instead  of  a  basic  logon  dialog  box. 
Can  we  configure  Apache  to  require  client  cer¬ 
tificates  at  the  directory  level?  Can  the  site 
then  use  digital  IDs  issued  by  certificate 
authorities  such  as  RSA  Security  and  Thawte, 
or  do  we  have  to  issue  personal  certificates  to 
our  users  from  our  site? 


Although  performance  is  better  when  you  place 
the  authentication  directives  in  the  server’s  main 
configuration  file,  Apache  with  mod_ssl  can  be 
configured  to  look  for  personal  digital  certificates 
at  the  directory  level.  The  same  AuthConfig  over¬ 
ride  privileges  apply  to  both,  so  you  should  be  able 
to  require  client  certificates  if  you  can  make  basic 
logon  authentication  changes  on  the  server.  Edit 
your  htaccess  file  to  include  the  following:  SSL- 
RequireSSL;  SSLVerifyClient  require;  and  SSL- 


VerifyDepth  10. 

This  tells  Apache  to  drop  non-SSL  connections 
and  request  client  certificates  for  authenticating 
SSL  requests  below  the  protected  directory.  Web 
site  visitors  can  use  personal  certificates  issued  by 
any  certificate  authority  trusted  by  your  Web  server. 

Blass  is  a  network  architect  at  Change@Work  in 
Houston.  He  can  be  reached  at  dr  internet® 
changeatwork.  com. 
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INSIDE  THE 
NETWORK 
MACHINE 

Mark 

Gibbs 


Last  week  we  asked  if  anyone  had  any 
ideas  on  how  to  get  Serial  Advanced 
Technology  Attachment  drives  to 
work  under  Linux,  and  Mark  Mills  was  the 
first  to  respond:  “Install  a  3Ware  card.  I’m 
new  to  Linux  but  3Ware’s  documentation 
made  it  fairly  straightforward  (even  for  a 
Windows  user).  If  you  are  already  familiar 
with  Linux  it  will  be  a  snap!”  Mills  went  on 
to  note:  “64bit  PCI  slot  +  3Ware  Serial  ATA 
controller  =  185M  byte/sec  reads  and  70M 
byte/sec  writes  in  RAID  5.” 

He  also  boasted:“My  most  recent  accom¬ 
plishment  —  12  individual  250G  byte  Serial 
ATA  drives  on  one  Serial  ATA  RAID  con¬ 
troller  for  a  total  of  2.25  terabytes  . . .  (put 
into  RAID  5  comes  to  2  terabytes  of  space) 
on  a  5U  server  with  2  gigabit  NICs,  floppy 
DVD-ROM,  tape  drive  and  N+l  redundant 
power  supply’  Cool.  We  detect  a  kindred 
spirit. 

Armed  with  this  information  we  are  plan¬ 
ning  to  put  together  a  RAID  Serial  ATA  con¬ 
figuration,  so  we’ll  let  you  know  what  we 


find  out  about  the  intricacies  therein. 

Anyway,  we  started  off  this  series  of 
Gearhead  columns  discussing  the  wireless 
LAN  (WLAN)  we  set  up  for  Jim  Sterne’s  re¬ 
cent  Emetrics  Summit  (see  www.nwfusion. 
com,  DocFinder:  6629).  We’re  getting  into 
this  in  a  roundabout  kind  of  way  and  so  far 
have  covered  the  setup  of  our  Raritan  key¬ 
board/video/mouse  switch  in  our  lab  that 
reduced  the  amount  of  running  around  we 
have  to  do,  and  last  week  moved  on  to  an 
overview  of  what’s  new  in  the  Red  Hat 
Linux  9  software  we  loaded  on  our  net¬ 
work  server. 

We  were  going  to  get  into  a  detailed 
what’s  what  in  this  Linux  release  but  we 
found  an  exhaustive  summary  at  Guru 
Labs  (details  at  DocFinder:  6630)  that 
tells  you  all  you  need  to  know  and  then 
some.  Our  experiences  with  Red  Hat 
Linux  9  have  so  far  been  fantastic!  It  is 
fast,  clean  and  it  is  a  pleasure  to  play,  er, 
work  with. 

So,  now  that  the  basic  server  was  out  of 
the  way  we  were  ready  to  tackle  the  wire¬ 
less  network.  Linksys  loaned  us  a  Dual- 
Band  Wireless  A+G  Broadband  Router 
(Mode!  WRT55AG;  see  DocFinder:  6631), 
which  is  a  WAN/LAN  router,  a  four-port 
10/100M  bit/sec  Ethernet  switch  and  a 
wireless  access  point.  The  latter  supports 


what  Linksys  calls  Universal  Wireless  Ac¬ 
cess,  which  is  to  say  it  handles  802.11a, 
802.11b  and  802.1  lg. 

Note  that  the  ports  on  the  WRT55AG’s 
Ethernet  switch  support  Auto-MDI/MDI-X. 
The  specifications  for  lOBase-T  and 
100Base-TX  define  that  two  pairs  of  wires 
are  used  to  connect  two  nodes.  To  do  so 
the  transmit  side  of  the  interface  on  one 
machine  must  be  connected  to  the  receive 
side  of  the  other  machine’s  interface  and 
vice  versa. 

This  requires  that  the  wires  in  the  cable 
used  to  connect  the  nodes  be  “crossed.” 
Now,  the  design  of  standard  unshielded 
twisted  pair  cabling  with  RJ45  connectors 
uses  straight-through  wiring  so  the  jacks  on 
hubs  have  ports  physically  configured  to 
be  crossed  over.  Thus,  NIC  cards  normally 
are  configured  to  be  “straight”  (called  a 
Medium  Dependent  Interface,  or  MDI), 
while  hubs  are  normally  configured  as 
“crossed”  (called  a  Medium  Dependent 
Interface-Crossed, or  MDI-X).So,if  you  need 
to  connect  a  NIC  directly  to  another  NIC  or 
hub  to  another  hub,  you’ll  need  a  cross¬ 
over  cable. 

Many  hubs  have  a  special  port  that  lets 
you  connect  the  hub  to  another  hub’s  MD1- 
X  port  without  using  a  cross-over  cable.This 
port,  configured  as  an  MDI  port,  also  is 


called  an  uplink  port  or  MDI-II  port. 

The  Auto-MDI/MDI-X  feature  automatical¬ 
ly  determines  whether  the  port  should  act 
as  an  MDI  or  an  MD1-X  port. 

Anyway,  to  support  all  three  wireless 
communications  standards  the  WRT55AG 
contains  two  wireless  radios.  One  radio 
runs  at  2.4  GHz  for  802.11b  and  802.1  lg 
service,  providing  1 1 M  bit/sec  and  54M 
bit/sec,  respectively.  The  second  radio 
runs  at  5  GHz  and  supports  802.11a, 
which,  like  802.1  lg,  supports  54M  bit/sec 
links.  All  this  and  the  device  is  the  same 
size  as  the  company’s  previous  access 
points. 

Getting  the  WRT55AG  running  was  a 
piece  of  cake.  We  configured  it  to  provide 
Dynamic  Host  Configuration  Protocol  ser¬ 
vice  but,  because  of  the  need  for  the  WLAN 
to  be  open,  we  didn’t  enable  Wired 
Equivalent  Privacy 

We  used  a  Linksys  Dual  Band  Wireless 
A+G  Notebook  Adapter  (WPC55AG,  see 
DocFinder:  6632)  to  test  the  wireless  out 
and  —  wow!  —  the  performance  of 
802.11a  and  802.1  lg  is  awesome. 

So,  there  was  the  infrastructure,  next 
week,  we  fire  her  up! 

Details,  details,  details  to  gearhead@ 
gibbs.com. 


KVM  in,  Linux  server  up,  we  install  the  WLAN 


care  about  cable  modems  (they  get  whatever  the  cable 
company  gives  them),  they  might  be  interested  in  this 
news.  SMC  Networks  recently  launched  a  new 
cable  modem  (the  EZ  Connect  SMC8004CM) 
that  has  both  an  Ethernet  port  and  a  USB  port 
for  quick  connections.  The  cable  modem 
lets  a  user  connect  his  cable  line  to  the 
box,  and  then  connect  a  computer  via 
Ethernet  and  a  second  one  via  the 
USB  port.  In  addition, users  can  take 
the  Ethernet  port  and  connect  to 
another  hubror  router  to  create 
a  larger  network. 

The  SMC8004CM  is  DOC- 
SlSl.l-certified,  but  also  has 
DOCSIS  2.0  capabilities  built 
in,  which  means  it  will  be 
“ready  for  the  future,”  SMC 
says.  The  box  is  aimed 
mainly  at  cable  broadband 
providers  and  will  cost  less 
than  $50,  SMC  says.  For 
more  information,  visit  the 
SMC  Web  site. 


Cool 

Quick  takes 
on  high-tech  toys 

By  Keith  Shaw 


lOGear's  trigger-style 
wireless  mouse  has  a 
range  of  50  feet. 


Another  widescreen  notebook 

It  looks  like  Apple  hit  another  nerve  with  end  users’ 
tastes  (I  mean  that  in  a  good  way).  After  Apple  released  its 
widescreen  notebook  earlier  this  year,  PC  notebook  ven¬ 
dors  followed  suit  with  some  widescreen  notebooks  of 
their  own  (HP  announced  one  a  few  weeks  ago). 

The  latest  notebook  is  from  Toshiba,  which  last  week 
announced  the  Satellite  P25-S507,  a  17-inch-display 
widescreen  (1,440  by  900  pixels)  laptop.  The  P25-S507 
includes  built-in  silver  Harman  Kardon  stereo  speakers,  a 
built-in  DVD-R/RW  combination  drive,  integrated 
802.1  la/b  wireless  connectivity  and  an  NVIDIA  GeForce 
FX  Go5200  graphics  card. 

The  notebook  includes  an  Intel  Ftentium  4 
processor  with  hyperthreading 
technology,  speeds  up  to  2.8  GHz, 

512M  bytes  of  RAM  (upgradeable 
to  2G  bytes),  a  60G-byte  hard  drive, 
integrated  10/100M  bit/sec  Ethernet 
and  V.92  rruKlem,  and  four  USB  2.0 
ports.  The  P25-S507  starts  at  about 
$2,li>0  and  is  available  at  Toshiba’s 
Web  site  (  www.shoptoshiba.com). 

More  wireless  gear 

As  1  wait  for  my  USB-enabled 
802.1  lg  adapter  (coming  soon,  I 


hope),  companies  such  as 
Netgear  are  releasing  other 
adapter  form  factors.  The  company  last  week 
launched  an  802.1  lg  wireless  Ethernet  bridge  and  a 
PCI  adapter. 

The  WGE101  Wireless  Ethernet  Bridge  ($130)  lets 
Ethernet-enabled  devices  (including  non-computer  de¬ 
vices  such  as  game  console,  personal  video  recorder  or 
stereo  equipment)  connect  wirelessly  to  an  802.1  lg  net¬ 
work  (or  to  an  802.1  lb  network, but  at  slower  speeds). The 
Ethernet  bridge  also  can  be  connected  to  one  of  Netgear’s 
other  Ethernet  switches  (the  FS605),  letting  multiple 
Ethernet  devices  connect  to  the  network  with¬ 
out  requiring  additional  wireless  adapters.  The 
WG31 1  Wireless  PCI  Adapter  ($90)  installs  on  a 
desktop  computer  to  give  the  computer  access 
to  an  802. 1 1  b  or  802. 1 1  g  network. 

Both  devices  support  40-,  64-  and  128-bit 
Wired  Equivalent  Privacy  encryption,  and  the 
WG311  supports  VPN  pass-through  and 
dynamic  rate  shifting,  Netgear  says. 

SMC  ships  cable  modem 

While  end  users  might  not 

Toshiba  has  jumped  on  the 
widescreen  bandwagon  with 
its  17-inch  model. 


Set  your  Phaser  on  ‘Advance' 

lOGear  last  week  launched  a  new,  trigger-style  wireless 
mouse  that  includes  an  integrated  laser  pointer  and  a 
thumb-operated  trackball.  The  $50  Phaser  is  aimed  at 
FbwerRaint  users,  who  now  can  walk  around  a  room  and 
advance  the  next  slide  by  pushing  the  Phaser’s  “trigger 
which  acts  as  the  left-click  function.The  Phaser  comes  with 
a  USB  adapter  that  connects  to  a  user’s  computer.  The 
adapter  connects  wirelessly  via  radio  frequency  to  the 
Phaser  and  has  a  range  of  about  50  feet,  lOGear  says.  Go  to 
the  lOGear  Web  site  for  more  details. 

Shaw  can  be  reached  at  kshaw@nww.com. 


We’ve  always  made  your  applications  reliable.  Now  we  make  them  faster,  too. 
VERITAS  acquired  Precise  Software,  the  leader  in  application  performance. 
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EDITORIAL 

Bob  Brown 


Getting 
Vertical 

So  how  about  that  RFID?  Gotta  love  CPOE,  right? 

Whaddya  say  about  ETL?  Just  when  you  think  you’ve 
got  a  handle  on  the  latest  network  terms,  along 
comes  a  new  batch  to  send  your  brain  whirling. 

But  don’t  feel  too  bad. The  terms  behind  the  acronyms 
above  (radio  frequency  identification,  computerized  physi¬ 
cian  order  entry  and  extraction,  transfer  and  load)  are 
more  likely  to  be  familiar  to  network  IT  executives  in  spe¬ 
cific  vertical  markets  than  to  network  professionals  in  gen¬ 
eral.  RFID  is  a  huge  trend  in  retail  and  manufacturing.  With 
the  Health  Insurance  Portability  and  Accountability  Act 
somewhat  under  control,  CPOE  is  a  new  focus  for  health¬ 
care.  And  ETL  is  big  for  banks. 

Our special“Getting Vertical” section  in  this  issue  (begin¬ 
ning  on  page  32)  zeroes  in  on  six  markets  —  healthcare, 
education,  retail,  banking,  manufacturing  and  state  govern¬ 
ment  —  and  highlights  the  hottest  issues. While  we  exam¬ 
ine  many  industry-specific  technology  advances  in  these 
stories,  one  thing  that  comes  across  is  that  plenty  of  chal¬ 
lenges  cut  across  industries. 

Take  security,  for  instance. 

Our  piece  on  the  education  market, “Security  Lessons,” 
explores  the  complex  network  issues  schools  face  today 
On  one  hand,  they  want  to  provide  open  access  to  infor¬ 
mation  —  the  lifeblood  of  any  school.  On  the  other,  they 
don’t  want  to  become  easy  marks  for  network  intruders. 

Security  is  foremost  on  the  minds  of  network  profession¬ 
als  at  financial  firms,  too. “We  have  to  apply  patches  nearly 
every  dayf  the  IT  manager  for  one  credit  union  tells  us, 
referring  to  his  network  security  battles. 

Wireless  is  another  topic  that  cropped  up  again  and 
again.  Healthcare  officials,  like  those  quoted  in  our  story 
“Take  two  tablet  PCs  and  call  me  in  the  morning,”  are  salivat¬ 
ing  over  the  potential  benefits  for  doctors  and  patients,  but 
also  have  concerns  about  security  and  workflow.  Wireless 
also  is  finding  a  home  on  factory  floors,  where  wires  really 
can  get  in  the  way  (see  “Shop  talk,"  page  36). 

Another  common  topic  is  doing  more  with  less.That’s  the 
focus  of  our  story  on  state  government,  where  innovative 
projects  are  moving  ahead  despite  shrinking  budgets 
(“Shoestring  networks,"  page  43).  Money  issues  also  are  a 
big  factor  in  how  fast  retailers  go  forward  with  RFID 
(“Playing  tag,"  page  41). 

No  single  vertical  market  segment  accounts  for  more 
than  12?.)  of  Network  World’s  readership  (government/mili¬ 
tary  represents  the  biggest  chunk,  followed  by  manufactur¬ 
ing  ).  So  we  do  tend  to  write  most  of  our  stories  with  a 
more  general  audience  in  mind.  But  enjoy  these  more 
focused  pieces.  After  all,  where  else  are  you  going  to  learn 
the  difference  between  EMR  and  ePC? 

—  Bob  Brown 
Executive  editor,  news 
bbrown  @nwu).  corn 
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Power  line  problem 

Your  story  “Broadband  over  power  lines  closer  to 
reality”  (www.nwfusion.com,  DocFinder:  6622)  mini¬ 
mizes  the  very  serious  “environmental”  impact  of 
power  line  communication/broadband  over  power 
line  Internet  service:  radio  frequency  interference 
with  many  licensed  and  passive  radio  services. 
Amateur  radio,  public  service  radio,  short-wave 
broadcasting  and  radioastronomy  likely  will  suffer 
considerably  because  the  power  lines  are  inefficient 
at  transmitting  radio  signals  (see  http://arrl.org/bpl). 
Your  story  indicates  these  issues  have  been  ad¬ 
dressed,  but  from  my  standpoint  as  a  radio  astron¬ 
omer,  ham  operator  and  IT  director,  the  “fixes”  have 
been  more  on  the  political  side  than  the  technical. 

Martin  Ewing 
Visiting  fellow,  Department  of  Electrical 

Engineering 
Yale  University 
New  Haven,  Conn. 

Dirty  little  secret 

Regarding  the  Q&A  with  Novartis  Director  of  Tele¬ 
communications  Marc  Shipman  (DocFinder:  6623): 
1  had  to  chuckle  at  the  three  new  “applications” 
Novartis  uses  on  its  IP  phones.  Considering  a  PC  is 
probably  sitting  right  next  to  the  phone,  I’d  much 
rather  use  a  normal  keyboard  to  type  someone’s 
name  into  the  phone  directory  or  to  get  the  time  or 
weather  somewhere  in  the  world. 

I  was  glad  to  see  Shipman  tell  the  “dirty  little  secret” 
that  most  voice-over-IP  vendors  don’t  want  you  to 
know:  It’s  not  easy  to  integrate  VoIP  into  your  existing 
data  and  telecom  infrastructure,  and  the  vendors 
aren’t  always  the  best  people  to  do  the  work. 

Debbie  Joy 
Phoenix 

E-mail  letters  to  jdix@ntvw.com  or  send  them  to  John  Dix,  editor  in 
chief.  Network  World.  1 18  Turnpike  Road.  Southborough,  MA  01772. 
Please  include  phone  number  and  address  for  verification. 


Gashing  in  on  MPLS 

Regarding  your  story  “Carriers  struggling  to  cash  in 
on  MPLS”  (DocFinder:  6624):  My  experience  in  work¬ 
ing  with  the  big  interexchange  carriers  and  regional 
Bell  operating  companies  is  they  just  don’t  do  a  good 
job  positioning  Multi-protocol  Label  Switching. 

Last  month  I  had  a  client  that  wanted  to  trial  VoIP 
in  10  locations.lt  has  a  40-node  frame  relay  network 
with  one  of  the  domestic  IXCs.  I  put  an  RFP  together 
and  sent  it  to  all  the  IXCs  and  one  of  the  RBOCs. 

AT&T  led  with  its  MPLS  product,  IP-Enabled  Frame 
Relay  Sprint  pushed  SprintLink.  MCI  pushed  The  Ad¬ 
vantage,  its  Session  Initiation  Protocol  (SIP)  phone/ 
MPLS  bundle.  My  RFP  stated  that  we  wanted  to  use 
Differentiated  Services  to  prioritize  the  SIP  traffic. 
None  of  the  responses  mentioned  Diff-Serv. 

AT&T  positioned  MPLS  as  way  to  save  money  over 
frame  relay  —  fewer  permanent  virtual  circuits 
needed  —  but  the  starting  price  for  the  enterprise 
PVCs  was  twice  the  price  of  standard  frame  PVCs,so 
the  savings  was  nil.  Sprint’s  SprintLink  was  the 
cheapest  by  far,  but  didn’t  handle  SIP  prioritization. 
MCI’s  Advantage  was  too  expensive  given  the  SIP 
phones  were  in  the  bundle.  My  client  wants  to  use 
Windows  XP’s  SIP  client. 

When  I  pushed  AT&T  for  Diff-Serv  support,  it  told 
me  to  order  two  PVCs  per  location  —  one  for  voice, 
the  other  for  data.  Why  are  they  pushing  a  network 
that  is  supposed  to  prioritize  Layer  3  traffic,  and  then 
when  a  customer  wants  that,  they  propose  an  over¬ 
engineered  solution  to  cover  their  behinds? 

Next  time,  I’ll  tell  a  customer  to  forget  about  trying  to 
get  a  carrier  to  take  ownership  of  Layer  3  prioritiza¬ 
tion.  I  see  a  huge  opportunity  there,  but  the  carriers 
have  too  much  at  stake  in  terms  of  their  existing  voice 
business  trying  to  stifle  customer  adoption  ofVoIP 

Kevin  Carman 
Managing  partner 
Canard  Partners 
*  Atlanta 


More  online!  www.nwfusion.com  Find  out  what  readers  are  saying  about  these  and  other  topics.  DocFinder  6621 
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STAYING  CONNECTED 

Edward  Horrell 


No  one  here  but  the  sales  department 


A  recent  story  in  USA  Today  discussed  the  difficulty  of  getting 
assistance  when  experiencing  service  troubles. The  writer  gave 
examples  of  some  national  companies  at  which  it  is  difficult,  if 
not  impossible,  to  get  a  live  person  to  help  you. 

This  inspired  me  to  make  a  list  of  the  important  products  and  ser¬ 
vices  I  use  at  work  and  home.These  include  my  local  telephone  ser¬ 
vice,  long-distance  (AT&T),  wireless  provider,  PC  hardware  and  soft¬ 
ware  support,  broadband  Internet  service,  banking  and  utilities.  I 
then  expanded  the  list  to  include  my  doctor,  local  hospital,  hair  salon 
(are  there  any  barbers  left?),  attorney,  CPA  and  dentist.  Next,  I  called 
the  customer  service  number  or  main  number  for  each  to  see  how 
long  it  took  to  get  “real-person”  assistance. 

The  only  companies  at  which  live  operators  answered  were  my 
dentist  and  attorney,  neither  of  whom  I  particularly  enjoy  talking  to. 
AT&T  and  the  hair  salon  never  even  allowed  me  to  talk  to  the  auto 
attendant  (busy  signals).  My  long-distance  providers  loop  of  options 
included  one  for  speaking  with  a  customer  service  representative. 
When  I  opted  for  that,  the  loop  began  all  over  again.  I  waited  30  min¬ 
utes  to  speak  to  a  live  rep  from  my  cable  company.  And  1  concluded 
that  there  is  no  such  company  as  Microsoft. 

This  exercise  left  me  with  these  conclusions: 

•  I  will  buy  a  new  PC  before  1  call  for  hardware  assistance.  Messrs. 
Hewlett  and  Packard  have  obviously  left  the  building. 

•  Buy  stock  now  in  AT&T. They  have  a  deal  for  $4.95  and  then  7 


cents  a  minute  for  long-distance. That  deal  in  itself  is  not  so  good, 
but  the  reason  it  makes  sense  as  an  investor  is  that  once  a  cus¬ 
tomer  is  on  it,  he  can’t  leave!  I’ve  tried  for  months  to  call  the  num¬ 
ber  on  my  phone  bill  to  change  my  plan,  but  every  time  I  call,  I 
wait  on  hold  about  30  minutes,  figure  it’s  cheaper  to  pay  the  $4.95 
and  hang  up. 

•  Many  of  the  employees  at  my  hair  salon  seem  to  do  nothing  but 
look  at  themselves  in  the  mirror  all  day  Why  can’t  they  put  a  mirror 
by  the  main  phone  so  some  of  these  folks  can  answer  calls  while 
they  primp  instead  of  having  the  customer  listen  to  a  recording  to  set 
an  appointment? 

•  My  local  hospital’s  recording  told  me  to  call  another  number  if 
this  were  an  emergency. Thanks.  (In  the  phone  directory,  they  also  list 
the  number  for  their  barbershop  before  their  main  telephone  num¬ 
ber.  . .  I  might  try  them  out.) 

•  If  anyone  can  find  a  Microsoft  number,  please  let  me  know. 

By  the  way,  try  to  connect  to  the  sales  department  for  any  of  these 
firms  and  notice  how  quickly  you’ll  get  through. 

I  am  closing  with  a  plea  for  corporate  managers  to  call  your  own 
customer  service  departments  and  listen  to  what  your  customers  are 
hearing.  For  most  of  you,  this  will  take  some  time  —  be  patient. 

Horrell  is  a  telecom  speaker,  author  and  consultant  in  Memphis.  He 
can  be  reached  at  www.edhorrell.com. 


Call  your  own 
customer  service 
departments  and 
listen  to  what 
your  customers 
are  hearing. 


YANKEE  INGENUITY 

Howard  Anderson 

Every  time  the  U.S.  goes  to  war,  there 
always  seems  to  be  a  “peace  dividend” 
—  a  commercial  spinoff  from  the 
Department  of  Defense  spending  that  flows 
to  the  private  sector.  Because  we  needed  a 
better  way  to  gauge  where  artillery  shells 
would  fall,  the  U.S.  Army  invested  money  in 
computer  technology  during  World  War  II. The  spinoff  was  the  early 
Univac  and  IBM  computers  that  primed  the  pump  for  the  first  gener¬ 
ation  of  commercial  computing. 

Next  came  the  Cold  War.  Out  of  this  came  Tang  and  embryonic  net¬ 
working.  Vietnam  produced  the  idea  of  fail-safe  networks,  which 
could  withstand  nuclear  attack.  Peace  dividend:  the  Internet. 

The  US.  government  now  has  made  enormous  pronouncements 
about  massive  spending  because  of  Sept.  11.  With  the  communica¬ 
tions  sector  in  a  long-term  funk  and  the  commercial  market  mori¬ 
bund,  I  want  to  back  any  company  that  might  grab  some  of  the  sup¬ 
posed  spending  by  producing  a  technology  that  might  morph  to  a 
real  market  in  the  industrial  sector.  But  where?  Yes,  certainly  there  is 
an  interface  between  government  short-term  needs  and  industry’s 
long-term  needs,  but  is  that  security?  Security  is  a  hard  sell  in  the 
industrial  world  because  it  really  doesn’t  create  opportunities;  it  just 
forestalls  some  potential  problems.  In  short,  security  is  an  expense, 
not  a  revenue-driving  technology. 

One  way  to  look  at  the  world  is  in  terms  of  Big  Customers  . . .  and 
no  single  customer  is  as  big  as  the  U.S.  government.  In  the  world  of 
IT  spending,  government  accounts  for  21%  of  all  spending.  I’d  like 
to  find  out  just  where  the  government  is  spending  in  computing 
and  networking  now,  and  to  find  those  technologies  and  compa¬ 
nies  that  could  “slipstream”  into  those  applications  that  are  cost- 
effective  and  tamper-proof.  I’m  not  the  only  one  with  this  idea; 
every  company  and  every  venture  capitalist  wants  part  of  that  gov¬ 
ernment  goodie  bag. 

The  problem  is  that  what  the  government  says  it  is  going  to  do  and 
what  it  actually  does  are  not  the  same  thing.  Will  the  government 
back  up  its  broad  pronouncements  about  the  cybersecurity  threat 


Where's  the  war  dividend? 


with  hard  dollars,  or  will  it  do  as  little  as  possible  as  loudly  as  possi¬ 
ble  here  and  put  most  of  the  money  into  physical  security  and  knock 
cybersecurity  down  to  fifth  or  sixth  on  its  agenda? 

I  would  like  to  see  the  money  go  into  authorization/authentication, 
identity  management,  Web  application  security,  and  intrusion  detec¬ 
tion  and  prevention.  Each  area  represents  a  problem  for  the  U.S.  gov¬ 
ernment  now  and  an  area  where  companies  could  benefit  on  an 
ongoing  basis. 

For  example,  the  Army  wants  to  outfit  50,000  troops  with  a  program 
called  Objective  Force  Warrior  with  more  gizmos  than  even  Hasbro 
Toys  could  think  up.  All  of  which  will  require  ...  batteries.  Even  today, 
the  modern  U.S.  soldier  goes  into  battle  with  65  batteries  on  his  per¬ 
son  and  his  weapons.  I  have  invested  in  a  company  called  A123, 
which  is  working  on  the  problem  of  more  battery  power  and  lighter 
weight.  Other  investors  include  Qualcomm  and  Motorola.  If  this  tech¬ 
nology  could  be  developed,  it  would  quickly  find  its  way  into  cell 
phones,  laptops  and  power  tools. 

Maybe  1  should  look  at  this  from  the  other  direction.  Maybe  1 
should  be  evaluating  what  companies  need  and  then  just  treat  the 
U.S.  government  as  a  corporation  that  has  been  supersized. The  cut¬ 
ting  edge  is  the  area  of  collaborative  computing  —  where  two  or 
more  organizations  combine  to  solve  a  problem  for  a  common  set  of 
customers.  In  this  situation, you  have  to  give  some  access  to  your  net¬ 
work  to  your  collaborative  partners  but  build  some  level  of  account¬ 
ability  and  control.  If  you  make  it  too  difficult,  then  you  can  solve  the 
security  problem  —  except  you  kill  collaboration.  If  you  make  the 
system  too  easy  to  vault  the  walls,  you  expose  your  company  and 
your  company’s  partners  to  intrusion. 

These  are  the  areas  into  which  I  would  love  to  invest  money  and 
areas  where  I’m  certain  the  U.S.  government  must  address  first.  1 
would  like  to  offer  my  services  for  the  first  product:  new  and 
improved  Tang. 


I  would  love  to 
offer  my  services 
for  the  first  prod¬ 
uct:  new  and 
improved  Tang. 


Anderson  is  senior  managing  director  of  YankeeTek  Ventures,  a 
Cambridge,  Mass.,  venture  capital  fund  for  early-stage  technology  com¬ 
panies.  He  can  be  reached  at  handerson@yankeetek.com. 
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Banks  seek  better 
ways  to  plug  secur¬ 
ity  holes  and  ensure 
disaster  recovery. 
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University  network 
executives  face  vari¬ 
ety  of  security  chal¬ 
lenges. 


or  IT  executives  in  large 
healthcare  organizations, 
compliance  with  the 
Health  Insurance  Porta¬ 
bility  and  Accountability 
Act  is, surprisingly  enough, 
last  year’s  business.  With 
HIPAA  under  control,  IT 
executives  are  turning  to  a 
more  pressing  issue:  how  to  improve  patient 
care  on  a  tight  budget. 

Jeff  Pelot,  CTO  for  350-bed  Denver  Health 
(formerly  known  as  Denver  General), has  an 
astounding  120  projects  underway.  “My 
biggest  challenge  is  keeping  up  with  what 
we  are  doing,”  he  says.  Pelot’s  priorities  are 
creating  Web-based  access  to  imaged  med¬ 
ical  records,  providing  high-speed  access  to 
the  medical  records  department  so  employ¬ 
ees  can  work  from  home,  and  updating  his 
Oracle  server  back  end. 

Denver  Health  has  invested  8%  to  9%  of  its 
budget  in  IT,  which  has  become  “a  very 
strategic  part  of  the  organization,”  Pelot  says. 
1DC  says  that  most  healthcare  organizations 
only  spend  about  2%  of  their  budgets  on  IT, 
while  the  average  across  other  industries  is 
about  5%. 

Even  though  Pelot  has  a  higher  percentage 
of  his  company’s  budget  allocated  for  IT 
than  most  healthcare  providers  in  the  U.S, 
he  still  can’t  implement  everything  he  wants. 
A  voice  recognition  project  recently  was  de¬ 
layed  because  of  lack  of  funding. 

Jocelyn  Young,  an  analyst  at  IDC,  says  that 
healthcare  organizations  tend  to  invest  in 
areas  that  will  help  their  mission,  which  is 
providing  patient  care.  And  technology  is 
one  of  the  key  enablers  of  improved  health¬ 
care,  she  adds. 

A  Modern  Healthcare  study  conducted  by 
PricewaterhouseCoopers  and  R.  Marreal 
and  Associates  reinforces  this.  It  concludes 
that  improving  patient-care  capabilities 
through  IT  is  the  No.  1  priority  of  63%  of  the 
CEOs,  CFOs  and  CIOs  who  responded. 

In  Network  World  interviews  with  more 
than  20  IT  executives  in  healthcare,  the  top 
two  projects  were  electronic  medical 
records  (EMR)  and  computerized  physician 
order  entry  systems  (CPOE),  plus  installing 
and  fostering  the  use  of  wireless  tablets  and 
handheld  PCs. 

Mark  Moroses,  senior  director  of  technical 
services  and  security  officer  at  Maimonides 
Medical  Center  in  New  York  City,  is  trying  to 
improve  patient  care  by  upgrading  his  elec¬ 
tronic  medical  record  system, despite  facing 
budget  cuts. 

“We  were  affected  by  the  proposed  Pataki 
cuts  [in  Medicare  and  Medicaid  reimburse- 


Healthcare  industry  looks  to  boost  patient  care  through 
electronic  data  entry  and  record  keeping  via  portable 
wireless  devices. 

■  BY  DENI  CONNOR  AND  JENNIFER  MEARS 


ments] ,  and  we  are  starting  a  five-year  reno¬ 
vation  process,”  Moroses  says,  referring  to  Gov 
George  Pataki’s  proposed  $1.9  billion  reduc¬ 
tion  in  the  New  York  state  healthcare  budget. 

“To  get  Housing  and  Urban  Development 
financing, you  have  to  maintain  certain  cash 
levels,  which  has  also  restricted  our  capital 
budget,”  Moroses  says.“We’ve  put  several  IT 
projects  on  the  back  burner  because  of 
that."  Moroses  is  using  an  older  Eclipsys  7000 
for  EMR  —  a  way  of  keeping  patient  health 
information  online  rather  than  in  paper- 
based  charts. 

“At  one  time,  we  were  going  to  move  to  the 
newer  Eclipsys  SunRise  Medical  Record  plat¬ 
form,”  Moroses  says.  “We  also  wanted  to  ex¬ 
pand  use  of  the  ambulatory  medical  record 
and  looked  at  implementing  a  new  anes¬ 
thesia  medical  record.  Those  got  pushed 
back  or  postponed.” 

The  computerization  of  traditionally  paper- 
based  medical  records  and  the  automated 
entry  of  labs  and  medications  is  such  a  high¬ 
ly  charged  area  that  Kaiser-Permanente 
Health  System  in  Oakland,  Calif.,  says  it  will 
shell  out  $1.8  billion  to  implement  the  tech¬ 
nology  to  reduce  medical  errors  for  about 
8.4  million  patients.  A  1999  Institute  of 
Medicine  report  said  that  as  many  as  98,000 
patients  die  each  year  from  errors  that  are 
medically  preventable. 

“That  study  has  spurred  the  issue  of  med¬ 
ical  errors  into  the  limelight  for  healthcare,” 
Young  says.  “That’s  where  IT  has  come  into 
play  for  a  lot  of  organizations  in  that  they 


can  be  automating  paper-based  processes, 
whereas  a  paper-based  process  is  quite 
prone  to  errors  and  misplacing  of  paper, 
misfiling  or  somebody  getting  access  to  it 
who  shouldn’t.” 

Dispensing  meds  and  labs 

Among  the  users  implementing  electronic 
physician  order  entry  is  Patsy  Sublett,  clini¬ 
cal  systems  manager  for  Danville  Regional 
Health  System  in  Virginia. 

“Even  before  the  Institute  of  Medicine  re¬ 
port  came  out  in  1999,  we’ve  been  very  much 
in  tune  to  patient  safety”  Sublett  says.  “We 
heard  that  Siemens  was  developing  a  bar 
code  [and  software]  point-of-care  system 
and  thought  it  would  be  neat  if  we  could  be 
the  test  site  for  that  system.” 

Already,  a  lot  of  Danville’s  drugs  contain 
bar  codes,  so  dispensing  them  to  patients 
whose  wristbands  could  be  similarly  bar 
coded  made  sense.  Considering  that  the 
hospital  has  used  EMRs  for  some  time  and 
found  that  it  reduced  errors, Sublett  decided 
to  go  ahead. 

“We  had  to  purchase  wireless  bar-code 
scanners  and  create  a  patient  bracelet  with 
a  bar  code  on  it,”  Sublett  says.'The  other  big 
thing  we  had  to  do  was,  even  though  about 
40%  of  our  medications  were  coming  into 
the  facility  with  a  bar  code  on  them,  there 
was  another  60%  that  we  had  to  repackage 
with  a  bar  code.” 

After  running  the  project  for  two  months, 
Sublett  presented  to  the  hospital’s  board 
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ind  call  me  in  the  morning 


of  directors  a  recommenda¬ 
tion  to  roll  out  the  system 
hospitalwide. 

“At  that  point  it  was  just  about 
on  a  daily  basis  that  we  could 
see  a  potential  error  that  was 
being  averted  by  the  system,” 

Sublett  says. 

Computer-based  order-entry 
software  creates  alerts  to  re¬ 
mind  nurses  of  measures  they 
need  to  take  before  and  after 
dispensing  drugs.  For  instance, 

Sublett  says,  a  nurse  might 
receive  an  alert  to  check  on 
patients  after  dispensing  pain 
medication  to  see  if  the  pain 
has  diminished  or  one  that 
compares  drugs  with  other 
medications  a  customer  is  tak¬ 
ing  for  adverse  drug  reactions. 

At  Denver  Health,  Pelot  says 
order  entry  is  his  biggest  pro¬ 
ject. “That’s  to  ensure  that  the 
person  inserting  the  order  is 
the  person  giving  the  orders,”  Pelot  says.“It’s 
more  of  a  patient  safety  and  quality-of-care 
initiative  than  anything  else.  The  whole 
idea  behind  it  is  to  use  the  computer  to 
prescribe  medicine  and  avoid  contraindi¬ 
cations  and  reactions  that  could  occur 
from  drug  errors.  This  could  reduce  the 
drug  errors  that  could  occur. 

“A  lot  of  times  the  wrong  prescription  is 
given  because  the  pharmacy  can’t  read  the 
doctor’s  writing,”  he  says. 

Wired  access  anywhere,  anytime 

Todd  Peterson,  IS  manager  for  Meriter 
Hospital  in  Madison,  Wis.,  is  looking  at 
combining  electronic  data  entry  and  med¬ 
ical  records  with  tablet  PCs  and  wireless 
technology. 

“In  the  next  phase  of  our  Epic  [software] 
project,  we’ll  have  to  go  with  some  type  of 
wireless  device  at  the  bedside,"  Peterson  says. 
“My  gut  feeling  as  1  look  at  the  technology  is 
that  the  tablet  PC  is  going  to  be  the  correct 
solution. To  view  the  same  data  on  a  PDA, 
such  as  a  Palm,  you’re  just  never  going  to 
have  the  screen  that  you’re  going  to  need.” 

Moroses,  who  already  has  EMR  at 
Maimonides,also  is  looking  into  wireless  and 
handheld  use.  “We’ve  gotten  CPOE  and  EMR 
up  and  gotten  100%  physician  use  of  those, so 
we’ve  been  pretty  successful  over  the  last  two 
years,"  Moroses  says.“What  we  are  doing  now 
is  making  those  [records  and  methodolo¬ 
gies]  accessible  anywhere,  anytime.” 

Moroses,  who  had  planned  to  use  laptops 
to  host  his  portable  medical  record,  now 


“We  were  affected  by 
the  proposed  Pataki 
cuts  [in  Medicare  and 
Medicaid  reimburse¬ 
ments]  . . .  we’ve  put 
several  IT  projects  on 
the  back  burner.” 

Mark  Moroses,  senior  director  of 
technical  services  and  security  offi¬ 
cer,  Maimonides  Medical  Center 
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Fact  is . . . 


Of  companies  that  decided  not  to  deploy 
computerized  physician 
order  entry,  52%  cited 
physician  and  clinician 
resistance. 


SOURCE  MODERN  HEALTHCARE  ANNUAL  SURVEY  OF  IS  TRENDS.  CONDUCTED 
BY  PRICEWATERHOUSECOOPERS  AND  R  MARREAL  AND  ASSOCIATES. 


is  considering  “leapfrog¬ 
ging  that  to  the  tablets.  The 
big  thing  is  the  weight  —  if 
the  nurses  and  physicians 
are  going  to  carry  these 
things  around  for  a  long  peri¬ 
od  of  time,  a  pound  makes  a 
difference.” 

Young  says  that  in  spite  of 
wireless’  advantages,  there 
are  several  obstacles  that 
will  slow  its  adoption. 

“The  main  area  of  con¬ 
cern  is  the  security  of  the 
wireless  infrastructure  for 
hospitals,  also  in  terms  of 
device  security/Young  says. 
“Wireless  or  mobile  devices 
have  a  very  strong  value 
proposition  in  healthcare 
settings.  It’s  just  really  being 
able  to  resolve  some  of 
those  security  issues,  as  well 
as  the  mindset  issues  and 
workflow  issues  associated 
with  adopting  those  types  of  devices. 
Doctors  who  are  used  to  writing  prescrip¬ 
tions  on  pad  and  paper  would  have  to 
change  their  habits.” 

Those  issues  also  affect  CPOE  and  EMR. 

“We  know  that  we’re  going  to  have  to 
move  to  bedside  charting  to  get  an  [EMR] 
and  we  know  we’re  going  to  be  going  with  a 
wireless  solution,”  says  Carla  Smith,  execu¬ 
tive  vice  president  of  the  Healthcare  Infor¬ 
mation  and  Management  Systems  Society, 
an  industry  association  that  helps  members 
use  IT  and  management  systems  to  improve 
patient  care. 

“The  industry  is  changing  so  much  as  it 
relates  to  wireless  connectivity  with  the  new 
standards  coming  out,  and  then  there’s  a 
security  issue  side  of  that,”  Meriter  Hospital’s 
Peterson  says.“What  devices  are  we  going  to 
use,  what  protocol, and  really  how  do  you  tie 
the  telecommunications  side  and  the  data 
communications  side  into  one  acceptable 
solution  for  both  ends?”  ■ 
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Prescription  for  a 
successful  health¬ 
care  project 

la  Get  buy-in  of 
physicians  and  phar¬ 
macy  before  starting 
the  project. 

2a  Partner  with 

physicians  and  clini¬ 
cians  to  build  the 
vision  of  the  project 
and  the  technology 
it  uses. 

3a  Understand  the 
goals  and  scope  of 
the  project  before 
starting  it. 

4a  By  involving 
physicians  and  clini¬ 
cians  in  the  planning 
process,  the  expecta¬ 
tions  for  the  system 
will  be  in  line  with  its 
capabilities. 


Conference:  August  A-/,  Z003 
Expo:  August  5-7,  Z003 

The  Moscone  Center 
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Minds  Meet 


Linux  is  thriving!  Government  agencies  and  companies  in  the  telecommunication, 
financial  services,  retail  and  manufacturing  industries  are  turning  to  Linux  to  save  money. 

Isn't  it  time  you  did?  LinuxWorld.  Where  Open  Minds  Meet. 

I  Attend  Keynotes  and  learn  from  inspiring  visionaries  who  are  devoted  to  Linux  and  open  source. 

-  Peter  Blackmore,  Executive  Vice  President,  Enterprise  Systems  Group,  Hewlett-Packard 

-  Jonathan  Schwartz,  Executive  Vice  President,  Software  Group,  Sun  Microsystems,  Inc. 

-  Irving  Wladawsky-Berger,  General  Manager,  e-business  on  demand,  IBM  Corporation 

-  Charles  Rozwat,  Executive  Vice  President,  Server  Technologies  Division,  Oracle  Corporation 

-  Red  Hat  keynote,  check  www.linuxworldexpo.com  for  specifics 


I  Learn  how  companies  have  achieved  higher  profits  and  increased  their  productivity  by 
utilizing  Linux 

I  Participate  in  LinuxWorld's  world-class  education  program  and  benefit  from  interactive 
training  in  the  all-new  Hands-on  Labs! 

I  Discover  the  latest  innovations  and  technologies  from  the  hottest  companies  around 

I  Hear  the  latest  developments  and  updates  on  the  state  of  open  source  at  our  analyst 
roundtable  discussion 


www.linuxworldexpo.com  TORLDDTO 
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Security  lesson 

University  net  execs  face  variety  of  security  challenges. 
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Higher  ed’s  higher  IT  budgets.  A  2003  survey 
of  1,427  colleges  and  universities  found  the 
total  budget  for  IT  spending  will  increase 
this  year  by  5%  compared  with  the  2001- 
2002  academic  year,  to  more  than  $5.2  bil¬ 
lion.  But  that’s  less  than  the  14%  jump  in 
last  year’s  spending,  fueled  mainly  by 
increased  IT  spending  by  administrative 
departments.The  authors  suggested  the 
smaller  increase  might  reflect  a  return  to 
the  historical  pattern  of  higher  IT  spending 
by  the  academic  groups. 


Enrollment 

Under  2,500 
2,501-10,000 
10,001-25,000 
over  25,000 


Average  budget  ’02-’03 

$527,800 
$1.1  million 
$2.3  million 
$15.9  million 


SOURCE.  CHRONICLE  OF  HIGHER  EDUCATION;  MARKET 
DATA  RETRIEVAL 


Raising  Arizona  security. 

Arizona's  three  state  uni¬ 
versities  will  publish  in 
August  the  results  of  a 
joint,  $100,000  review  of 
their  computer  network 
security.  The  Board  of  Regents  commis¬ 
sioned  the  study  shortly  after  hackers 
seized  more  than  50,000  Social  Security 
numbers  from  a  University  ofTexas  data- 
base.The  University  of  Arizona,  with  more 
than  30,000  computers,  estimates  it  is  hit 
200,000  times  per  day  by  people  searching 
for  weaknesses.  University  officials  said 
most  of  these  attacks  are  attempts  to 
access  hard  drives,  which  can  be  used  to 
attack  a  third  party,  or  to  stash  copyrighted 
material. 


ust  how  seriously  universi¬ 
ties  now  take  network  se¬ 
curity  can  be  seen  in  one 
small,  but  telling  incident: 
The  CIO  of  Tulane  Univer¬ 
sity  wouldn’t  talk  about 
the  subject. 

“I  have  made  it  a  policy 
to  not  report  publicly 
about  security  issues,”  says  John  Lawson. 
One  of  the  reasons  for  that  is  the  potential 
divisiveness  that  security  implementations 
can  cause  on  campuses. 

“Education  has,  at  its  core,  a  belief  that  in¬ 
formation  is  meant  to  be  shared  and 
learned,”  Lawson  says.“So  now  we  have  this 
conflict  between  the  need  to  protect  infor¬ 
mation  because  of  the  in¬ 
creased  need  to  secure  the 
safety  of  our  constituents  and 
the  institution  [on  the  one 
hand]  and  a  fundamental 
principle... of  sharing  infor¬ 
mation  to  the  benefit  of  all.” 

His  comments  reflect  a  big 
change  in  attitudes  and 
actions  about  network  secur¬ 
ity  in  academia. 

Universities  are  increasingly 
aware  of  their  vulnerabilities 
and  the  costs  associated  with 
successful  attacks.  A  recent 
Emory  University  survey  of  13 
major  U.S.  universities  found 
that  80%  agreed  that  network 
security  policies  are  very 
important,  but  only  half  of 
them  are  taking  steps  to  com¬ 
bat  the  growing  flood  of  secu¬ 
rity  breaches.  Staffing  and 
budgeting  were  cited  as  the 
main  obstacles. 

A  new  worry  is  the  legal  lia¬ 
bilities  created  for  a  university 
when  someone  hijacks  a 
school  computer  and  uses  it 
to  launch  attacks  against  net¬ 
works  and  computers  else¬ 
where  on  the  Internet. 

EDUCAUSE,  a  nonprofit 
group  focused  on  advancing 
higher  education  through  IT, 
now  has  a  security  task  force 
that  works  with  security  ex¬ 
perts  and  partners  such  as  In¬ 
ternet  to  coordinate  activi¬ 
ties  to  improve  information 
security  throughout  higher 


education. 


Squeezed  by  an  economy  that’s  cut  into 
state  funding  and  private  donations,  uni¬ 
versities  are  improving  network  security 
by  reallocating  funds  and  shifting  priori¬ 
ties,  says  Rodney  Petersen,  security  task 
force  coordinator  for  EDUCAUSE.  A  main 
priority  is  hiring  IT  security  officers  to  pull 
together  school-wide  security  master 
plans,  Petersen  says.  Anecdotal  evidence 
suggests  that  many  universities  create 
these  key  jobs  by  re-assigning  existing  staff 
or  re-allocating  a  vacant  job  slot  for  secu¬ 
rity,  he  says. 

Dangerous  gaps 

A  security  audit  at  Georgia  State  University 
found  that  one  in  five  users  have  no 
antivirus  software  installed,  and  an  addi¬ 
tional  three  in  five  users  have  outdated 
antivirus  programs.  It  also  found  some 
department  servers  and  PCs  still  run  FTP  or 
Web  server  software,  which  provides  an 
open  door  to  the  network  for  anonymous 
users.  Another  problem  was  passwords  that 
were  too  easy  to  guess.  The  university  has 
more  than  25,000  students  in  six  schools 
and  colleges,  and  more  than  10,000  net¬ 
work  devices. 

The  preliminary  results  spurred  the  uni¬ 
versity  to  create  and  fill  the  position  of  uni¬ 
versity  information  security  officer.  The  uni¬ 
versity  also  launched  a  project  to  craft  an 
overall  security  plan,  with  participation  by 
colleges  and  departments  through  newly 
named  information  security  representatives. 

The  user  vulnerabilities  found  at  Georgia 
State  are  typical,  according  to  Petersen,  who 
says  they  are  top  issues  currently  facing  the 
group’s  members.“Desktops  and  laptops  are 
not  professionally  administered,"  he  says. 
“The  freedom  to  allow  faculty,  staff,  and  stu¬ 
dents  to  alter  system  configurations  and 
install  software  make  PCs  particularly  vul¬ 
nerable.” 

These  vulnerabilities  often  are  the  basis  of 
many  of  the  attacks  and  disruptions  that 
universities  face.  Most  of  these  seem  to  orig¬ 
inate  outside  the  university  community  Port 
scans,  which  are  basically  messages  sent  to 
each  computer  port  as  a  first  step  in  identi¬ 
fying  specific  weaknesses,  are  increasingly 
common,  security  officials  say  Successful 
scans  often  are  followed  by  attacks  de¬ 
signed  to  exploit  a  specific  weakness  in 
Windows,  Unix,  Linux,  sendmail,  and  other 
software  components. 

The  most  notorious  recent  example  is  the 
MS-Slammer  worm  attack  (see  www.nwfu 
sion.com,  DocFinder:  6329).  At  the  Univer¬ 


sity  of  Texas,  network  administrators,  were 
alerted  shortly  before  midnight  on  Friday, 
Jan.  24,  by  the  school’s  automatic  network 
monitoring  systems.  Slammer  exploited  a 
weakness  in  some  versions  of  the  Micro¬ 
soft  SQL  Server  database  that  many  sys¬ 
tems  administrators  worldwide  had  left 
unpatched. 

The  university  had  40  unpatched  hosts 
on  its  network,  says  Dan  Updegrove,  vice 
president  of  IT,  University  of  Texas  at 
Austin.  About  90  minutes  later,  all  Uni¬ 
versity  ofTexas  hosts  generating  rogue  traf¬ 
fic  were  blocked  at  the  Internet  gateway. 
But  at  8  a.m.,the  worm  surfaced  one  last 
time  on  a  student’s  laptop,  which  was 
infected  when  the  student  logged  in  from 
his  dorm  room. 

To  monitor  their  complex  networks,  uni¬ 
versities  now  are  doing  more  systematic 
and  sophisticated  “white  hat”  scanning: 
Network  administrators  run  software  pro¬ 
grams  to  identify  weaknesses.  For  exam¬ 
ple,  the  University  of  Texas  performs  sev¬ 
eral  kinds  of  white-hat  scans  —  scanning 
the  entire  network  for  one  or  a  few  spe¬ 
cific  vulnerabilities,  or  scanning  specific 
subnets  for  known  vulnerabilities.  Some¬ 
times,  the  administrators  will  scan  new  or 
reconfigured  systems  or  recently  patched 
systems. 

There’s  been  a  buying  binge  at  universities 
of  such  basic  security  products  as  firewalls, 
VPNs,  intrusion-detection  systems  and  vul¬ 
nerability  scanning  software,  EDUCAUSE’s 
Petersen  says. 

Higher  expectations 

But  university  security  managers  also  are 
demanding  more  from  these  vendors.  One 
of  the  biggest  security  issues  for 
Updegrove  is  “products  delivered  from 
vendors  that  are  ‘insecure  out  of  the  box” 
—  whose  configurations  and  settings  are 
tuned  to  minimize  difficulty  in  installing 
and  initial  operation.”  Open  setting  on 
Windows  PCs  and  laptops,  as  well  as  on 
some  Unix  and  Linux  computers  are  good 
examples  of  bad  examples. 

What’s  needed,  he  says,  is  a  shift  in  ven¬ 
dor  thinking, so  that  vendors  ship  comput¬ 
ers,  PDAs,  network  hardware  and  servers 
with  secure  initial  settings. 

Just  as  important  as  having  new  and  bet¬ 
ter  tools,  is  the  growing  acceptance  of  them, 
and  of  the  more  stringent  security  policies 
and  practices  that  go  with  them, among  uni¬ 
versity  department  heads,  faculty  members 
and  students.  ■ 
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Factories  look 
for  network 
answers. 
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MANUFACTURING 

Whatelsei^ 

A  recent  study  by  the 
National  Association  of 
Manufacturers  and  Ernst 
& Young  LLP  shows  that 
33%  of  manufacturing 
companies  increased 
their  spending  on 
e-business  projects  this 
year.  Of  those,  6% 
increased  spending  by 
more  than  15%. The  ini¬ 
tial  drivers  for  invest¬ 
ment  are  productivity 
increases  and  cost  sav¬ 
ings  in  the  sales/service 
chain  and  elsewhere  in 
production  systems,  the 
study  said. The  greatest 
process  improvements 
occurred  in  customer 
service,  with  36%  of 
respondents  citing 
increases  in  the  effec¬ 
tiveness  of  their  order- 
management  process. 
The  study  attributed  a 
portion  of  the  spending 
increases  to  the  post- 
Y2K  drop  in  IT  costs. 


nvision  a  modern-day  man¬ 
ufacturing  plant  and 
chances  are  you  conjure 
up  images  of  large  robotic 
arms  and  other  automated 
machines. 

Ever  since  Henry  Ford  in¬ 
troduced  the  production 
line  manufacturing  has 
been  about  pursuing  efficiencies,  and  for 
years  now  computers  have  been  behind 
some  of  the  greatest  advances. 

Today  manufacturers  are  turning  to  a 
wealth  of  network-based  tools  for  the  next 
step  forward, everything  from  radio  frequency 
ID  (RFID)  tags  for  sophisticated  inventory 
control  and  supply  chain  management 
capabilities  to  online  business-to-business 
e-commerce  exchanges. 

But  manufacturers  need  to  face  an  age-old 
network  problem  on  the  shop  floor  before 
they  can  take  advantage  of  some  of  these 
sexy  new  options:  swapping  out  a  plethora 
of  incompatible  network  technologies  for 
corporate-standard  Ethernet  and  IP 
The  goal  is  a  network  that  blurs  the  lines 
between  carpeted  company  offices  and 
tiled  shop  floors.  Companies  that  achieve 
such  integration  then  more  easily  can  take 
advantage  of  innovations  such  as  product 
life-cycle  management  (PLM)  software  to 
manage  products  from  creation  all  the  way 
through  to  retirement,  potentially  saving  mil¬ 
lions  of  dollars  in  the  process. 

“The  basic  lesson  of  networking  in  manu¬ 
facturing  is  follow  the  infrastructure.  Once 
it’s  in  place  the  manufacturing  plant  will 
take  advantage,”  says  Bill  Swanton,  an  ana¬ 
lyst  with  AMR,  who  cites  the  adoption  of 
Ethernet  and  wireless  as  examples. 


Spending  by  manufacturers 
on  e-business  projects  this 
year. 
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spending 
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Tangled  factory  floors 

Today  factories  use  many  types  of  net¬ 
works  to  control  machinery,  and  those  net¬ 
works  support  an  alphabet  soup  of  propri¬ 
etary  and  industry-specific  protocols  — 
such  as  the  Manufacturing  Automation  Pro¬ 
tocol,  and  the  Control  Information  Protocol 
and  Modbus. 

The  disparity  increases  maintenance  costs 
and  makes  it  difficult  to  harvest  factory  floor 
data,  such  as  real-time  statistics  on  produc¬ 
tion,  for  use  in  corporate  planning. 

As  such,  many  manufacturers  now  are  pur¬ 
suing  an  all-Ethernet  strategy,  with  office  PCs 


plugging  into  the  same  infrastructure  as  the 
programmable  logic  controllers  (PLC)  that 
run  factory  equipment. 

One  such  company  is  Newell  Rubber¬ 
maid,  the  manufacturing  conglomerate  in 
Freeport,  111.,  which  produces  industrial  and 
home  plastic  goods,  Calphalon  cookware 
and  Irwin  power  tools.  The  firm  has  had  a 
range  of  network  technologies  in  its  facto¬ 
ries  over  the  years,  including  Ethernet  and 
token-ring, and  a  number  of  proprietary  con¬ 
trol  protocols.  But  Ethernet  and  IP  slowly  are 
taking  overlays  Dick  Emford,the  firm’s  lead 
network  analyst. 

Newell  Rubbermaid  has  been  able  to  con¬ 
nect  its  factory  infrastructure  to  its  corpo¬ 
rate  networks,  but  doing  so  requires  com¬ 
plex  protocol  conversions  and  network 
bridges  that  can  introduce  latency  Ethernet 
puts  everything  on  the  same  plane. 

“There  are  fewer  gateways  to  go  through 
and  fewer  media  transfers”  when  there  is  a 
common  denominator,  Emford  says. 

“It  allows  ail  parts  of  the  business  to  share 
common  back-end  systems.The  network  just 
becomes  a  transport  layer,  connecting  any 
server  or  any  manufacturing  facility  together? 
he  adds. 

Ethernet  is  even  being  used  for  that  factory 
floor  staple  —  the  punch  clock.  When 
Newell  Rubbermaid  employees  come  to 
work  they  scan  magnetic  ID  badges  instead 
of  punching  paper  cards. 

A  LAN  server  records  the  hours  and  links 
to  the  company’s  payroll  and  accounting 
systems,  speeding  up  payroll  processing 
and  other  human  resources  administra¬ 
tion  tasks. 

Standardizing  on  Ethernet  makes  IT  man¬ 
agement  more  efficient  and  lowers  costs, 
Emford  says.  “Everyone  is  familiar  with 
Ethernet  vs.  some  of  the  proprietary  stuff 
out  there,”  he  says.  And  while  older  tech¬ 
nologies  such  as  token-ring  and  propri¬ 
etary  PLC  gear  can  be  expensive, “I  can  get 
an  Ethernet  [network  interface  card]  for 
around  $50,”  he  says. 

Ethernet-enabled  factory  floors  let  alu¬ 
minum  and  glass  manufacturer  G.  James  Pty., 
an  Australian  firm,  run  its  plants  and  coordi¬ 
nate  its  manufacturing  schedules  more  effi¬ 
ciently.  Ethernet  switches  connect  all  the 
company’s  automation  equipment,  such  as 
glass  and  aluminum  cutting  and  shaping 
equipment,  as  well  as  gear  devoted  to  post¬ 


manufacturing  and  shipping  processes. 

“Ethernet  allows  us  to  reach  down  into  the 
PLCs  so  we  can  both  log  and  update  the 
running  of  the  plants  in  real  time,” says  David 
Moy,  technical  services  manager  at  G.  James. 
The  availability  of  real-time  data  lets  man¬ 
agement  adjust  production  schedules  to  be 
more  in  tune  with  demand  from  suppliers, 
he  says. 

But  merging  factory  floor  and  office  net¬ 
works  comes  with  some  risk.“It  becomes  an 
issue  of  internal  security?  says  Kim  Smith,  IT 
team  leader,  LAN  and  e-commerce  for  Good¬ 
year  Tire  and  Rubber  in  Akron,  Ohio. 

Goodyear,  which  has  operations  in  28 
countries,  is  in  the  process  of  rolling  out 
Ethernet  in  several  manufacturing  facilities. 
The  tire  maker’s  business  network  is  based 
on  Enterasys  Networks  equipment  and  this 
gear  will  be  used  to  run  and  manage  indus¬ 
trial  processes  and  equipment  in  the  plants, 
replacing  a  variety  of  proprietary  technolo¬ 
gies  used  to  control  heavy  equipment. 

With  industrial  equipment  plugging  into 
the  same  network  as  the  company’s  busi¬ 
ness  systems  and  the  Internet,  Goodyear  is 
turning  to  internal  firewall  technology  to 
regulate  access,  the  same  technology  the 
company  uses  to  keep  hackers  out  of  its 
worldwide  network. 

“We  have  to  make  certain  that  someone 
pushing  a  button  on  their  PC  doesn’t  set  off 
some  process  on  the  factory  floor  —  either 
by  mistake  or  intentionally  Smith  says. 

Look,  ma,  no  wires 

The  Ethernet  incursion  often  is  paralleled 
by  the  arrival  of  wireless  technologies. 

Companies  are  beginning  to  cut  costs  and 
speed  reaction  time  by  using  wireless  links 
to  eliminate  paper-based  systems  used  to 
support  everything  from  inventory  to  the 
production  line. 

Next-generation  wireless  technologies  such 
as  RFID  —  small  radio  tags  used  to  track 
items  —  will  alter  the  landscape  when  they 
get  into  full  swing  in  2005  and  replace  bar 
codes  (see  story,  page  42).  But  even  today 
wireless  technologies  are  revolutionizing 
shop  floors  and  warehouses. 

GM,  for  example,  has  installed  wireless 
access  on  forklifts,  letting  assembly-line  work¬ 
ers  notify  drivers  when  they  need  more  mate- 
rials.“We  are  reducing  labor  costs  and  improv¬ 
ing  our  performance  by  exchanging  this  data 
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in  real  time,” says  Tony  Scott,  CTO  of  GM. 

A  recent  1DC  survey  on  wireless  applica¬ 
tion  adoption  shows  68%  of  auto  and  aero¬ 
space  manufacturers  are  using  wireless  or 
are  in  the  initial  stages  of  rollout.  In  discrete 
manufacturing  the  number  is  42%  and  in 
process  manufacturing  51%. The  rest  of  the 
respondents  said  they  either  are  evaluating 
wireless  or  will  roll  it  out  within  12  months. 

“Our  customers  tell  us  they  increase  pro¬ 
ductivity  by  40%  on  average  with  wireless 
applications,”  says  Joy  Doran,  principal  of 
Doran  Associates,  a  systems  integrator  in 
East  Hampton, Conn. 

One  customer  she  declined  to  name  elimi¬ 
nated  12,000  paper  forms  that  quality  inspec¬ 
tors  filed  on  a  yearly  basis.  “Wireless  allows 
companies  to  focus  on  the  processes  and 
pinpoint  faults  while  saving  time  to  take 
corrective  action,”  she  says. 

Eastman  Chemical  knows  that  firsthand.  In 
May, the  Kingsport, Tenn., company  equipped 
its  seventh  warehouse  with  a  wireless  inven¬ 
tory  system.  Dave  Hrivnak,  associate  mobile 
projects  manager, says  the  rollouts  run  about 
$50,000  but  the  payback  is  swift. 

“Last  year  our  physical  inventory  took  two 
days  with  six  people  and  48  hours  of  over¬ 
time  on  the  paper-based  system,”  he  says. 
“This  year  it  took  six  people  with  wireless 
devices  four  hours.” 

Eastman  uses  industrial  I-Safe  devices 
from  Symbol  Technologies.The  handhelds, 
which  include  a  scanner  and  Microsoft’s 
Fbcket  Internet  Explorer,  pump  information 
into  Eastmans  back-end  SAP  system. 

“It’s  a  simple  concept,  but  what  we  get  is 
data  reuse,”  Hrivnak  says.“We  can  make  the 
data  available  to  others  such  as  planners 
and  shippers.” 

Experts  say  the  biggest  draw  to  wireless  ap¬ 
plications  are  those  kinds  of  paybacks. 
“Mobility  tends  to  pay  for  itself  in  a  short 
time,  it’s  measurable,”  says  Richard  Dean,  an 
analyst  with  1DC.  He  says  average  ROI  takes 
about  nine  months.  “There  is  a  gradual 
acceptance  of  mobile  solutions  because 
they  are  quite  compelling,”  he  says. 

Wireless  also  is  helping  companies  extend 
e-mail  access  to  more  workers.  Newell 
Rubbermaid’s  Emford  says  some  plants  are 
rolling  out  802.1 1-enabled  PCs  and  laptops 
to  plant  floors,  pushing  e-mail  beyond  the 
cubicle.  “It  helps  keep  all  employees  better 
connected,”  he  says. 

Manage  the  product 

Combine  the  network  standardization 
effort  with  the  new  wireless  infrastructure 
and  you  have  a  far-reaching  network  that 
can  support  lifecycle  management  tools. 

Manufacturers  say  they  hope  to  use  PLM 
technology  to  create  a  holistic  view  of  the 
manufacturing  process  that  has  never  been 
available  using  piece  parts:  product  data 
management  tools,  and  procurement,  sup¬ 
ply  chain  and  marketing  applications.  PLM 
tools  that  let  data  from  those  applications  be 
combined  and  shared  over  the  network  or 
Internet  will  make  that  possible. 

In  essence,  PLM  lets  the  left  hand  know 
what  the  right  hand  is  doing  so  manufactur- 


“The  real  benefit 
comes  when  we  lay 
[PLM]  across  the 
17  companies  to 
share  designs  and 
get  products  to 
market  quicker. 
Today  we  reinvent 
the  wheel  way  too 
many  times.” 

Rick  Blanchard, 
CIO,  Genlyte  Thomas 
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ing  is  less  of  a  relay  race  and  more  of  a  col¬ 
laborative  effort. 

Particular  attention  is  being  paid  to  the 
design  phase,  where  PLM  lets  engineers  in 
global  companies  not  only  collaborate  and 
reuse  designs  but  share  data  with  others  in 
the  manufacturing  process. 

While  engineers  are  designing  products, 
shop  floor  managers  can  be  acquiring  the 
tools  needed  on  the  assembly  line  and  pro¬ 
curement  managers  can  begin  to  acquire 
materials. 

Collaboration  is  key  because  nearly  60% 
to  80%  of  production  costs  are  accrued  in 
the  design  phase,  according  to  ARC  Advi¬ 
sory  Group,  a  consulting  firm  that  special¬ 
izes  in  advising  manufacturing  companies 
on  strategies,  trends  and  technology.  The 
design  phase  also  is  becoming  more  of  a 
group  effort  involving  other  companies 
and  partners. 

“There  is  a  tremendous  shift  in  that  com¬ 
panies  are  far  less  vertical,  therefore  they 
need  to  collaborate,”  says  John  Moore,  vice 
president  and  general  manager  for  advisory 
services  at  ARC.  A  recent  ARC  study  showed 
that  70%  of  corporations  plan  to  increase 
their  spending  on  PLM  software  over  the 
next  three  years. 

One  of  those  is  Genlyte  Thomas,  which 
manufactured  and  sold  nearly  $1  billion  in 
lighting  fixtures  and  controls  in  2002. 
Genlyte,  a  combination  of  17  autonomous 
companies  and  design  teams  in  Louisville, 
Ky.,is  rolling  out  PLM  to  its  design  engineers 
across  four  plants  at  its  flagship  company  99- 
year-old  Lightolier.  The  tools  consist  of 
Autodesk  Inventor,  a  3-D  modeling  tool,  and 
Autodesk  Streamline,  a  Web-based  collabo¬ 
ration  tool  that  was  deployed  in  February 

“Lightolier  is  our  proof  of  concept,”  says 
Rick  Blanchard,  CIO  of  Genlyte.  “The  real 
benefit  comes  when  we  lay  this  across  the 
17  companies  to  share  designs  and  get 
products  to  market  quicker.  Today  we  rein¬ 
vent  the  wheel  way  too  many  times." 

Blanchard  estimates  the  PLM  rollout  cost 


between  $6  million  and  $10  million,  but  ex¬ 
pects  a  10%  growth  in  revenue  and  a  20%  in¬ 
crease  in  productivity 

“The  issue  is  not  technology,  it’s  a  business 
issue,”  says  Steve  Shoaf,  director  of  world¬ 
wide  marketing  for  PLM  at  IBM,  which  along 
with  partner  Dassault  Systems  is  a  leading 
PLM  vendor.  “You  have  to  change  the  way 
that  you  do  business.  You  have  to  have 
tighter  controls  on  what  happens  with  your 
business  processes.” 

That  is  the  goal  of  Bertrandt.a  $274  million 
provider  of  engineering  services  to  the  auto 
industry  with  21  subsidiaries  in  Europe  and 
one  in  Detroit.  The  company  wants  to 
improve  product  design  and  reduce  time-to- 
market  by  integrating  Catia  3-D  design  soft¬ 
ware  and  Enovia  PLM  software  from 
Dassault  with  SAP  R3  logistics  and  procure¬ 
ment  applications. 

“We  want  so-called  concurrent  engineer¬ 
ing,”  says  Bernhard  Zechmann,  manager  of 
application  strategy  for  Bertrandt. 

“We  want  to  have  our  different  locations 
work  together  on  one  product.  [Today]  we 
have  locations  that  are  not  able  to  synchro¬ 
nize  their  data,  and  they  work  separately’ 
Zechmann  adds. 

The  company  so  far  has  spent  nearly  $1.8 
million  on  a  pilot  with  Enovia  at  its  core  that 
will  take  three  to  five  years  to  roll  out.  The 
goal  is  a  process-centric  system  that  creates 
a  set  of  relationships  between  the  different 
part  designs  used  to  construct  a  product 
and  manage  those  relationships  within  a 
workflow  that  includes  such  steps  as  release 
and  change  management,  bill  of  materials, 
and  data  exchange. 

“What  we  are  creating  is  a  link  between 
the  process  and  the  product,"  he  says. 

The  robots  still  might  hog  all  the  annual 
report  publicity  shots,  but  the  factory  of  the 
future  will  be  driven  by  invisible  deploy¬ 
ments  of  software  tools  such  as  PLM,  reach¬ 
ing  out  across  geographically  distributed 
organizations  over  industry-standard  wired 
and  wireless  networks.  ■ 
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Fact  is . . . 


There  are  roughly  16 
million  people  who 
manufacture  things 
across 
America, 
which  is 
about 

equal  to  the 
entire  population 
of  Florida  or  just 
over  the  15.5  million 
more  people  that  live 
in  Wyoming. 


SOURCE:  NATIONAL  ASSOCIATION 
OF  MANUFACTURERS 


From  December  2001 
to  April  2003,  manufac¬ 
turing  production 
edged  up  just  0.5  %, 
the  slowest  initial  16- 
month  recovery  since 
the  Federal  Reserve 
began  tracking 
monthly  manufacturing 
production  in  1919. 
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TECHNOLOGY  TOUR 


Learn  the  Latest  about  Security 


Viruses.  Hackers.  Disgruntled  employees.  Your  corporate  network  faces  endless 
security  threats.  And  as  more  laptops,  PDAs  and  mobile  devices  access  net¬ 
works,  your  exposure  only  increases.  In  a  recent  Computer  Security  Institute 
survey  more  than  90%  of  respondents  reported  a  security  breach  within  the 
past  18  months.  And  80%  of  those  suffered  a  financial  loss.  So  it's  not  enough  for  an 
IT  manager  to  simply  secure  the  perimeter.  Your  strategies  must  reach  deeper  into 
the  network  as  well  as  out  to  the  devices  that  access  your  system.  Do  you  have 
the  answers  you  need  at  every  point.. .port-level  firewalls,  intrusion  detection  and 
prevention,  802. lx  wireless  protection?  Do  you  know  the  right  questions  to  ask? 

And  are  you  getting  real  solutions  that  help  you  defend  and  win  enterprise-wide? 


■  Conduct  vulnerability  assessments 

■  Embed  security  in  handhelds,  laptops 
and  other  mobile  devices 


■  Deploy  intrusion  detection  and  tools 

■  Select  the  right  VPN  for  your 
prevention  environment 

■  Ensure  end-to-end  security  for 
broadband  and  wireless  users 


Complimentary  Event  for  Qualified  Attendees! 


Join  us  for  Network  World's  Security  Technology  Tour:  "Protecting  the  Enterprise  and 
its  Assets."  Let  security  expert  Joel  Snyder  and  other  top  security  companies  show 
you  how  to  choose  and  implement  the  most  effective  and  efficient  tools  for  your 
network.  This  one-day  seminar  is  free  to  qualified  professionals,  but  space  is  limited. 
Register  now  to  be  safely  included! 


■  Develop  and  testing  on-site  and  off¬ 
site  disaster  recovery/backup  plans 

■  Improve  network  protection  with 
common  tools  such  as  firewalls  and 
virus  scanners 


PRE-REGISTRATION  FOR  THIS  COMPLIMENTARY  EVENT  IS  REQUIRED.  RESERVE  YOUR  SEAT  NOW! 

Online  at  www.nwfusion.com/events/security2 
or  call  1-800-643-4668 


PLATINUM  PRESENTING  SPONSORS: 


GOLD  EXHIBITING  SPONSORS: 


Cisco  Systems 


FOUNDRY 

NETWORKS 


Lancope 


eSoft 
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ForeScout 


Protection  by  Proven  Intent 


Global 
Technology 
Associates,  Inc. 
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SOLSOFT 


Top 

layer 


Secure  Identity  Management 


This  event  is  limited  to  Network  and  IT  professionals  involved  in  the  evaluation  and  purchase  of  Security  products  and  services.  Network  World  reserves  the  right  to  determine  the  audience 

profile  of  attendees  participating  on  a  complimentary  basis.  Paid  registration  is  also  available. 


To  sponsor  this  Network  World  event  or  if  you  are  interested  in  on-site  training  for  your  company,  contact  Andrea  D'Amato  at  508-490-6520  or  adamato@nww.com. 
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Asset  protection 


BANKING 


Whatelse  i 


else  is 

not? 


anks  come  in  all  shapes 
and  sizes,  from  global 
financial  services  firms 
down  to  the  smallest 
credit  unions.  But  finding 
better  ways  to  ensure  se¬ 
curity  is  a  common  con¬ 
cern.  Large  banks  face 
another  challenge  —  the 
need  to  deploy  data-management  tools  as 
data  volumes  grow. 

Finding  ways  to  identify  the  holes  in  appli¬ 
cations  and  patch  them  is  a  top  priority 
because  of  the  many  computer  worms  and 
hacker  assaults  that  are  aimed  at  exploiting 
specific  software  vulnerabilities. “We  have 
to  apply  patches  nearly  every  day”  says  Bill 
Arnold,  IT  manager  at  Purdue  Employees 
Federal  Credit  Union  in  West  Lafayette,  Ind. 

The  credit  union  uses  a  mix  of  Unix,  Linux 
and  Windows  servers  and  desktops.  While 
the  patching  job  had  been  manual  until 
recently,  the  bank  now  uses  a  tool  from 
SecurityProfiling  to  automate  the  patch 
process  for  some  of  its  computers.  Security- 


Telecom  dependencies  BITS,  the  technical  arm  of  the  Financial 
Services  Roundtable  trade  group,  is  working  quietly  with  car¬ 
riers  and  the  federal  government  to  boost  network  redun¬ 
dancy  during  a  crisis  such  as  the  Sept.  11  attacks.  In  a  sum¬ 
mer  meeting  scheduled  with  Ameritech  and  the  National 
Communication  System,  BITS  might  gain  a  lot  of  proprietary 
information  about  where  vulnerabilities  exist  and  how  to  miti¬ 
gate  them. There's  hope  the  Chicago  meeting  might  lead  to 
the  same  process  occurring  in  other  major  cities. 


Banking  on  retention  Nearly 
33  million  people  will  use 
online  bill  payment  services 
in  2003,  according  to 
Gartner.  Customers  who 
pay  their  bills  online  are 
more  likely  to  stay  with  the 
bank  than  the  average 
customer. 


Likelihood  to  stay  with  bank 

Four  times  or  more  „  , 
70/  11  Don’t 

*  /o  v  if  know 

Same  X  1  37% 


10% 

Three  times 

16% 


Twice 

30% 


Profiling’s  software  agents  sit  on  servers  and 
receive  and  install  software  patch  updates. 

However,  Arnold  says  it’s  hard  to  feel  the 
battle  can  be  completely  won.  For  example, 
Microsoft  doesn’t  provide  patches  for  some 
of  the  older  software  the  credit  union  still 
uses.The  organization  eventually  will  up¬ 
grade  to  newer  desktop  software,  but  the 
patch  management  problem  remains  a 
tough  one  to  solve. 

A  Deloitte  &  Touche  survey  shows  IT  secu¬ 
rity  managers  from  175  firms  have  big  con¬ 
cerns  about  network  attacks.  According  to 


the  consultancy’s  2003  Security  Survey,  only 
13%  of  the  industry’s  IT  security  profession¬ 
als  felt  “extremely  confident”  that  their  orga¬ 
nizations  are  shielded  from  Internet-based 
attacks.  Moreover,  18%  said  they  were  “not 
very  confident”  their  systems  are  safe  from 
insider  attacks.  And  39%  acknowledged 
that  their  systems  had  been  compromised 
in  some  way  last  year. 

“We’re  a  pure  Microsoft  shop;  our  core 
concern  is  that  we  be  up  and  running,  and 
we  want  to  patch  in  production  as  much  as 
possible,”  says  John  Shields,  senior  vice 
president  of  e-business  at  Patelco  Credit 
Union  in  San  Francisco. 

Patelco  uses  nCircle’s  IP360  appliance  to 
scan  Patelco’s  internal  network  for  vulnera¬ 
bilities.  “We  use  the  reports  to  generate  the 
patches  we  need,”  Shields  says. 

Shields  and  Arnold  want  to  see  tighter 
integration  between  the  patching  tools, 
scanners  and  intrusion-detection  systems 
they  use  so  that  security  alerts  from  the 
IDSs  are  more  relevant  to  their  network 
traffic.TodayIDSs  have  little  knowledge  of 
the  systems  they  are  intended  to 
protect. 

Kirk  Drake,  CIO  at  National  Insti¬ 
tutes  of  Health  Federal  Credit  Union 
in  Bethesda,Md.,says  IDSs  must  im¬ 
prove  to  give  reliable  alerts  about 
attacks.  “They  give  you  an  insane 
amount  of  data,  notifying  you  of 
about  200  to  300  alerts  each  day  but 
most  of  them  are  false  positives,” 
Drake  says  about  the  Sourcefire  IDS 
that  the  credit  union  uses.’They  trig¬ 
ger  an  alert,  but  if  they  knew  what 
was  really  in  your  network  and  what 
was  patched.it  wouldn’t  be  giving 
you  that  alert.” 

In  recognition  of  that  problem, 
Sourcefire  is  developing  a  network- 
discovery  tool  that  will  be  able  to 
share  such  information  with  the  IDS 
to  improve  the  quality  of  alerts. 
NCircle,  Internet  Security  Systems 
and  SecurityProfiling  are  other  vendors 
actively  pursuing  tighter  integration  be¬ 
tween  IDSs  and  scanning  tools. 

Another  challenge  banks  have  is  finding 
the  people  to  maintain  IDS  implementa¬ 
tions.  For  example.JP  Morgan  Chase  wanted 
to  make  use  of  IDS  but  with  no  staff  experi¬ 
enced  with  it,  the  choice  was  either  to  hire 
trained  security  specialists  or  choose  a 
managed  security  service. 

“We  had  no  experience  with  IDS,”  says 
Jennifer  Briggs,  vice  president  of  enterprise 
technology  services  for  the  bank  in 


Newark,  Del.  A  careful  review  of  managed 
security  services  providers  led  JP  Morgan 
Chase  to  Ubizen  of  Brussels,  which  had  the 
kind  of  global  presence  the  bank  needed. 

The  destructive  power  of  natural  disas¬ 
ters,  such  as  tornadoes  and  hurricanes, also 
is  a  major  pre-occupation  among  IT  man¬ 
agers.  EECU,  a  Fort  Worth,  Texas,  credit 
union,  hosts  its  own  Web  servers,  but  for 
purposes  of  disaster  recovery,  the  credit 
union  recently  decided  to  have  South¬ 
western  Bell  host  its  online  banking  home 
page  in  a  hardened  Web-hosting  facility  in 
Dallas  equipped  to  endure  a  category  3 
hurricane. 

Kenneth  Mahan,  EECU’s  IS  manager,  says 
the  organization’s  goal  is  to  preserve  the 
online  banking  home  page  —  the  first 
place  customers  visit  online  —  in  the  event 
of  a  catastrophe. That  way,  router  tables  can 
be  changed  to  direct  traffic  to  alternate 
servers  and  databases  where  customer  in¬ 
formation  is  stored. 

In  addition  to  security  needs,  the  large 
banks  are  struggling  with  a  problem  of 
mammoth  proportion:  data.  Banks  need  to 
centralize  and  analyze  all  the  transaction 
data  that  streams  through  mainframes  and 
servers.  Many  say  they’re  storing  data  for 
longer  times,  both  to  meet  complex  privacy 
or  capital-risk  regulations  and  to  better 
understand  the  bank’s  business. 

“We’re  storing  more  historical  informa¬ 
tion,”  says  Doug  Welch,  senior  manager  of 
business  intelligence  for  the  Bank  of 
Montreal.  Moving  10  terabytes  of  data 
daily  and  analyzing  it  requires  use  of  a 
new  breed  of  tool  for  what’s  called  high-vol¬ 
ume  “extraction,  transfer  and  load”  (ETL).  A 
handful  of  vendors,  such  as  Informatica, 
Essential  and  Ab  Initio,  offer  tools  for  this. 

Bank  of  Montreal  uses  Ab  Initio  tools  for 
this  heavy  lifting  of  data  as  it’s  hauled 
across  networks  and  “cleaned”  for  analysis. 
Another  banking  giant,  KeyCorp,  faces  a 
similar  challenge,  according  to  Kevin 
Sexton,  vice  president  and  division  man¬ 
ager  in  Cleveland. 

“We  don’t  want  to  use  last  month’s  data  to 
make  decisions  today  says  Sexton,  who  is 
aiming  to  process  4  to  5  terabytes  of  data 
daily  instead  of  weekly  or  monthly  by  using 
the  new  breed  of  ETL  tools.“We  need  to  in¬ 
crease  the  data  feeds  to  give  business  man¬ 
agers  the  information  they  need  now" 

KeyCorp  uses  a  home-grown  data-man- 
agement  tool. “We’re  going  to  see  if  these 
ETL  tools,  which  are  part  of  an  aggressively 
growing  niche  in  the  marketplace, can  do  it 
better,”  Sexton  says.  B 
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DEMOmobile 


DEMOmobile  2003 

the  launchpad  for  tomorrow's  wireless  innovations 


DEMOmobile  is  the  definitive  annual  debut  of  the  most  significant  new  technologies  poised  to  have  profound  impact 
on  the  mobile  and  wireless  markets.  Get  the  First  Look  This  is  your  exclusive  opportunity  to  examine  and  test  the 
most  important  and  potentially  profitable  new  products  in  mobile  and  wireless  technology  —  before  everyone  else. 
Join  Your  Peers  The  nation's  top  technology  executives,  venture  investors,  journalists  and  analysts  gather  every  year  at 
DEMOmobile  to  preview  and  gain  exclusive  insight  into  the  most  promising  products  and  technologies  for  the  coming  year. 
Tomorrow's  technologies,  today.  That's  the  delight  of  DEMOmobile  2003. 

September  17-19,  2003  |  Hilton  La  Jolla  Torrey  Pines  |  La  Jolla,  CA 

register  today  at  www.idgconferences.com/M3A1S 
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RETAIL 


What  else  i 


else  is 

hot? 


POS  upgrades:  Aging 
point-of-sale  gear  is  dri¬ 
ving  hardware  and  soft¬ 
ware  investments,  accord¬ 
ing  to  retail  management 
consulting  firm  LakeWest 
Group.  Respondents  to 
the  firm’s  annual  survey  of 
the  100  largest  specialty 
retailers  in  the  U.S.  indi¬ 
cated  their  top  three  POS 
priorities  for  the  next  two 
years  are  increased  cus¬ 
tomer  flow-through  at  the 
register;  improved  infor¬ 
mation  flow  between 
stores  and  the  corporate 
office;  and  improved  con¬ 
nectivity.  Deployments  of 
Web-enabled  POS  sys¬ 
tems  are  increasing:  55% 
of  retailers  surveyed  are 
currently  Web-enabled  at 
their  POS  terminals,  up 
from  27%  in  last  year's 
survey. 

Self-service  checkout  on 
the  rise. The  number  of 
self-checkout  systems 
installed  in  supermarkets, 
mass  mer¬ 
chants, 
home 
improve¬ 
ment  cen¬ 
ters  and 
drug 

stores  grew  47%  in  2002 
compared  with  the  year 
before,  reports  retail 
market  analysis  firm  IHL 
Consulting  Group.  Recent 
installations  at  Albert¬ 
son's,  Kmart,  Kroger  and 
others  suggest  that 
between  15%  and  40%  of 
these  stores'  transac¬ 
tions  now  are  being  han¬ 
dled  by  self-checkout 
machines,  the  firm  says. 


ireless  asset-tracking 
systems  are  causing 
a  stir  throughout  the 
ranks  of  traditionally 
IT-conservative 
retailers. 

Wal-Mart  is  con¬ 
ducting  field  trials  of 
wireless-enabled 
item  labels  that  are  embedded  with  tiny 
transmitters  —  technology  that  Gap  already 
has  piloted  and  Prada  is  parading  in  its  flag¬ 
ship  New  York  store.  Other  big-name  retail¬ 
ers  testing  newfangled  electronic  tags  in¬ 
clude  Ahold,  Carrefour, The  Home  Depot, 
Marks  &  Spencer  and  Target. 

These  retailers  are  trying  out  systems  that 
are  based  on  radio  frequency  identifica¬ 
tion  (RFID)  technology,  which  transfers 
item-identification  data  between  wireless 
transponders  and  readers. 

RFID  has  been  around  for  decades,  a 
descendent  of  technology  used  during 
World  War  II  to  identify  aircraft.  Today, 
businesses  use  RFID  gear  to  power  toll- 
collection  systems  on  highways,  tag  lug¬ 
gage  at  airports  and  track  livestock. 

In  a  retail  setting,  RFID  tags  function  like 
bar  codes  on  steroids.  Item  tags  embedded 
with  tiny  chips  and  antennas  store  a  unique 
identification  number,  called  an  electronic 
product  code  (ePC). RFID  readers  —  which 
vary  in  format  from  handheld  scanners  to 
stationary  tunnel-like  devices  that  vary  in 
size  —  transmit  signals  to  activate  the  RFID 
tags  and  extract  ePC  data.  When  linked  to 
management  software,  each  ePC  reveals 
characteristics  about  the  item  such  as  man¬ 
ufacturer,  size  and  color.lt  also  contains  sup- 
ply-chain  information  such  as  when  the  item 
was  shipped,  from  where  and  its  destination. 

Unlike  bar  codes,  multiple  RFID  tags  can 
be  read  simultaneously  and  without  direct 
contact.  RFID  tags  also  can  identify  individ¬ 
ual  items  —  a  pair  of  pants  as  opposed  to  a 
style  of  pants,  for  example. 

Among  retailers,  the  allure  of  RFID  is  its 
potential  to  provide  a  real-time  view  of 
operations  and  reduce  manual  receiving 
and  inventory  management  processes.  In 
theory,  retailers  could  track  RFID-tagged 
products  as  they  move  from  distribution 
centers  to  store  rooms  to  store  shelves.Shelf- 
mounted  readers  could  alert  managers 
when  stock  is  getting  low,  or  help  sales 


clerks  locate  misplaced  items. 

“Basically  total  asset  visibility  is  what  the 
goal  is,” says  Michael  Liard, senior  analyst  at 
research  firm  Venture  Development. 

The  main  benefit  of  RFID  is  visibility, 
agrees  Geoff  O’Neill,  head  of  central  logis¬ 
tics  for  new  sales  channels  at  department 
store  chain  Woolworths.  The  British  retailer 
is  testing  RFID  gear  and  software  from  Savi 
Technology  to  track  palette  movements. 
Today  it  has  16,000  RFID  tags  in  circulation 
and  28  fixed  readers  in  its  distribution  cen¬ 
ter  and  in  two  of  its  808  stores. 

Combined  with  global  positioning  system 
(GPS)  tools  for  tracking  delivery  vehicles,  a 
wireless  WAN  and  the  company’s  existing 
warehouse  management  systems,  mobile 
RFID  equipment  ensures  the  right  merchan¬ 
dise  is  delivered  to  the  right  stores,  he  says. 

“Visibility  of  stock  and  its  whereabouts  re¬ 
duces  the  opportunity  for  theft  of  merchan¬ 
dise  and  distribution  assets  within  our  sup¬ 
ply  chain,”  O’Neill  says. “Moreover,  by  ensur¬ 
ing  that  deliveries  are  complete  and  to  the 
intended  store  we  can  run  our  business  on 
lower  inventories  and  offer  better  product 
availability  to  our  customers.” 

He  cautions  that  RFID  is  no  magic  bullet. 
“What  we  have  learned  during  this  project  is 
that  RFID  is  only  a  single  component  of  a 
complex,  integrated  solution  to  a  business 
problem:  improving  asset  visibility’  O’Neill 
says.’Through  this  project,  and  many  others, 
RFID  is  proving  itself  to  be  robust  enough  for 
commercial  application  —  but  that  it  is  only 
one  piece  of  the  jigsaw  [puzzle].” 

Market  momentum 

Interest  in  deploying  RFID  technology  in 
the  retail  supply  chain  has  increased  signifi¬ 
cantly  over  the  past  few  years,  says  Sanjay 
Sarma,  chairman  of  research  at  Auto-ID 
Center,  an  industry-funded  RFID  research 
program  at  the  Massachusetts  Institute  of 
Technology  The  Auto-ID  Center  is  partnering 
with  the  Uniform  Code  Council  (UCC)  and 
EAN  International  to  form  an  organization 
called  AutoID,  which  will  be  dedicated  to 
creating  and  commercializing  global  stan¬ 
dards  for  RFID  tags. 

Spurring  interest  in  RFID  is  the  emergence 


of  inexpensive  tags,  network  availability  and 
the  beginnings  of  standards,  Sarma  says. 
Over  the  past  few  years,  vendors  have 
worked  to  make  RFID  tags  less  expensive  by 
stripping  down  the  information  stored  on 
the  tag  and  relying  on  the  network  to  dis¬ 
tribute  information,  he  says. 

“Taking  memory  off  the  tag  makes  the 
chip  in  the  tag  much  smaller  and  therefore 
potentially  makes  the  tag  itself  much  more 
inexpensive,”  Sarma  says.  “All  the  chip  then 
stores  is  a  unique  number,  and  instead  you 
move  the  data  on  the  network.” 

Fueled  in  part  by  falling  prices,  sales  of 
RFID  gear  are  growing.  According  to  Venture 
Development,  global  shipments  of  RFID  sys¬ 
tems  —  including  hardware,  software  and 
services  —  reached  $965  million  in  2002,  up 
8%  annually  since  2000. The  firm  expects 
the  market  to  reach  $2.7  billion  by  2007. 

While  active  deployments  of  RFID  in  retail 
settings  are  rare,  many  retailers  are  eyeing 
the  technology 

At  an  AMR  Research  retail  and  con¬ 
sumer  goods  conference  in  April, only  10% 
of  250  attending  executives  said  their  com¬ 
panies  are  using  or  piloting  systems  en¬ 
abled  by  RFID  technology.  However,  63% 
reported  that  their  companies  were  evalu¬ 
ating  such  systems. 

Jeff  Carter,  director  of  operations  at  online 
retailer  BackcountryStore.com  of  Heber 
City  Utah, says  his  company  isn’t  piloting  or 
rolling  out  RFID.  But  the  company  is  inter¬ 
ested  in  the  technology’s  potential  to  help  it 
reduce  loss  and  improve  inventory  pro¬ 
cesses  through  more  accurate  and  readily 
available  data.  “We’re  tracking  its  progress 
and  applications,”  Carter  says. 

Similarly  Bill  Finefield  is  paying  attention 
to  RFID,  but  isn  t  ready  to  deploy  it.  “It  is 
something  on  our  radar  screen,”  says 
Finefield,  who  is  CIO  of  Navy  Exchange 
Service  Command,  a  Virginia  Beach,  Va., 
contractor  that  runs  112  stores  serving  U.S. 
Navy  personnel  around  the  globe. Finefield 
cites  better  inventory  tracking,  fewer  man¬ 
ual  processes  in  the  distribution  center 
and  reduced  product  losses  as  potential 
incentives. 

Losses  incurred  through  process  errors, 


Retailers  explore  wireless  labels  for  tracking 
merchandise  and  increasing  sales  opportunities. 
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ikiVANTAGE 


EASIER  TO  USE 

•  Auto-configuration  simplifies  set-up.  The  system  automatically 
addresses  the  ports,  appliances  and  computers  for  you 

•  Intelligent  AMIQ  interface  modules  remember  your  configuration, 
so  it’s  easy  to  install,  maintain  or  move  your  servers 

•  Graphical  AMWorks  administration  software  and  mouse-driven 
on  screen  menus  are  simple  to  navigate  and  control 


of  your  server 
AMX  switching 


KVM 

Matrix 

Switching 


MORE  ADVANCED  FEATURES 

•  Scalable  architecture  grows  with  your  server  room 

•  Supports  multi-rack  PS/2,  Sun  and  USB  server  environments 

•  Full  non-blocked  access  to  servers  and  serial  devices 

•  End-to-end  CAT  5  connections 

•  Save  rack  space  -  1 U  switch  supports  up  to  8  users  and  32 
servers;  2U  switch  supports  up  to  16  users  and  64  servers 

•  Multi-level  security  and  password  protection  for  each  user 

•  Multiple  users  can  share  access  to  the  same  server 
•Share,  private,  scan  mode  available  to  all  users 


Smarter 
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Simpler  KVM  Switching 


•  AMIQ  computer  interface  module  retains  the  unique  ID  and  server  name, 
so  reconfiguration  and  expansion  is  as  simple  as  switching  the  cable 

•  Exclusive  AutoTuning™  optimizes  video  performance  over  UTP  cable,  at 
any  distance 

•  Build  customized  user  profiles  and  centralize  control  of  connected  servers 
with  AMWorks  -  Java-based  system  software  included  with  each  switch 

•  All  system  components  can  be  flash  upgraded  simultaneously  with  just  a 
few  clicks  of  the  mouse 


Call  for  an  Avocent  Authorized  Reseller  near  you 

1*866*286*2368 


Make  the  smart  switch.  Download  our  Definitive  KVM 
Buyer's  Guide  at  www.avocent.com/advantage 

or  call  1-866-286-2368. 

>_rr  A, jcent  logo  A«noVw*.  AutnTurang.  AVWortus.  KVM  OVER  IP  and  The  Power  of  Being  There  are  t/arteroariis  ot  Avocent 
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CONTROL  KEYBOARD,  VIDEO  AND  MOUSE  REGARDLESS  OF  LOCATION 

With  the  Kaveman  networking  device,  you  can  remotely  control  servers,  either  over 
the  Internet  or  a  local  network,  down  to  the  BIOS  level. 

ACCESS  SERVERS  USING  A  WEB  BROWSER  OR  VNC 

All  you  need  to  operate  Kaveman  is  a  web  browser  or  VNC  on  the  remote  client.  No 
additional  software  is  required.  And  no  software/users  licenses  help  keep  your  costs 
down. 


K  &  is  e  m  ar? 

COMPLETE  REMOTE  KVM  CONTROL  VIA  TCP/IP 


REMOTELY  CONTROL  POWER 

Through  the  user-friendly  Kaveman  GUI,  you  can  control  the  power  of  up  to  eight 
devices. 


AUTOMATICALLY  MONITOR  SERVER  ACTIVITY 

Kaveman  automatically  monitors  critical  server  vitals  such  as  power,  video,  and 
keyboard  response;  it  alerts  you  to  crashes  and  enables  you  to  quickly  respond  to 
problems. 


H=>  I 


The  Engine  of  Innovation 


Available  in  single,  eight  and  sixteen  channel  versions  www.digitalv6.com  Toll  Free  1-866-922-2333  Resellers  and  Distributors  Welcome 
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UltraLink™ 


■  Connects  to  standalone  computers  or  any  KVM  switch 

■  High  quality  16-bit  video  at  up  to  1280x1024  resolution 

■  Easy  to  install,  give  it  an  IP  address  and  run  the  Viewer 
program,  no  user  license  required 

■  Encrypted  communication  produces  highly  secure  operation 

■  Scaling  and  scrolling  features  for  maximum  flexibility 

■  Single  mouse  cursor  simplifies  user  interface 

■  See  four  servers  from  one  screen  with  quad  screen  mode 

■  Lifetime  free  flash  upgrades 


UltraLink  sets  a  new  standard  in  remote  management  of  server  room 
environments.  It  saves  you  money  by  allowing  you  to  centralize  your  IT 
resources.  Since  it  does  not  depend  upon  software  loaded  on  your 
computers,  it  deploys  easily  and  works  on  any  operating  system,  such 
as  Windows,  Linux,  Solaris,  Unix,  or  OSX. 

The  UltraLink  digitizes  the  remote  computer's  video.  It  then  scales, 
compresses,  encrypts,  and  packetizes  it  into  the  TCP/IP  protocol.  At 
your  PC  the  free  Viewer  application  receives  and  displays  the  video  and 
sends  back  keyboard  and  mouse  data.  This  process  allow  you  to  access 
remote  computers  from  anywhere. 

Rose  is  a  leading  manufacturer  of  switching,  extension,  and  access 
products.  As  a  KVM  industry  pioneer,  Rose  is  known  for  its  technically 
superior  and  price  competitive  products. 

Join  the  ranks  of  many  successful  companies  using  UltraLink,  call  Rose 
to  learn  more  about  KVM  Access  over  IP  as  well  as  KVM  Switches  and 
Extenders. 


Rose  Electronics 
10707  Stancliff  Road 
Houston,  TX  77099 

USA  toll  free  800  333  9343 
ROSE  US  281  933  7673 
ROSE  Europe  +44  (0)  1264  850574 
ROSE  Asia  +61 7  3427  5353 

WWW.ROSE.COM 
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Internet  Power  Switch  Microsoft  Internet  Explo 
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Web  Browser  Access  for  Easy  Operation 
Telnet  and  Serial  Access 
Encrypted  Password  Security 
Expandable  to  Five  (5)  Individual  Outlets 
Each  Outlet  can  Switch  a  15  Amp  Load 
On  /  Off  /  Reboot  Switching 


Servers,  routers,  and  other  electronic 
equipment  sometimes  “lock-up,” 
often  requiring  a  service  call  to  a 
remote  site  just  to  flip  the  power 
switch  to  perform  a  simple  reboot... 

The  IPS-15  gives  you  the  ability  to 
perform  this  function  from  anywhere! 


INTERNET  POWER 


LOCATION:  IPS-15  Live  Demo  Unit 

Plug  Name 
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On 
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Boot 

1  Server_l 
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3  ™ 

4  ... 

c 

r 

r 

5  -- 

All 
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Plugs 

Setup  |  Logout  | 

Refresh  | 

Apply  | 

Cancel  | 
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Expandable! 
Using  IPS  Satellite  Units... 
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www.wti.com 


(800)  854-7226 
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"Keeping  the  Net.. .Working!" 


dtSearch 


dtSearch 


dtSearch 


dtSearch 


dtSearch 


Instantly  Search 
QIdc«lCn  Gigabytes  of  Text 

♦  Search  across  networks,  intranets,  and  web  sites 

♦  Publish  large  document  collections  to  web  or  CD/DVD 

♦  over  two  dozen  indexed,  unindexed,  fielded  and  full-text  search  options 

♦  highlights  hits  in  HTML  and  PDF  while  displaying  embedded  links, 
formatting  and|]|^j'|^[ 

♦  converts  other  file  types— word  processor,  database,  spreadsheet,  email, 

ZIP,  XML,  Unicode,  etc— to  HTML  for  display  with  highlighted  hits 

♦  developer  products  have  easy  wizard-based  setup;  optional  API 


‘Searches  at  blazing  speeds”  -Computer  Reseller  News  Test  Center 

‘Very  powerful ...  a  staggering  number  of  ways  to  search” 
-Windows  Magazine 

Intuitive  and  austere  ...  a  superb  search  tool”  -PC  World 

dtSearch  “covers  all  data  sources ...  powerful 

Web-based  engines”  -eWEEK 

Singly  fast”  -Computer  Forensics:  Incident  Response  Essentials 

werful  text  mining  engine  ...  effective  because  of  the  level 

diligence  it  displays”  -PC  Al 

;)^st  year  alone,  over  half  of  the  current  Fortune  10 
.1  ’  purchased  developer  or  network  licenses. 


%  300-IT-FINDS  See  www.dtsearch.com  for: 

~earch.com  *  developer  case  studies 
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Text  Retrieval 
Engine 

♦  for  Win  &  .NET 
♦  for  Linux 

♦  call  for  pricing 


r*< 


X  r\ 


Industrial-strength.. 
superb"— pc  Magazine 


0  w  vCvJCy 

J  3  i 

-  3T'|ndustrial-strength.. 
I  superb"-PC  Magazine 


dtSea 


0  ^  VVvCW 

H&l  V/ 

"*3*  "industrial-strengtn.. 
superb" -K  Magazine 


o  \J\ 


<»  1 


x  n 


Industrial-strength.. 
Superb"-PC  Magazine 


j 


^3*  "Industrial-strength 
.  Superb"-PC  Magazine 


NetworkWblid  MARKET  J  h  ( 

THE  HUB  OF  THE  NETWORK  BUY  HWIIfflM  flllimlHB  W  ~l  \  V 


r 


47 

7/07/03 


western  telematic  incorporated 


SSH  or  Out-Band  Access  te 
Consoles  at  Remote  Locations 


Visit  website  for  complete  NetReach™  product  line. 

(800)  854*7226  •  www.wti.com 

5  Sterling  •  Irvine  •  California  92618-2517 
(949)  586-9950  •  Fax:  (949)  583-9514 


The  SCM-16  Secure  Console  Management  Switch  provides  in-band  and 
out-of-band  access  to  RS232  console  ports  and  maintenance  ports  on  UNIX 
servers,  routers  and  any  other  network  elements  which  have  a  serial  console 
or  craft  port.  System  administrators  can  access  serial  maintenance  ports 
over  the  network  via  SSH  connections  and  simple  menu-driven  commands, 
or  through  a  discrete  TCP  port  connection  mapped  directly  to  one  of  the 
SCM-16  serial  outputs. 


Secure  Shell  (SSHv2)  Encryption 
Simultaneous  SSH  or  Telnet 
Non-Connect  Port  Buffering 
SYSLOG  Reporting 
SNMP  Capability 
Any-to-Any  Port  Switching 
IP  Security  Features 
10/100  Base-T  Ethernet  Port 
Port-specific  Password  Protection 
Data  Rate  Conversion 
1 1 5/230VAC  or  -48VDC  Models 


There  Is  A  Better  Way  To  Troubleshoot  &  Manage  Your  Network 


0BSFRVFR 


Observer 
* 995 


Expert 
Observer 
* 2895 


Observer 
Suite 
* 3995 


Observer® — Quickly  identifies  network 
trouble  spots  and  costs  thousands  less  than 
expensive  hardware-based  analyzers. 
Observer  provides  metrics,  capture,  and 
trending  for  both  shared  and  switched 
environments. 

•  Full  packet  capture  and  decode  for  over 
500  protocols,  including  TCP/IP  (v4  &  v6), 
NetBIOS/NetBEUI,  XolP,  SNA,  SQL,  IPX/SPX, 
Appletalk  and  many,  many  more! 

•  Switched  mode  sees  all  ports  on  a  switch 
gathering  statistics  from  an  entire  switch  or 
capture/statistics  from  any  port(s) 

•  Long-term  network  trending  collects 
statistical  data  for  days,  weeks,  months, 
even  years 

•  Real-time  statistics  include  Top  Talkers, 
Bandwidth,  Protocol  Statistics,  and 
Efficiency  History 

•  Ethernet  (10/100/Gigabit),  Token  Ring, 
FDDI,  and  Wireless  802. 1 1 — no  need  to 
purchase  separate  tools 


•  Windows ®  98/Me/NT/2000/XP  compatible 

•  Over  4,000  frame  types  recognized 

Expert  Observer — Identifies  problems  and 
provides  Expert  information  in  plain  English. 

Includes  all  of  the  features  of  Observer  plus 
real-time  and  post-capture  expert  event 
identification  and  analysis — new  SQL  and 
Frame  Relay  experts  add  to  the  many  other 
protocols  covered,  time  synchronization 
technology,  and  modeling  of  network  traffic. 

Observer  Suite — The  ultimate  tool  for 
the  most  demanding  power  user. 

Provides  a  full  complement  of  tools  that 
includes  all  of  the  features  of  Expert 
Observer  plus  SNMP  management,  RMON 
console/Probe  and  Web  reporting.  Includes 
one  remote  Probe. 

If  you  have  any  network  problems,  find 
out  the  cause  with  Observer,  Expert 
Observer,  or  Observer  Suite. 


Call  800-526-7919  or  visit  us  online  for  a  full-featured  evaluation: 

www.NETWORKINSTRUIVIENTS.com 

US  (952)  932-9899  •  Fax  (952)  932-9545  •  UK  &  Europe  +44  (0)  1959  569880  •  Fax  +44  (0)  1959  569881 


NETWORK 

INSTRUMENTS 


©2002  Network  Instruments,  LLC.  Observer,  “Network  Instruments"  and  the  “N  with  a  dot"  logo  are  registered  trademarks  of  Network  Instruments,  LLC. 
All  other  trademarks  are  property  of  their  respective  owners. 
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How  To  Protect  Your  Network: 
The  Growing  Threat  Of 
Application-Layer  Attacks. 

For  seminar  locations  visit: 
http://lz.  cyberguard,  com/nw 


Educating  the  Security  Buyer 
north  american  seminar  series 


THOMAS  MATZEN 

Vice  President 

Head  of  Network  Security 

Commerzbank  AG 


With  assets  of  more  than  $ 420  billion, 
Commerzbank,  based  in  Frankfurt, 
Germany,  is  one  of  Europe's  leading 
banks. 


“Information  technology  is  a  key  factor 
in  the  financial  business  and  our  data 
is  one  of  the  most  valuable  assets  we 
have. 


We  first  chose  CyberGuard  in  1997, 
not  only  because  they  are  the  first 
vendor  in  the  world  to  achieve  EAL4 
certification  for  their  firewall  appli¬ 
ances,  but  also  because  we  wanted 
a  highly  secure  product  which  offers 
us  a  multilevel  secure  operating 
system,  proxy  abilities  and,  of  course, 
high  availability. 


CyberGuard  products  protect  all 
external  connections,  including  the 
Internet  as  well  as  connections  with 
vendors  such  as  Reuters  and  other 
third  party  networks.  This  infrastruc¬ 
ture  is  being  used  by  some  35,000 
users  worldwide,  serving  800  German 
locations  and  over  20  international 
locations  across  four  continents." 


CYBERGUARD 


Free  Network  Securi 


FI  REWALL/VPN  APPLIANCES 


Common 
it  11  Criteria 

11  if 


www  cyberguard  com 
Phone  954  958  3878 
e-mail  info@cyberguard  com 


EAL4+ 
CERTIFIED 


We  re  Making 

//k’Ditikl . 


INTELLAPATCH  64-Port 
Physical  Layer  Switch,  Modular, 
Bladed  System 


IntellaPatch  32-Port 
Physical  Layer  Switch,  Fix-Port,  and 
Flexible  SFP-Tranceiver  Units 


IntellaPatch  16-Port 
Physical  Layer  Switch. 
Low-Cost  Solution  for  Line  Protection 


Call  toll-free  at 
(800)  624-6808 
or  visit  us  online  at 
www.apcon.com. 

While  you're  there 
download  a  free 
whitepaper: 

Maximizing 
Your  Test  Investment. 


Interoperability  test  is  time  consuming,  manually  intensive, 
complex  and  costly.  But  that  was  before  you  added  an 
IntellaPatch  Physical  Layer  Switch  to  your  lab. 

An  Apcon  layer-1  switch  will  increase  the  flexibility  and 
scalability  of  your  interoperability  test  system  by  providing 
intelligent,  automated,  remote-access  connectivity  and  test 
management  We’ll  reduce  the  hours  you  spend  doing  lab 
setup  and  manual  reconfiguration  -  that  equals  a  savings 
in  both  time  and  money. 


for  Gigabit  Ethernet,  Fibre  Channel 
and  SONET ...  Now  That’s  a  Switch! 

O  Apcon 


Power  Control 


What’s  Your 
Current’  Load? 


Verify  Amps  Used  per  Circuit 
with  Sentry  Input  Current  Monitor 

•  Precisely  measure  the  current,  in  amps, 
for  each  power  circuit 

•  Prevent  overloads  on  existing  power  circuits 

•  Reduce  costs  for  additional  power  circuits 

•  Overcurrent  alarms 

•  Remote  Measurement  via  IP  or  RS-232 

•  ,  Local  Measurement  via  digital  display 


.Sentry  Power  Tower.  Equipment  Cabinet  Solutions 


Server  Technology,  Inc 


1040  Sandhill  Drive  Reno,  Nevada  89511  USA 
web:  www.servertech.com  toll  free:  1.800.835.1515 


To  advertise  in  Network  World's  Marketplace 
call  Richard  Black  at  1.800.622.1  108 
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CISCO  NORTEL 

NEW  •  REFURB  /  BUY  •  SELL 


Truckload 


tuco  Siiiim 

NGRTEL 

NETWORKS 
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Sale 

Bay  Networks^ 


Fax  Equipment  List  To  801-377-0078 


888-8LANWAN  ggS 

Call  for  Free  Quote!  (888-852-6926)  www.nle.com 


Temperature 
Humidity 
Air  Flow 
light  level 
Doors  Open 
Camera  Optional 


Weather 

Duck' 


512.507.342 » 


E-mail  alerts. 

Web,  Excel",  SNMP  Software 


www.ITWfltahlBe390.BMaB 


NETWORK  HARDWARE 
&SERVERS 


Cisco  Sinus 
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COMPAQ. 


ssFEDCOMfclJSA  = 

Your  #1  Source  -  Since  1990 

770-772-6000 


*=*■ 


Versa  Tables 

Factory  Direct  Prices 
Lifetime  Warranty  made  In  USA 


310-873-0384  www.verEadlrect.com 
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order  now:  310-416-1200 

or  visit 

www.ContiComp.com 

We  Specialize  In... 


Make  the  Smart  Choice , 

-  Trust  the  Experts  m 

^Continental 

Computers  Since  1984 


Cisco  Systems 


Authorized 
Reseller 

These  logos  are  a  trademark  of  their  respective  companies  and  .services 


toll  free  800  879  8795 
ph:  +  1  402  575  3000 
fax: +1  402  575  2011 


OptimumDatalnc. 

www.optimumdata.com 


We  Buy  &  S 
1  Used  Ciso 


1 20; Day 

Cisco  •  Paradyne  •  ADTRAN  •  Sun  •  Extreme  Networks 


We  Buy  &  Sell 

USED 

CISCO 

Juniper 

Extreme 

800.451.3407 

Since  1985 

50-90%  Savings 
Fully  Guaranteed 
Overnight  Delivery 

n  et  wor  k  h  a  rd  wa  re.com" 


“High-end” 

Network  Test  Functions 
at  a  “Low-end" 
Coble  Tester  Price 


Attn:  Network  Technicians 


Capture  and  Generate  Packets 
Simulate  Network  Loads 
Monitor  Network  Utilization 
Test/View  DHCP 
Operations/Settings 
and  more... 


With  the  touch  of  your 
stylus  and  our  handheld 
network  analyzer  kit 


Toll  Free  1-866-442-7767 
www.smartronix.com/prod.ucts 


■fOvn 

See  the  entire  Generation 
3.0  collection  at: 

BRETTS 

Luggage.  Leather  goods.  Gifts 
Pens.  Clcxks.  Lighters.  Games 

www.suitcase.com 


careers 


it  careers.com 


Advertising  Supplement 


IT  Careers:  E-tailers  Give  Away  Network  to  Build  Future 


The  shakeout  over  the  past  two  years  of  start  up 
e-tailers  left  a  trail  of  dead  companies  and  ideas. 
The  survivors,  however,  are  proving  their  mettle 
and  have  much  bigger  plans,  including  changing  the  way 
consumers  look  at  their  buying  power. 

Among  the  leaders  are  eBay,  Amazon.com  and  Best 
Buy.  eBay  and  Amazon.com  are  staking  their  futures  not 
just  on  transactions,  but  also  on  selling  and  giving  away 
their  networks.  eBay's  claim  is  that  its  technology  is  the 
platform  for  e-commerce  for  150,000  other  businesses. 


The  company  is  operating  China's  leading  e-commerce 
site,  EachNet,  and  eBay  has  established  PayPal.com  to 
automate  online  money  transactions.  In  a  sign  of  the 
times,  eBay  has  acquired  the  former  Novell  Inc. 
headquarters,  adding  2  million  square  feet  for  future 
office  and  research  and  development  space.  The 
company's  new  customer  support  center  in  British 
Columbia  will  add  up  to  600  jobs  over  the  next 
two  years. 

Just  as  aggressive  is  Amazon.com,  which  is  pushing 
its  web  services  out  into  the  economy  in  two  ways.  First, 
the  company  is  giving  it  away.  Hackers  are  welcome 
to  use  the  system  to  create  their  own  programs; 
27,000  developers  have  signed  on  to  abide  by  licensing 
rules  and  are  creating  programs  that  build  on 
Amazon.com's  technology. 

That's  great  news,  according  to  Rick  Dalzell,  senior 
vice  president  for  worldwide  architecture  and  platform 
software  and  CIO.  Amazon  will  invest  $200  million  in 
technology  this  year,  bringing  the  eight-year-old 
company's  total  technology  investment  to  $1  billion. 
"Making  our  web  services  available  ensures  that 
people  use  our  data,"  explained  Andrew  Herdener, 
spokesperson  for  the  company.  "By  offering  this  to 
developers,  we're  creating  a  new  network,  a  new  web, 
based  on  Amazon.com." 

Another  tact  undertaken  by  Amazon.com  is  its  new 
subsidiary,  Amazon  Services  Inc.,  which  is  selling  turnkey 
e-commerce  systems  to  other  retailers.  Already  signed 


up  are  toysrus.com,  circuitcity.com  and  target.com. 
The  National  Basketball  Association  is  also  operating  its 
commerce  site,  nbastores.com,  with  Amazon  technology. 

The  combination  is  a  new  way  to  shop  -  comparing 
bar  code  pricing,  researching  products,  and  defining 
what  your  shopping  is  and  isn't. 

Clark  Becker,  chief  technology  officer  for  Best  Buy, 
believes  this  new  type  of  shopping  points  to  the  IT 
profession's  future.  Better  than  50%  of  Best  Buy's 
customers  shop  online  or  do  research  at  BestBuy.com 
before  making  an  in-store  purchase.  There's  always  a 
place,  even  in  downturns,  for  hiring  those  who  are 
adaptable  and  have  needed  competencies.  IT 
professionals  need  to  think  of  themselves  as  "up-and- 
coming  world-class  programmers  or  designers,  not  as 
a  world-class  COBOL  or  Java  programmers,"  Becker 
explains.  "Technology  will  continue  to  change.  Too  many 
people  define  their  careers  by  a  technology  skill  and  get 
caught  having  outdated  skills  instead  of  clear 
competencies  and  aptitudes." 


For  more  information  about 
IT  Careers  advertising,  please  contact: 

Nancy  Percival,  Director,  Recruitment  Advertising 

800.762.2977 

500  Old  Connecticut  Path 

Framingham,  MA  01701 

Produced  by  Carole  R.  Hedden 


SR,  TECHNICAL  SUPPORT  ENGI- 
NEER.  Responsible  for  providing 
tech  support  to  SW  professionals 
working  w /  highly  tech  products, 
incldg  systems  level  software. 
Resolve  complex  systems  issues 
for  customers  &  users.  Write 
value-added  Alerts,  FAQs  &  Tech 
Notes.  Provide  tech  supprt  for 
training  development.  QA  testing,  & 
product  planning  of  new  system 
features.  Req:  Bachelor’s  degree  or 
foreign  equiv  in  CS,  CE,  EE,  Math, 
MIS,  Physics,  Business  or  rltd  field, 
plus  5  yrs  exp  in  job  offrd  or  in  rltd 
occupatns  as  SW  Engr,  Program¬ 
mer/Analyst,  IT  Consultant,  IT 
Specialist.  If  no  degree,  or  unrltd 
degree,  the  employer  will  accept  1 
yr  of  exp  in  the  job  offrd  or  in  rltd 
occupatns  as  SW  Engr,  Program¬ 
mer/Analyst,  IT  Consultant,  IT  Spe¬ 
cialist.  Sal:  $92,000/yr.  Jobsite: 
Burlington,  MA.  8am-5pm,  40hrs/ 
wk.  Send  two  (2)  copies  of  your 
resume  to:  Case  #200201942, 
Labor  Exchange  Office,  19 
Stamford  St,  1st  FI..  Boston.  MA 
02114  Must  have  proof  of  legal 
authority  to  work  in  U.S. 


DATABASE  ADMINISTRATOR 

Financial  services  company 
seeking  Database  Administra¬ 
tor.  BS  or  equivalent  in  CS  or 
Mathematics  plus  5  yrs  exp 
database  administration  w/MS 
SQL  server/database.  Will  ac¬ 
cept  7  yrs  combination  educa¬ 
tion  and  exp  in  CS,  Mathematics 
and  database  administration  w / 
MS  SQL  server/database  in  lieu 
of  BS  and  5  yrs  exp.  Must  also 
have  1  year  exp  in:  hardware. 
OS  and  networking;  MS  Cluster 
Service  and  MS  SQL  Servers 
running  in  a  clustered  high-avail- 
ability  environment;  SAN  large- 
scale  data  storage  technologies 
and  data  mirronng  technologies. 
Please  mail  resume  w/cover  to 
I  Morgan  Keegan  &  Company, 
line.  HR,  SON.  Front  St, 
[Memphis.  TN  38103. 


Computer  Professionals 

We  have  openings  for  the  follow¬ 
ing  positions  to  work  at  client  sites 
throughout  the  United  States. 
Send  Resume  to:  Webilent 
Technology,  2  Judith  Drive, 
Nashua,  NH  03062. 

Senior  Systems  Analyst:  Req  exp 
in  Insurance,  Vantage-One,  IBM 
Mainframe  Cobol,  DB2,  JCL, 
Java.  JDBC,  JFC,  Swing,  Web¬ 
sphere,  XML,  Servlets  &  JSP. 

Senior  Websphere  Architect:  Req 
exp  in  Vantage-One,  EJB,  JFC, 
Swing,  J2EE,  IBM  UDB,  Web¬ 
sphere  &  XML. 

Senior  Facets  Programmer  An¬ 
alysts:  Req.  exp  in  Erisco  Facets, 
SQL  Server,  VB,  ASP,  Oracle  and 
Crystal  Reports. 

Senior  Java  Architect:  Req  Exp  in 
Java,  JDBC,  JSP,  Cobol,  Servlets, 
BEA-Weblogic,  XML,  DB2,  CICS, 
MVS/ESA  &  Unix. 

Senior  Oracle  Consultant:  Oracle, 
Developer  2000,  SQL’Loader, 
SQR.  Visual  Basic  and  Oracle 
HRMS  with  Financial  Experience. 


F/T  Programmer  Analyst.  Respon¬ 
sible  for  developing  and  maintain¬ 
ing  specifications,  modifications 
and  additions  to  programs.  Imple¬ 
ment  the  development  of,  and  mod¬ 
ifications  to.  programs  for  applica¬ 
tion  in  the  textile  industry  using  sys¬ 
tems  design.  Recreate  steps  taken 
by  users  to  locate  and  correct  prob¬ 
lems  using  systems  analysis.  An¬ 
alyze,  review  and  alter  computer 
programs  to  increase  operating  effi¬ 
ciency  and  to  adapt  to  new  require¬ 
ments  using  AS/400,  RPG/400.  ILE 
RPG,  CL/400,  SQU400,  and  DB2 / 
400  Monitor  performance  of  pro¬ 
grams  after  implementation.  Must 
have  a  Bachelor’s  degree  in  Mathe¬ 
matics.  Computer  Science,  related 
field  or  foreign  degree  equivalent 
Must  have  2  yrs  of  exp  in  job 
offered  or  position  w/  same  duties 
Salary:  Competitive  Send  resume 
to:  C  Lesker,  Datatex  TIS,  Inc.. 
1040A  Cambndge  Sq..  Alpharetta. 
GA  30004  No  calls  please 


Software  Quality 
Assurance  Engineer 

Involved  in  all  aspects  of  SWQA 
process.  Process  includes  review 
of  requirements  documents,  de¬ 
velopment  &  execution  of  test 
plans,  filing  of  Remedy  tickets  & 
distribution  of  QA  release  docu¬ 
mentation.  Involved  w/regular 
communication  w/project  man¬ 
agers,  development  engineers,  & 
other  company  personnel.  Soft¬ 
ware  Quality  Assurance  Engineer 
operates  under  direction  of  either 
Director  of  SQA  or  an  SQA  Mana¬ 
ger.  Rqrs:  BS  in  CS,  Engineering, 
or  a  related  field  or  equiv.  &  2  yrs 
of  exp  in  Software  Quality  Assur¬ 
ance.  Also  rqrs  exp  in  utilizing 
RSW,  XML,  Perl,  Visual  Basic.  & 
Oracle  8i  in  a  Unix/NT  environ¬ 
ment.  Must  possess  a  demon¬ 
strated  knowledge  of  SQA  meth¬ 
odologies  &  must  possess  excel¬ 
lent  written  communication  skills. 
8:30a. -5p.  40  hrs/wk.  $54,578/yr. 
Submit  2  resumes  to  Case  # 
200202139,  Labor  Exchange 
Office,  19  Staniford  St,  1st.  fl., 
Boston  MA  02114 


Systems  Analyst  to  Write  Stored 
Procedures  (using  MS  Visual 
Studio.net),  Views,  User  Defined 
Functions  &  Select  Statements 
using  SQL  Server  2000.  Test  & 
execute  Stored  Procedures  using 
SQL  Query  Analyzer.  Use  Enter¬ 
prise  Manager  &  MS  Manage¬ 
ment  Console  to  create,  save,  & 
open  MMC  consoles  to  manage 
hardware,  software,  &  network 
components  of  Windows  system. 
Save  all  Procedures,  Views,  Fun¬ 
ction  Scripts  using  Visual  Source 
Safe.  Utilize  Test  Director  for  test¬ 
ing.  Design  Reports  using  Sea¬ 
gate  Crystal  Reports  8.5  & 
Cognos  Provide  technical  sup¬ 
port.  BS  in  Computer  Science  * 
3  yrs.  Exp.  in  job  duties.  Apply: 
Acres  Gaming,  Inc..  7115  Amigo. 
Suite  150,  Las  Vegas,  NV  89119 
with  proof  of  permanent  work 
authorization. 


E  Computer  Technologies,  Inc.,  is 
a  computer  and  technology  solu¬ 
tions  provider  of  business-to-busi- 
ness  and  E-commerce  application 
implementation  and  integration 
services  specializing  in  E-purchas¬ 
ing  systems.  Our  company  cur¬ 
rently  has  openings  for  the  follow¬ 
ing: 

Programmer  Analysts:  Design  and 
develop  financial  based  applica¬ 
tions  using  client  server  technolo¬ 
gy,  n-tire  technologies  with  Oracle 
8i,  Oracle  ERP,  SYBASE  databas¬ 
es  using  J2EE,  WEBLOGIC  7, 
Netscape  and  Enterprise  Server, 
IBM  MQ  Series,  Extensible  Style 
Sheet  Language  Transformations, 
Unified  Modeling  Language  for 
design,  and  object-oriented  analy¬ 
sis  and  design.  Design  product 
features  to  meet  requirements  and 
perform  quality  tests  for  new  and 
existing  features.  Use  knowledge 
of  market  and  accounting  princi¬ 
ples  to  develop  software.  Need 
Bachelor’s  degree  in  Computer 
Science  or  Engineering.  Need  2 
yrs  of  exp. 

Send  Resume  to:  E  Computer 
Technologies,  Inc.,  777  S.  Central 
Expressway,  Ste  #4-F,  Richardson. 
TX  or  via  e-mail  at:  jobs@ 
ecomputertech.com. 


Project  Managers  needed  - 
Applicants  possessing  MS/BS  or 
equiv.  and  relevant  work  exp. 
Part  of  the  required  work  exp. 
must  include  3  yrs  working  in 
Oracle  and  Sybase  and  1  yr  in 
technical  lead  position.  Duties 
include:  Client  Servicing,  Bus¬ 
iness  Analysis;  Design,  develop 
and  implement  software  based 
on  requirements.  Lead  a  team  of 
programmers;  prepare  and  re¬ 
view  project  plans,  budget, 
resource.  Experience  in  govern¬ 
ment  projects  preferable.  Mail 
res.,  ref.  and  salary  req.  to: 
Stellar  Corporation.  594  Marrett 
Road.  Lexington,  MA  02421. 


Compuware 

At  Compuware,  you  can  put 
your  IT  experience  to  work  while 
constantly  developing  new  skills. 
We  currently  have  the  following 
nationwide  opportunities: 

•  Business  Analysts 

•  Database  Administrators 

•  Network  Administrators 

•  Product  Sales 

•  Product  Management/Support 

•  Programmers/Analysts 

•  Project  Managers 

•  QA  Analysts 

•  Software  Developers/ 
Engineers 

•  System  Engineers 

•  Technical  Writers 

•  Web  Developers 

www.compuware.com/careers 
Be  sure  to  indicate  the  specific 
title  and  location  you  are  apply¬ 
ing  for  on  your  application  letter. 
Send  your  resume,  referring  to 
ad  #ITC0106,  to:  Compuware 
Corporation,  Attention:  Recrui¬ 
ting  Dept.  31440  Northwestern 
Hwy.,  Farmington  Hills.  Ml 
48334.  E-mail: 
ads@compuware.com.  EOE 


Senior  Software  Engrs  & 
Software  Engrs  sought  by  legal 
information  services  co.  with 
office  in  NYC  with  exp.  in  any  of 
the  following:  IIS,  VB.  ASP,  XML, 
XSLT,  CSS,  JavaScript.  COM+, 
ADO,  MS  SQL  Server,  Oracle, 
MS  Commerce  Server,  MS 
BizTalk  Server,  Microsoft  Visio, 
Windows.  VB  Scnpt,  DB2,  NET. 
C#.  XSL  &  XSD.  Analyze, 
design,  develop,  test  &  support 
web-based  e-commerce  appli¬ 
cations.  Resumes  to  HR  Dept., 
CCH  Legal  Information 
Services.  Inc.  Ill  Eighth  Ave, 
NY,  NY  10011. 


RiskMetrics  Group  is  seek¬ 
ing  a  Web  Developer  for  our 
Cambridge,  MA  location  to 
develop  complex  cross¬ 
browser  software,  multiplat¬ 
form  solutions  for  highly 
interactive  screens.  Evalu¬ 
ate  design  &  development 
needs  of  client,  conduct 
logistical  analysis  of  tech, 
probs  &  provide  solutions. 
Write  tech,  specs  &  perform 
coding,  debugging  &  test¬ 
ings.  Implement  complex 
graphing  Java  applets  to 
display  financial  data. 
Tools:  Java,  Visual  Age  for 
Java,  HTML,  DHTML,  CSS, 
JavaScript,  Servlets,  Java 
Beans,  JSP,  XML,  KBTool, 
Macromedia  Flash  &  Gen¬ 
erator.  REQS:  BS  in  Comp. 
Sci.  or  Engin.  +  2  yrs  exp.  in 
above  job  or  2  yrs  as  a 
Systems  Analyst.  Please 
forward  resume  to  Alexis 
O'Conner,  One  Cambridge 
Center,  Cambridge,  MA 
02142.  No  calls  or  faxes 
please.  EOE. 


Business  Analyst  sought  by 
IT  org  to  maintain  mgmt  info 
&  report  procedures.  Implmt 
internal  control  systems. 
Dvlp  d/base  &  intergate 
new  systems  for  mgmt 
applic  &  tools.  Use  d/base, 
excel  &  other  s/ware  to  prep 
mgmt  reports  Bach/equiv 
in  Science,  Eco,  Bus. 
Admin,  Finance  +  6  mos 
exp  in  job  offd.  Resp: 
Synygy,  Inc,  555  North 
Lane,  Ste  6000, 
Conshohocken,  PA  19428; 
Fax  (610)  664-7342,  email: 
stewart@synygy.com 
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Manager  of  User  Interface 
Software  Development  sought 
by  NJ  based  Securities  Dealer 
for  Chicago,  IL  office.  Must  pos¬ 
sess  Bachelor's  degree  or 
equivalent  in  Computer  Science 
or  directly  related  field  and  5 
years  exp.  in  software  develop¬ 
ment/design/analysis.  Exp.  must 
include  C/C++,  JAVA.  C  #. 
Respond  to:  Human  Resources 
Department.  #KFP03-99,  Knight 
Financial  Products,  130 
Cheshire  Lane,  Suite  102, 
Minnetonka,  MN  55305. 


Software  Engineers:  Design, 
develop,  code,  test  and  imple¬ 
ment  software  systems  & 
apps.  per  hardware  interface 
specifications  in  Linux  Kernel, 
Perl,  Tel/Tk,  AWK,  Bourne 
Shell,  Visual  Source  Safe, 
CVS,  RCS  utilizing  Micro/ 
RISC-processor  designs  and 
storage  protocols-RAID 
iSCSI,  SCSI,  Fibre  Channel, 
etc.  Prevailing  wage  &  bene¬ 
fits.  Send  resume  to  Susan 
Chitsaz,  iVivity,  Inc.  5555 
Oakbrook  Parkway,  Ste.  280, 
Norcross,  GA  30093.  EOE. 


Fluent,  Inc.,  leading 
Computational  Fluid  Dynamics 
(CFD)  Software  developer,  is 
looking  for  Technical  Support 
Engineers  to  develop  CFD  appli¬ 
cations.  Candidates  must  have 
BS/MS  with  2-yr  exp.  in  CFD, 
optimizing  exhaust  gas  recircu¬ 
lation.  Please  contact: 
rs@fluent.com.  EOE 

NVH  Simulation  Engineer  want¬ 
ed  by  Akebono  Corp  to  devel¬ 
op/simulate  analytical  modeling 
of  friction  material  and  NVH. 
Minimum  requirements:  MS  with 
2-yr  experience  in  NVH  analysis 
and  testing.  34385  W.12  Mile 
Rd.  Farmington  Hills,  Ml 
4833. No  phone  calls  or  emails. 
EOE 
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Machinery  Network  Administrator. 
Maintains  main  frame  network  and 
network  controlled  production  soft¬ 
ware;  maintains  machinery  soft¬ 
ware;  mainteins  comunication  soft¬ 
ware  responsible  for  comunication 
between  main  frame  and  machin¬ 
ery  networks;  trouble  shoots  hard¬ 
ware  and  software  problems  with 
machinery  vendors  in  Germany 
and  Italy;  generates,  converts,  and 
downloads  required  format  produc¬ 
tion  files  into  machinery  network  for 
day  to  day  production,  40hr/wk  7:00 
to  4:00  PM.  $60,9444/yr  Bachelor's 
degree  in  Engineering  and  Automa¬ 
tion  and  Robotics  required.  Appli¬ 
cant  must  show  proof  of  legal 
authority  to  work  in  the  U.S.  Send 
resumes  to  Illinois  Department  of 
Employment  Security;  401  South 
State  Street-7th  North;  Chicago 
Illinois  60605;  Attention  Brenda 
Kelly;  Reference  #  V-IL  33403-K 
an  emloyer  paid  ad;  no  calls  -  send 
2  copies  of  both  resume  &  cover 
letter. 


COMPUTER  ADMINISTRATOR 

PricewaterhouseCoopers’  (PwC) 
IFS  practice  has  opportunities 
available  for  experienced  profes¬ 
sionals  in  the  area  of  Digital 
Security.  Positions  require  a  bach¬ 
elor's  degree  in  CS,  MIS  or  CE  and 
2  to  4  yrs  technical  experience  with 
iPlanet,  LDAP.  Critical  Path,  Meta 
Directory,  digital  security  systems, 
enterprise  directory  systems,  UNIX 
and  Windows  NT  is  required.  Job 
site/location:  Tampa,  FL.  Inter¬ 
ested  candidates  reference  job 
code  44QMNKD  &  fax  resume  to 
"PWC  US  IT  Recruiting"  at  (813) 
348-7980.  No  phone  calls  please. 
Employer  will  only  consider  appli¬ 
cants  authorized  to  work  for  any 
employer  in  the  U.S. 


Engineer  -  Customer  Support 
Engineer  -  (FL)  Analyze  information 
to  assist  in  the  implementation  of 
products.  Make  modifications 
based  on  customer  needs  &  knowl¬ 
edge  of  systems  &  design.  Monitor 
installed  products.  Provide  training 
&  customer  support  to  clients. 
Req'd:  Bach.  Deg.  in  Comp.  Eng'g 
or  Comp.  Science,  3yrs.  exp.  in  the 
job  offered,  or  as  a  Systems  or 
Field  Eng.  Must  have  exp.  with 
installation  of  sophisticated  tele¬ 
communications  equipment  &  pro¬ 
tocols.  Must  be  fluent  in  Spanish  & 
willing  to  travel  extensively  in 
No.  and  So.  America.  Resume  to: 
NICE  Systems,  Inc.  301  Rte.  17  N., 
10th  FI.,  Rutherford,  NJ  07070. 
Attn:  G.  Farese. 


Database  Administrator 
wanted  by  IT  company  in 
NYC  to  admin,  develop  & 
maint  overall  database  per¬ 
formance  &  programs;  data 
conversion,  devlp  DB  tools. 
Write/devlp  scripts.  Use 
Sybase,  SQL  Server,  Visual 
Source  Safe,  VB,  Java, 
Delphi,  TCQ,  Oracle. 
Resumes  to  HR  Dept., 
Vitech  Systems  Group,  Inc., 
401  Park  Ave  South,  NY, 
NY  10016. 


PROGRAMMER  ANALYSTS 
for  Chicago,  IL  office.  Design 
&  Develop  software  applica¬ 
tions  using  Oracle,  C++,  Sy¬ 
base,  XML,  UML,  Interwoven, 
Coolgen,  ClearCase,  Clear- 
Quest,  Plumtree,  PVCS, 
UNIX.  Bachelors  req'd  in 
Computers,  Engineering  or 
related  field  of  study  +2  yrs  of 
related  exp.  40  hrs/wk.  Must 
have  legal  authority  to  work 
permanently  in  the  U.S.  Con¬ 
tact  HR  Manager,  Infobahn 
Softworld.lnc,  3140  De  La 
Cruz  Boulevard,  #108, 
Santadara,  CA  95054. 


Programmer  Analyst  III.  Provide 
programming  support  for  mutual 
funds,  annuities,  retirement 
plans,  and  commission  track¬ 
ing/payment  systems,  including 
full  life-cycle  application  support, 
analysis,  design,  development, 
system  modification,  testing, 
set-up,  reporting  &  creation  of 
documentation.  Develop  Micro¬ 
soft  client  server  &  web  develop¬ 
ment  solutions  for  company's 
customers.  Must  have  Bach¬ 
elor's  in  Comp.  Sci„  Engg.  or 
related,  1  year  exp.,  &  knowl¬ 
edge  of  NaviSys  LifeCAD/MP 
(Home  Office),  Microsoft  SQL 
Server  2000,  &  XSLT.  Send 

resume  to  Connie  Reynolds, 
Human  Resources,  Security 
Benefit  Life  Insurance  Co.,  One 
Security  Benefit  Place,  Topeka, 
KS  66636. 


Junior  Programmer  Analyst. 
Assist  in  designing,  imple¬ 
menting,  maintaining  and 
upgrading  internet  applica¬ 
tions.  Req:  BS  in  Comp. 
Sci.,  Comp.  Eng.,  or  Elec. 
Eng.  40  hrs./wk.  Job/ 
Interview  Site:  Newport 
Beach,  CA.  Send  resume  to 
Restoration  Media,  Inc., 
1300  Quail,  #202,  Newport 
Beach,  CA  92660. 


Software  professionals  want¬ 
ed  in  Northern  NJ  offices. 
Positions  responsible  for 
arch  &  module  design,  & 
code  creation  for  equity 
transaction  systems.  Candid¬ 
ates  must  have  MS  or  BS 
with  5+  yrs  exp  in  comp  sci 
or  related  field.  Knowledge  of 
FIX  preferred.  Send  resumes 
to  ATTN:  Job  Code 
DVBRA001 ,  HR,  SunGard 
Trading  Systems,  545 
Washington  Blvd,  Jersey 
City,  NJ  07310  or  fax  to  201- 
239-5780. 


Computer  Systems  Admin¬ 
istrator.  Analyze/maintain/ 
modify  applications  on  IBM 
mainframe.  Req.  BS  Math/ 
Comp.  Science/Rel.  Field  & 
2  yrs  exp  in  job/2  yrs  exp  as 
Sr.  Analyst/Programmer. 
Spec.  Req.  Expertise  in 
COBOL,  DB2,  CICS,  CSF, 
Cordaptix  &  Utility  Billing 
Systems.  Send  Resume: 
Louie  G.  Abad,  EV3A,  Inc., 
41 2  Wellsley  Court, 
Folsom,  CA  95630(Jobsite). 


Sales  Engineer  -  Analyze  tech 
req.  of  clients  for  comp,  tele¬ 
comm  integ.  systems  in  N.  & 
S.  Amer.  Prepare  tech/eng'g 
proposals,  configurations  & 
price  quotes.  Req:  Bach.  Deg. 
in  Electronic  or  Elec.  Eng'g  & 
4  yrs.  exp.  sales  eng'r/systems 
eng'r  or  in  comp,  telecomm 
integ.  occup.  20%  travel.  Must 
have  exp.  /  CTI  tech  sales  or 
installation,  LAN,  WAN  & 
PABX.  Must  be  fluent  in 
Spanish.  Send  resume  to: 
NICE  Systems,  Inc.,  301  Rte. 
17  N.,  10th  FI.,  Rutherford,  NJ 
07070.  Attn:  G.  Farese 


TechNation  Software  Consulting, 
Inc.  a  software  consulting  company 
with  its  main  place  of  business  at 
Sioux  Falls,  SD  has  multiple  posi¬ 
tions  for  Software  Professionals. 

Sr.  Software  Engineers:  BS  in  CS, 

or  equivalent  with  more  than  5  years 
of  recent  programming  experience 
or  MS  in  CS  with  more  than  3  years 
of  such  experience.  Duties  entail 
programming,  gathering  user  re¬ 
quirements  and  customization  of 
software  in  either  of  a)  Database 
Systems  which  involves  database 
design,  data  modeling  working  in 
both  front  end  as  well  as  backend 
applications  on  Unix  and  Windows 
platforms.  Or  in  b)  systems  side  pro¬ 
gramming  in  Unix,  C,  C++  which  in¬ 
volves  product  development,  work¬ 
ing  on  telecom  protcols  or  develop¬ 
ment  of  device  drivers. 

Both  positions  require  knowledge  of 
allied  Internet  technologies  like 
Java,  JSP,  XML,  J2EE  and  ASP. 
Unix  Systems  administrators:  BS 
in  Computer  Sciences  or  equivalent 
with  atleast  five  years  of  experience 
in  an  enterprise  environment,  (i.e. 
more  than  500  users)  Duties  include 
extensive  use  of  Network  Imple¬ 
mentation  and  Administration,  Sys¬ 
tem  Integration,  Backup  and  recov¬ 
eries,  shell  scripting  and  System 
Securities.  Experience  in  Manage¬ 
ment  of  Enterprise  Network  Storage 
devices  (SAN  or  NAS),  HP  and 
Solaris  Servers,  switches,  HUBs 
and  in  Veritas  NetBackup  systems. 

TechNation  provides  onsite  consult¬ 
ing  services  to  clients  across  the 
United  States  and  hence  a  key 
requirement  for  all  positions  is  that 
candidates  must  be  willing  to  relo¬ 
cate  across  the  country  for  periods 
between  3-6  months  or  as  needed. 

Send  resumes  to  Rona  Troff,  300  N. 
Dakota  Ave.  Suite  #505-B,  Sioux 
Fails,  SD  57104  or  email  to 
rtroff@tnscinc.com.  Fax:  530-733- 
2775. 


Systems  Integration  Engineers 
(Multiple  Openings).  Respon¬ 
sible  for  design  and  develop¬ 
ment  of  a  software  management 
system  that  interacts  with  wire¬ 
less  products  and  components 
and  for  managing  the  access 
control  and  roaming  of  Bluetooth 
and  802.11  mobile  devices. 
Duties  include:  development  of 
public  key  infrastructures, 
secure  authentication  and 
authorization  protocols,  review¬ 
ing  functional  and  design  speci¬ 
fications, GUI  development  and 
programming.  Daily  work  with 
C/C++,  Perl,  Linux  kernal  devel¬ 
opment,  Radius,  LDAP,  and 
Unix  systems.  Development  of 
SNMP  functions  including  MIBs. 
Requirements:  Master's  in  CS. 
IT,  EE  or  related  and  two  (2) 
years  of  experience  in  the  job  or 
in  the  related  occupation  of  ana¬ 
lyst,  programmer,  engineer  or 
similar  OR  *BS/BA  plus  5  years 
experience  in  job  or  related 
occupation  in  lieu  of  MS  plus  2 
yrs  experience.  Also,  demon¬ 
strated  expertise  using  C  and 
Perl  programming  languages; 
UNIX  platforms  and  Linux  based 
operating  systems;  and  Network 
Management  &  Operations 
using  technologies  such  as 
SNMP  and/or  Packet  Switched 
Networks.  Offered  salary  is 
$90, 500/year  for  full-time 
employment  (min.  40  hours  per 
week)  and  standard  company 
benefits.  EEO.  Submit  2 
resumes  and  respond  to  Case 
No.200201768,  Labor  Exchange 
Office,  19  Staniford  Street,  1st 
Floor,  Boston,  MA  02114. 


Seeking  qualified  applicants  for  the 
following  positions  in  Memphis,  TN: 
Technical  Advisor/Scientific  Pro¬ 

grammer.  Provide  technical  advice 
and  expertise  for  real  time  or  batch 
scientific  programming  systems/ 
applications.  Requirements:  Bach¬ 
elor's  degree  or  equivalent  in  com¬ 
puter  science,  operations  research, 
mathematics,  statistics  or  related 
quantitative  discipline  plus  7  years 
of  experience  in  systems  develop¬ 
ment,  including  2  in  scientific  envi¬ 
ronment,  Experience  with  ArcINFO, 
ArcVIEW  and  Visual  Basic  also  re¬ 
quired,  "Master’s  degree  in  appro¬ 
priate  field  will  offset  2  years  of 
general  (non-scientific)  experience. 
Submit  resumes  to  Chris  Holliday, 
Federal  Express  Corporation.  3680 
Hacks  Cross  Road,  Bidg  H.  2nd 
Floor,  Memphis.  TN  38125.  EOE 
M/F/DA7 


Full-time  Data  Warehouse  Archi¬ 
tect:  Architect,  design,  develop, 
and  implement  multidimensional 
databases.  Responsible  for  de¬ 
veloping  ETL  procedures  in  a 
SQL  Server  7.0/2000  environ¬ 
ment.  Responsible  for  data  mod¬ 
eling  analysis,  ODS,  data  marts, 
data  warehouse  architecture, 
database  design,  documenta¬ 
tion,  optimization,  implementa¬ 
tion  and  maintenance  in  an  SQL 
server  environment.  Respons¬ 
ible  for  administration,  develop¬ 
ment,  support,  and  troubleshoot¬ 
ing  for  MicroStrategy  7  Applica¬ 
tions  and  for  maintaining  Micro- 
Strategy  Project  schema  and 
developing  complex  reports 
Responsible  for  integration  of 
multiple  databases  and  multiple 
source  systems  into  a  single 
datawarehouse  environment  to 
enable  business  reporting  and 
analysis.  Analyze  needs  and  re¬ 
quirements  of  existing  and  pro¬ 
posed  systems,  and  develops 
technical,  structural  and  organi¬ 
zational  specifications.  Work 
With  SQL  Server  7.0/2000, 
OLAP  applications,  DTS  Pack¬ 
age  VB,  ASP,  C++,  Lawson  Fi¬ 
nancials,  and  Multidimensional 
tools.  Must  have  Bachelor's  de¬ 
gree  in  Computer  Science,  Me¬ 
chanical  Engineering,  or  related 
field.  Must  have  3  years  experi¬ 
ence  in  job  offered  or  position 
with  same  duties.  Send  resume 
to  Katie  Weems,  CareerBuilder. 
LLC,  8420  West  Bryn  Mawr 
Avenue,  Suite  900,  Chicago, 
Illinois  60631. 


COBOL  &  ILE-RPG  ANA¬ 
LYST/PROGRAMMER:  Writes, 
updates  and  maintains  pro¬ 
grams  written  in  COBOL/CICS 
for  mainframe  and  RPG  finan¬ 
cial  services  clients.  Creates 
and  maintains  IDMS/R  and  DB2 
databases.  Writes/fixes  pro¬ 
grams  and  database  systems  to 
establish  compliance  with 
ODBC  or  SQL  OLEDB.  Reviews 
work  flow  charts  development  by 
systems  analysts/programmers 
to  understand/advice  on  com¬ 
puter  tasks  performance. 
Creates  description  for  program¬ 
mers/analysts  to  understand 
program  access  to  data.  Writes 
physical  database  description 
for  unauthorized  access  and 
tampering  protection.  Provides 
technical  support/guidance  for 
COBOL  and  RPG  systems. 
Coordinates  changes  in  comput¬ 
ers  databases.  Creates  & 
reviews  changes  in  physical 
design  of  databases  to  assess 
effect  on  physical  databases. 
Establishes  database  parame¬ 
ters.  Calculates  optimal  values 
for  parameters.  Establishes 
computer  access  level  for  each 
database  segment.  Specifies 
used  access  level  for  retrieval, 
modification,  deletion.  Conducts 
quality  control  testing  on  codes 
and  correcting  errors.  Generates 
prototype  for  potential  clients  to 
visualize  applications.  Job  is  in 
Miami,  FL  40  hrs.  weekly,  9-5 
pm,  $60,000/yr.  Bachelor's 
degree  or  equivalent,  based  on 
education  and/or  experience,  in 
Computer  Information  Systems 
or  related  field  plus  2  years 
experience  in  job  offered.  Mail 
resume  to:  Data  Industries,  Inc., 
6075  Sunset  Drive,  Suite  #203, 
Miami,  FL  33143.  Attn:  Philip 
Raifaizen. 


COMPUTER 

PricewaterhouseCoopers'  (PwC) 
TAX  practice  has  opportunities 
available  for  experienced  profes¬ 
sionals  in  the  area  of  Computer 
Systems  Analyst  to  provide  tech¬ 
nology  solutions.  Positions  re¬ 
quire  a  master's  degree  in  CS  or 
CE  and  2  to  4  yrs  related  exp.  Job 
site/location:  Washington,  DC. 
Interested  candidates  please  refer¬ 
ence  job  code  4TWTAA  &  fax 
resume  to  “PWC  US  IT  Recruiting* 
at  (81 3)  348-7980.  No  phone  calls 
please.  Employer  will  only  consid¬ 
er  applicants  authorized  to  work  for 
any  employer  in  the  U.S. 


Mainframe  Analyst/Programmer 
Writes,  updates  and  maintains 
programs  written  in  COBOL/ 
CICS  for  mainframe  and  finan¬ 
cial  services  clients  Creates 
and  maintains  IDMS/R  databas¬ 
es.  Writes/fixes  programs  and 
databases  to  avoid  Y2K  prob¬ 
lem.  Review  work  flow  charts 
development  by  system  ana¬ 
lysts/programmers  to  under¬ 
stand/advise  on  the  computer 
tasks  to  perform.  Creates  a 
description  for  programmers/ 
systems  analysts  to  understand 
how  program  should  access 
data.  Writes  physical  database 
description  to  protect  it  from 
unauthorized  access  and  tam¬ 
pering.  Provides  technical  sup¬ 
port  and  guidance  for  COBOL 
Systems.  Coordinates  changes 
in  computer  databases.  Reviews 
changes  in  physical  design  of 
databases  to  assess  effect  on 
physical  databases.  Establishes 
database  parameters.  Calcul¬ 
ates  optimal  values  for  these 
parameters.  Establishes  com¬ 
puter  access  level  for  each 
segement  of  database.  Specifies 
user  access  level  for  retrieval, 
modification,  deletion.  Conducts 
quality  control  testing  on  codes 
and  correcting  errors.  Enters 
codes  to  create  production  data¬ 
bases  and  utilities  programs  to 
monitor  performance  of  data¬ 
base.  Modifies  data  in  fine-tun¬ 
ing  database  operations. 
Generates  prototype  for  poten¬ 
tial  clients  to  visualize  applica¬ 
tions.  Three  positions  available. 
Job  is  in  Miami,  FL..  40  hrs., 
weekly,  9-5pm,  $60,000/yr. 

Bachelor's  degree  or  equivalent 
based  on  education  and/or 
experience  in  Computer 
Science,  Computer  Information 
Systems  or  other  related  field 
plus  two  years  of  experience  in 
job  offered.  Mail  resume  to  SMX 
Services  &  Consulting,  Inc., 
7220  NW  36th  St.  Suite  #421, 
Miami,  FL  33166.  Attn:  Amneris 
Hampton. 


Blackbaud,  Inc.,  the  leader  in 
bringing  technology  to  non-profit 
organizations  and  educational  in¬ 
stitutions.  seeks  qualified  individu¬ 
als  for  the  following  positions  at  our 
Charleston,  South  Carolina  head¬ 
quarters: 

Programmer  Analyst:  Design, 
write,  and  maintain  code  in  Visual 
Basic  for  Blackbaud  internal  sys¬ 
tems  and  create  and  perform  unit 
tests  of  all  existing  code. 

Software  Engineer:  Design  and 
develop  new  software  products  and 
enhance  existing  products  using 
Visual  Basic.  Program  code  for 
user  interface,  COM  layer  and 
database  applications. 

Conversion  Programmer:  Map  and 
convert  data,  manage  large  conver¬ 
sion  projects  and  serve  as  an  esca¬ 
lation  resource  for  the  production 
team  using  Visual  Basic  and  SQL. 
Job  may  be  performed  offsite/ 
telecommuting. 

Positions  require  a  Bachelor's  De¬ 
gree  in  Computer  Science,  Engin¬ 
eering,  or  a  related  field  as  well  as 
previous  experience.  Interested 
applicants  should  e-mail  resumes 
to  recruiting@blackbaud.com  using 
reference  code  "BB". 


Systems  Analyst, 
Designer  &  Developer 

Design  &  develop  programs  for 
special  business  needs  using 
Oracle,  Sybase,  Informix,  SQL 
Server,  Progress,  PowerBuilder, 
Visual  Basic,  C,  C++.  SQL,  PL 1 
SQL,  HTML.  XML,  XSL.  Perl. 
Carry  out  system  feasibility  stud¬ 
ies.  Develop  business  portals  for 
conducting  business  by  internet  & 
intranet  using  Websphere,  Web- 
Logic,  JRun,  XML  &  Java.  Deploy 
business  applications  on  servers  & 
clients.  Manage  database  perfor¬ 
mance  &  tuning.  Deploy  vanous 
web  services  for  enterprise  func¬ 
tions.  Must  be  willing  to  travel 
throughout  US  as  needed  for  short 
or  long-term  assignments.  Must 
have  B.S.  or  foreign  equiv.  in 
Comp  Sci.  Math.  Engineering,  or 
Physics  +  1  yr  exp  in  job  offered  or 
as  Software  Engr.  or  Systems 
Analyst.  8am-5pm.  M-F.  OT  as 
needed.  $68,000/yr.  Reply  to  Job 
Order  #WEB337582,  Site  Mana¬ 
ger.  Beaver  County  CareerLink, 
2103  Ninth  Ave  Beaver  Falls.  PA 
15010-3957. 
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g]ET2S 

NET2S  is  a  leading  International  e- 
business.  information  technology, 
and  communication  infrastructure 
consulting  firm  We  are  currently 
seeking  for  the  following  positions: 

•  Sr.  Tibco  (RV,  Hawk,  Ingetration 
Manager)  Developer 

•  IT  Risk  Mgmt  Security  Architect 

•  Sun  One  /  Siteminder  Architect 

•  Business  Objects  /  Cognos 
Developers 

•  NET  Architect 

All  positions  require  BS/MS  degree 
with  a  minimum  of  2  to  3  years  of 
experience  in  the  field.  Must  pos¬ 
sess  excellent  communication 
skills  as  well. 

NET2S,  82  Wall  Street.  Suite  400, 
New  York,  NY  10005;  Fax:  (212) 
279-1960;  Phone  (212)  279-6565;  or 
Email,  iobus-nv@net2s.com 


Programmer  Analyst 
with  technical  applica¬ 
tions  experience  with 
VB,  SQL,  Access, 
Crystal  Reports  and/or 
other  technologies. 
Send  resume  to 
Smithers  Scientific 
Services,  Inc.,  Attn: 
KES,  Req  No.  456,  425 
West  Market  St.,  Akron, 
OH  44313-2099.  EOE. 


OmniPros.  a  worldwide  provider 
of  software  solutions,  seeks 
motivated  IT  professionals  spe¬ 
cializing  in:  Java,  J2EE,  Oracle. 
WebLogic,  Webmethod,  Vitria, 
Tibco,  Portals,  Oracle  CRM 
(Technical.  1 1  i)  Oracle  Mfg 
(Technical/Functional,  11  i), 
Oracle  Finance  (Technical,  11  i). 
Business  Development/  Tech¬ 
nical  Operations  Management 
Please  e-mail  resume  to 
careers@omnipros.com.  fax 
resume  to  408-944-0719,  or 
mail  resume  to:  OmniPros  Ltd. 
99  W.  Tasman  Drive,  Ste  205 
San  Jose,  CA  95134 


Database/Systems  Administra¬ 
tor  to  design,  develop,  test, 
install,  deploy,  integrate,  en¬ 
hance  &  administer  databases 
applying  knowledge  of  data¬ 
base  management  systems 
such  as  Oracle,  PERL,  SQL, 
PL/SQL,  Java/XML  &  VB/ 
ASP/SQL  Server  environ¬ 
ments.  Establish  &  maintain 
security  &  integrity  controls. 
Reqd.  B.S.C.S  &  4  yrs  exp. 
M-F,  40hrs/wk.  Send  resume 
to  S.  Arsenyev,  Alazar,  LLC, 
Ref.  #99J.  1815  Pennsylvania 
Ave.,  Ste  1101,  Washington, 
DC  20006. 


Indo-American  Business  Corp¬ 
oration  (a  financial  sector),  is 
looking  for: 

Financial  Analyst:  Should  have  a 
bachelor’s  degree  in  computer 
science/accounting  with  2  years 
experience  in  financial  analysis, 
planning,  investment  analysis  & 
interpreting  data,  report  analysis, 
MIS  and  use  computer  for  deci¬ 
sion  making 

We  accept  foreign  education 
equivalent  of  the  degree,  or  the 
degree  equivalent  in  education 
and  experience. 

Send  Resume:  Indo-American 
Business  Corporation,  415  N 
Cass  Ave.  Westmont.  IL  60559. 


Computer  Prgmr:  Design,  imple¬ 
ment  modifications  to  existing 
programs;  dev.  &  program  mod¬ 
ules.  Work  w/manufacturing 
engr  to  define  process  require¬ 
ments  &  convert  req.  into  design 
specs.  Schedule  work  timetable. 
Test  &  debug  programs/code; 
analyze  program  performance  & 
devise  necessary  corrections  & 
improvements.  Recommend 
changes  in  methods  or  proce¬ 
dures  8  present  solutions. 
Customize  ERP  system  using 
Oracle  database.  BS  (or  foreign 
equiv.)  in  Computer  Science/ 
Engg.  Exp.  req.  2  yrs  in  job 
offered  or  2yrs  as  Pgmr/Sys. 
Analyst.  2yrs  exp.  in  customiz¬ 
ing  ERP  software  using  Oracle 
Database  req.  Hrs  8-5,  M-F, 
40hrs/wk.  Resumes  to:  Ann 
Llimo  GM,  EMS  Solutions,  4355 
International  Blvd,  Ste  200, 
Norcross,  GA  30093 


Project  Manager 
Doctors  Medcare  seeks  Project 
Manager  in  Gadsden,  AL. 
Project  mgt  to  implement  +  dev 
I.T.  systems;  Ensure  delivery  on 
time  &  budget;  Eval.  +  recom¬ 
mend  software  +hardware  sys¬ 
tems;  Plan,  install,  continued 
dev  and  support  of  systems; 
Project  initiation,  definition,  busi¬ 
ness  analysis,  process  model¬ 
ing;  Produce  functional  specs; 
Testing  +  maintenance.  Must 
hold  Masters  in  CS,  Eng'g  or 
related  field  +  6  yrs  relevant  exp. 
Resume  to  Doctors  Medcare, 
H.R.,  PO  Box  1397,  604  Smith 
Street,  Albertville,  AL  35950. 


SBI  is  looking  for  the  following 
positions  for  its  offices  in 
Houston,  TX,  San  Francisco, 
CA,  Warren,  NJ,  Salt  Lake 
City,  UT  and  Portland,  OR: 
Programmer  Analysts,  Tech¬ 
nical  Architects,  Technical 
Consultants,  Business  Strate¬ 
gists,  Systems  Analysts,  Soft¬ 
ware  Engineers,  Art  Director, 
resumes  by  email  or  fax  only 
to  HR,  SBI  2825  East 
Cottonwood  Parkway,  Suite 
480,  Salt  Lake  City,  UT 
84121: 

careers@sbiandcompany.com; 

Fax  (801)  733-3201. 


Tobin  International,  Ltd.  seeks 
applicants  for  the  position  of 
Senior  Software  Engineer  in 
Denver,  CO  to  design  and  devel¬ 
op  GIS  web-based  enterprise 
software  products  using  J2EE 
technology.  Requirements  for 
this  position  include  a  bachelor's 
degree  in  computer  science, 
computer  engineering  or  a  relat¬ 
ed  field  and  software  experi¬ 
ence.  Also  required  is  a  working 
knowledge  of  designing  and 
developing  web-based  enter¬ 
prise  products  using  J2EE  tech¬ 
nology,  Oracle,  UML  and  appli¬ 
cation  servers.  Respond  by 
resume  to  Mary  Kimball,  Tobin 
International,  1625  Broadway, 
Ste.  500,  Denver,  CO  80202. 


SAP  PROGRAMMERS 

ZyQuest.  Inc.,  a  leader  in  IT 
Consulting  is  seeking  experi¬ 
enced  Senior  Level  SAP  consul¬ 
tants.  Candidates  must  have  the 
following  SAP  skills:  BW  3.1c, 
ABAP/4,  SAP  R/3,  BDC,  RFC, 
BAPI,  and  IDOC  s.  The  success¬ 
ful  candidate  ideally  will  have  2+ 
years  experience  in  SAP  and 
must  be  willing  to  travel.  We 
offer  exciting  opportunities  for 
professional  growth  and  a  flexi¬ 
ble  compensation/benefits  pack¬ 
age.  Interested?  Please  mail 
your  resume  in  confidence  to 
1580  Mid-Valley  Drive,  Ste.  102, 
De  Pere.  Wl  54115.  EOE 


The  World 
Of  Work  Is 
Changing 


Luckily, 


We  Are  Too! 
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now  powered  by 
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BackSpin 


Mark  Gibbs 


What  spam  really  costs,  Part  II 

s 


hope  you  did  the  homework  I 
assigned  last  week.  I  wanted  you 
to  find  out: 

•  What  your  data  services  cost  per 
month. 

•  What  percentage  of  your  available 
WAN  bandwidth  actually  is  used. 

•  What  percentage  of  that  band¬ 
width  is  used  for  email. 

•  What  storage  costs  you. 

•  How  much  mail  your  users  send  and  receive 
each  day 

•  How  much  spam  each  user  gets  each  day 

•  How  long  it  takes  a  user  to  deal  with  a  single 
piece  of  spam. 

Those  were  the  basics.To  complete  this  exercise 
you’ll  also  need  to  know  the  average  fully  burdened 
cost  of  an  employee  (taking  into  account  insurance, 
tax,  benefits,  etc.).  Now  divide  that  by  the  average 
number  of  work  hours  per  year  to  find  the  fully  bur¬ 
dened  average  employee  hourly  cost. 

For  my  calculations,  I’ll  use  some  averages  derived 
from  a  number  of  sources  that  might  or  might  not 
be  consistent  with  the  values  for  your  operation. 

First  we’ll  calculate  productivity  costs.  If  the  aver¬ 
age  user  (working  220  days  per  year  at  a  fully  bur¬ 
dened  annual  cost  of  $71,440)  receives  100  mes¬ 
sages  per  day  of  which  30%  are  spam  and  the  aver¬ 


age  time  required  to  handle  a  piece  of  spam  is  5 
seconds,  then  the  average  cost  to  handle  spam  per 
user,  per  day,  is  $1.69. 

This  means  that  for  1,000  users  the  total  cost  of 
productivity  loss  per  annum  will  be  (hold  on  to  your 
seats)  $372,083  or  $372  per  employee!  But  while  pro¬ 
ductivity  loss  is  by  far  your  biggest  cost,  the  others 
are  nothing  to  sniff  at. 

If  the  cost  of  Internet  connectivity  per  month  runs 
to,  say  $6,000  (servicing  internal  users  and  telecom¬ 
muters  and  mobile  workers)  and  e-mail  uses  75%  of 
the  bandwidth  and  spam  uses  30%  of  that,  the  total 
cost  of  bandwidth  used  by  spam  (spamwidth?)  per 
year  will  be  $16,200. 

Next,  if  the  average  message  size  is  50K  bytes  and 
the  cost  of  storage  per  month,  per  gigabyte,  (includ¬ 
ing  management  costs)  is  50  cents,  then  it  will  cost 
$9,000  per  year  to  store  spam. 

Finally  support  costs:  Assuming  the  average  cost  of 
support  per  user,  per  year,  is  $250  and  5%  of  that  can 
be  allocated  to  solving  spam-related  issues,  we’ll  be 
spending  $13  per  user,  per  year,  for  a  total  of  $12,500 
per  annum. 

If  we  add  all  of  these  annual  costs  —  connectivity 
at  $16,200, storage  at  $9,000,  support  at  $12,500  and 
the  big  one,  productivity  at  $372,083  —  we  get  a  total 
cost  of  spam  per  year  for  a  1 ,000-seat  operation  of 
$409,783!  That  is  more  than  $409  per  employee! 


www.nwfusion.comS 


I’ve  made  a  spreadsheet  available  at  www.nwfu 
sion.com,  DocFinder  6644, so  you  can  plug  in  your 
own  figures.  My  spreadsheet  also  goes  further  by 
extrapolating  the  model  over  the  next  five  years  for 
growth  in  connectivity  costs, storage  costs, support 
costs  and  spam. 

Note  that  if  spam  represents  30%  of  messages 
today  and  the  spam  growth  rate  is  35%  per 
annum,  spam  will  become  99.6%  of  e-mail  mes¬ 
sages  by  2007! 

The  point  of  this  exercise  is  to  build  a  case  for 
action.  Armed  with  this  kind  of  analysis, you  can 
approach  the  CEO  and  present  an  argument  for 
investing  in  messaging  management  services.  Along 
with  the  financial  argument  you  should  be  able  to 
present  the  liability  issue: Your  organization  could 
find  itself  in  a  sexual  harassment  case  for  not 
actively  stopping  spam. 

Note  that  I  used  the  term  “message  management 
services”  rather  than  “anti-spam  services”  because 
just  minimizing  spam  is  not  enough.That  is  just  one 
component  of  your  messaging  problems.  Other 
issues  include  confidentiality  personal  use,  improper 
content  and  violations  of  your  acceptable  use  policy. 

That’s  this  week’s  homework.  Hand  in  your  assign¬ 
ment  as  soon  as  you  can  and  I’ll  give  you  a  grade. 

Report  to  the  principal  at  backspin@gibbs.com. 


uzz  News,  insights,  opinions  and  oddities 


By  Paul  McNamara 


A  bunch  of  NetworkWorld  Fusion 
readers  apparently  have  never  heard 
the  old  adage  about  never  saying  never. 

The  evidence  can  be  seen  in  an  online  poll  conducted  throughout  June  that 
asked:  “Have  you  ever  paid  for  content  on  the  Web?” 

Of  the  3,768  individuals  who  considered  five  possible  replies,  a  resounding 
57%  chose:  “Never,  nor  will  I." 

Perhaps  a  number  of  these  readers  are  well  along  in  their  years  or  hopelessly 
set  in  their  ways,  but  the  rest  —  presumably  the  vast  majority  —  might  want  to 
consider  a  longer  view  of  the  matter:  After  all,  never  could  be  an  extremely 
long  time.  And  who  knows  what  might  pop  up  on  the  Web  tomorrow  that  would 
have  even  these  never-never  types  fumbling  for  their  credit  cards. 

Of  course,  the  other  real  possibility  is  that  these  folks  said  what  they 
meant  and  meant  what  they  said,  which  cannot  be  good  news  for  online  con¬ 
tent  creators  who  have  dreams  of  turning  a  buck  or  two  ...  not  to  mention 
bills  to  pay. 

Before  we  go  much  further,  it’s  worth  noting  that  Buzz  has  long  been  dismis¬ 
sive  of  online  polls  for  the  obvious  reason  that  a  self-selected  sample  of 
respondents  discounts  any  claim  to  scientific  validity.  However,  I’m  told  this 
particular  poll  was  among  the  more  popular  ever  conducted  on  Fusion,  so  let’s 
suspend  disbelief  and  peer  a  bit  deeper  into  the  results. 

Ten  percent  of  respondents  said  they  currently  pay  for  content  online.This 
number  struck  me  as  surprisingly  high,  even  accounting  for  the  fact  that  the 
Network  World  audience  is  more  affluent,  better  educated  and  more  active 
online  than  the  general  populace.  (Of  course,  we  have  no  way  of  knowing  what 
portion  of  that  10%  is  patronizing  purveyors  of  the  Internet’s  most  popular  con¬ 
tent:  pornography.) 

Another  8%  said  they  have  bought  reports  online,  leading  me  to  wonder  why  I 


haven’t  written  any  reports  as  of  late. 

Five  percent  of  respondents  said  they  would  consider  coughing  up  cash  for 
online  content  if  the  content  came  devoid  of  advertising. This  is  not  a  ringing 
endorsement  of  the  ad-free  model  but  shouldn't  come  as  a  surprise,  because 
we  all  are  accustomed  to  advertising  and  most  accept  it  as  a  reasonable 
price  to  pay. 

The  fifth  and  final  option  —  "I  would  consider  paying  if  I  could  not  get  the 
content  anywhere  else”  —  garnered  the  second-highest  vote  total  at  20%. 

This  was  the  safe  choice  among  the  five,  what  with  its  cushy  fudge  words 
"consider”  and  "if.” 

But  it  also  got  to  the  crux  of  the  problem  for  online  content  providers:There’s 
too  much  content  out  there,  too  much  of  it  looks  the  same,  and  almost  all  of  it 
is  free. 

Buzz  is  with  that  10%  who  currently  pay  for  online  content  (and,  no,  it's  not 
porn).  Sports  and  politics  are  two  of  my  favorite  pastimes,  and  they  account 
for  a  good  deal  of  my  limited  pleasure  reading. 

I’ll  check  out  ESPN.com  three  or  four  times  a  week,  but  have  resisted  all  of 
that  site’s  pleadings  to  pony  up  for  “premium  content."  I’ve  been  tempted,  yes, 
but  not  enough  to  hand  over  the  dough. 

The  reason  is  free  sports  news  and  opinion  couldn't  possibly  be  in  more 
abundant  supply. 

Politics  is  another  matter.  At  a  time  when  mainstream  media  outlets  — TV 
and  radio,  in  particular —  are  increasingly  dominated  by  conservative  bombast, 
there  are  few  places  a  knee-jerk  liberal  can  get  his  fix  . . .  even  online.  Salon  is 
one  such  place,  and  while  much  of  its  content  is  free,  the  premium  stuff  —  the 
forbidden  fruit  —  kept  calling  for  my  credit  card  number  until  I  could  stand  it 
no  longer. 

Basic  economics:  supply  and  demand. 

E-mail  is  still  free.  The  address  is  buzz@nww.com. 
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LinkRunner™ 
Network  Multimeter 


You're  looking  at  handheld  network  tools  that  will 
give  your  staff  superior  vision  into  solving  network 
problems.  They  give  your  team  one  overwhelming 
advantage:  better  vision  to  spot  problems  quicker  and 
fix  them  faster.  Fluke  Networks  makes  handheld  testers 
for  all  your  staff,  for  every  job.  For  simple  network 
tests,  there's  the  pocket-sized  LinkRunner™.  The  next 
step  up  is  NetTool™  Pro,  the  world's  only  inline  PC  to 
network  tester  for  solving  tough  connectivity  problems, 
And  the  amazing  OneTouch™  -  for  more  insights  into 
switched  networks  than  ever  before.  Bottom  line: 
a  more  productive  staff.  And  vastly  improved  network 
performance.  For  a  limited  time,  get  the  frontline 
troubleshooting  tool  you've  been 
eyeing,  and  get  another  network 
test  tool  or  accessory  for  FREE! 


OneTouch m  Series  II 
Network  Assistant 


NetTool™ 

Inline  Network  Tester 


NETWORKSUPERVISION 


Vi  sit  www.f  lu  ke  n  e  two  r  ks.  co  m/mo  re  vi  s  i  o  n 

and  see  how  you  can  get  greater  network 
vision  with  our  buy-l-get-1  free  offers. 

Hurry,  offer  ends  September  30,  2003. 
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SUN  FIRE™  V60X  SERVER: 

>  INTEL  XEON  2.8  GHZ  PROCESSOR 

>  RUNS  SOLARIS™  9  OS  FOR  X86  OR  RED  HAT®  ENTERPRISE  LINUX®  ES 


$2,450. 


SUN  FIRE  V210  SERVER: 

>  RACK-OPTIMIZED,  ULTRASPARC®/SOLARIS  OS 

>  INTEGRATED  WITH  AWARD-WINNING  SUN™  ONE  MIDDLEWARE 


$2,995. 
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SUN  STOREDGE™  3310  SCSI  ARRAY: 

>  HIGH-DENSITY,  MODULAR  STORAGE 

>  HIGH  AVAILABILITY  CONFIGURATIONS 

$6,995. 

SUN  FIRE  BlOO  BLADE  SERVER: 

>  ULTRASPARC  OR  X86  PROCESSOR 

>  RUNS  SOLARIS  8,  9,  OR  RED  HAT  ENTERPRISE  LINUX  ES* 

$1,795- 


OW  COST  MOVE  IS  ON 


•ULTRASPARC  blades  run  Solans  8  and  9.  x86  blades  run  Solaris  9  for  *86  and  Red  Hat  Enterprise  Linux  once  certified,  Summer  2003. 
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